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NMepenonHeHue 6ydepa

«TOHKN»

Micnonb3oBaHMe NpuBUIerniti cepBepHbIX KOMMNOHEHT

MaHunynaymm ¢ AaHHbIMU Ha K/IMEHTCKOW CTOPOHE



NMepenonHeHune 6ydepa - Hanobonee
“1:-,\pacnp00TpaHeHHaﬂ aTaka YpPOBHS NMPUIOXXEHUI

1071 y4eHuUe KOHmMpoJ/sis Hao 06 bLEKMOM amaku

MexaHu3m peanusayuu

3anyck kooa Ha amaKyemMoM y3/1e

MecmoHaxo0eHue amak yrouweeo

B pa3HbIx ceameHmax ¢ 06beKmomM amaku

Hcnosib3yemMblie ya3sumocmu

Owubku peanusayuu

CmeneHb puUckKa  =:1coit:;l




y [lepenonHeHune cTeKa

i f_vulner()
{

char local[ 3]

Bydep |

Crtek



«MepenonHeHne cTeka»
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“int f_vulner (char arg)
-

char local[100]

B 260 1ica strepy(local, arg)
return 0

}

:"‘d make O6bI4HBIL X0O BbINO/IHEHUS MPO2PAMMBbI
char arg[200]

gets (arg)

f vulner (arg)

=) printf(arg) <
return ()

}

Crtek



«llepenonHeHue cTeka»

‘"!'-E f vulner (char arg)
"

char local[100] strepy(local, arg)

[loOpaboTka

return 0
}
void main() [leperno/siHeHuUe cmeka
{

char arg[200]

gets (arg)

f vulner (arg)
printf(arg) 4—// \\_.

return ( o
} Bmecmo sBo3spama TeK

3anyckK Kooa




«llepenosHeHne cTeKka»

BbI30B hyHKLMIW A4pa
(NMporpamMmmHoe npepbiBaHue
INT 0x80)

BbI30B (QYHKLU M 13 MOOYIEN
DLL

Aicnonb3oBaHue yHKLMN
«WinExec»

N

Mcnonb3oBaHue NnepenonHeHunst cteka



1p1MUYnHbI NepenosiHeHnsa dycepa

cymcmasue Heo6xo0uMbIX MPOBEPOK HA KOPPEKMHOCMb
apayMeHmos

strepy(local, arg)

Omcymcmasue cpeocmes BbI4UC/IeHUS1 OJ/IUHbI 6yhepa npu
pabome c ykaszamessamu



ocne,qCTva nepenosiHeHUa oydepa

\

leeHue AYeeK riamsimu, He npUHaane)Kanux Maccusy

Mooudgpukayus ssueek namsimu

e CucmemMHblIe OaHHbIe (adpec so3spama u m. 0.)
e [lpya2ue nepemMeHHbIe

» UcnosiHsieMbll KOO

e Hecywjecmsyrowasi (cso600Hasi 06s1acmb)



NMpepnoTBpalleHne OLLNOOK NepenosIHEHUS

m’ﬁonbsosal-me MEeXaHU3Ma CTPYKTYPHbIX
UCKNIOYEeHUN

Hecywecmsyrowass o61acmb

Bydep

Hecywecmsyrowasi o6s1acmb

Mcnonb3oBaHue A3bIKOB NPOrpaMmMmMpoBaHuA,
AenarLwmx HeBo3MOXHbIM nepenonHeHue 6ydepa

Ucnonb3oBaHue «Heap» anga ykasarteneun

OTKa3 OT MHAMKaTopa 3aBepLUEeHUS



MeTtoAabl 3alinTbI

2

| o

YcTaHOBKa nakeToB UcnpaBneHus

UcnpaBneHue ncxogHoro Kkoga c
nepekoMnunauuen

TecTnpoBaHue nporpamMmm cneuuanbHbIMU
yTUNNTamu



' «OHKN»

-
[[OHKI MOXXHO onpenennTb Kak HEKOPPEKTHOE NnoBedeHne nporpaMmmel,
BbI3BaHHOE HEOXnaaemMon rnocneaoBaTe/ibHOCTbI0 3aBUCALLX APYrT

OT Apyra cobbituii. Jpyrnmm cnosamm, paspadoTunk nporpamMmbl OLLIMOGOYHO
nosiaraet, YTO OAHO COObLITUE BCerga AO/MKHO NpeallecTsoBaTb APYromy,

HO peasibHO MOXET BO3HUKHYTb CUTyalus, Korga 3To OyAeT He Tak.

[OHKaMK TakKXe Ha3bIBalTCA CUTYyaLuun, Npu KOTOPbIX ABa 1N 60s51ee NpoLeccos
(noToKOB) 06pabaTbiBalOT pasaensiemMmble AaHHble (Pansibl UK NeEPEMEHHbIE),
N KOHEYHbIN pe3y/ibTaT 3aBUCUT OT COOTHOLLIEHNSA CKOPOCTEN NpoLeccoB (MOTOKOB).

B obuwem cny4dae, npouecc (NOTOK) He BbINO/HAETCA aTOMapHO. Ero BbINonHeHMe
MOXET ObITb NPepBaHoO, N APYron NPOoLEecc MOXET BbINO/IHUTbL CBOU AENCTBUSA
Mexay AByMA nbbiMu onepaunn npepsaHHOro npouecca. B sawmuwéHHom
NpUIoXKeHNN Nobas napa onepaunini 4o/mkHa paboTatb KOPPEKTHO, AaXKe ecu
MeXaAy HUMW BbIMOSTHAETCA NMPOU3BO/bHbIN KOO APYTvX NpoueccoB (MOTOKOB).



«[OHKN»

L
) ok~

I_Imé_wlbl, NPUYNHOI KOTOPbIX SABMSKOTCS TOHKM, MOXHO MOAENUTb Ha ABE KaTeropum:
BMeLlaTeNnbLCTBO CO CTOPOHbI HeflOBEPEHHOro npouecca. B aTom cryyae
KPUTUYHBIMI SBASIOTCS /IMB0 NOC/1eA0BaTe/NIbHOCTb BbINO/THEHUS onepauuii, MMéo
«aTOMapHOCTb» (HeAenMMOoCTb) [ByX onepauuii.

BmelwlaTeNnbCTBO CO CTOPOHbI AOBEPEHHOTrO npouecca (C TOUKN 3peHuns
3alLMLLEHHOTO NPUAOXEHNS). Takne cuTyalm Ha3biBaOT B3aMMHbIMK B/TOKMPOBKaMU, a

Takke aeanokamu (deadlocks), knmHuamm (clinch) nnm Tynukamn.



«[ OHKU» - NpuMep yA3BUMOCTH
Name

CM’»—2003—0127 (under review)

Description

The kernel module loader in Linux kernel 2.2.x before
2.2.25,and 2.4.x before 2.4.21, allows local users to
gain

root privileges by using ptrace to attach to a child
process

that I1s spawned by the kernel.



[MpakTnyeckas padorta 25
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Ya3BuMocTb 3arpy3uuka moayneu sapa B OC Linux



Tema 21

CeTeBou ckaHep Nessus



v CeTeBoM ckaHep Nessus

Nessus-KnueHT
(Windows,

UNIX) Nessus-cepBep
(UNIX)

CkaHupyemas ceTb



w "‘sgCeTeBov’l ckaHep Nessus
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CeTteBou ckaHep Nessus

* MoaynbHasa apxuTeKkTypa

e A3bik onucaHmna atak NASL

e Cucrtema reHepaumm oT4eToB
 UpeHTUdMKauma cnyxo

XapakTepUCTUKHU



[lapannenbHoe noakntoveHne
N CKaHUpoBaHue

Nessus-KnueHT Nessus-cepsep
(UNIX)

CkaHupyemas ceTb

Nessus-KnueHT
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,J-“;é_v
-

13yyeHne BO3MOXXHOCTEN CKaHepa
Nessus



ObGecneveHne
0e30nacHOCTU ceTen -
- UTOor

Ana sawumbsl cemu He06X00UMO UCMOJ/1b308amb KOMI/IEKC
cpeocmes 3aujumsbl, sK/04aroWuUll 8 ceobs:

| Cpedcmsa sawyumsl y3nos u J/IBC, o6ecneyusaroujue
aymeHmuccukayuro, passpaHudyeHue oocmyrna, wugposaHue u m.o.

| Cpedcmsa aHanu3a 3aujuwjéHHOCMU U ycmpaHeHusi
ysi3sumocmeli

| Cpedcmsa o6HapyxeHusi amak —



- CpefcTtBa 3aluThbl nepumMeTpa

P099000000 T JeHHue
sZpBepbl

Monb3oBaTtenu
Internet

Pecypchbl
Internet



«C; peacTBa aHanmsa 3allueHHOCTH

DMZ-1

.
.‘;o .§ g

Monb3oBaTtenu
Internet

Pecypchbl
Internet




~.. Cpepactea oOHapyxeHus atak

X

S -
Monb3oBatenu
Internet

Pecypchbl
Internet




