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TeMa 2

NMpotokon IP




CoaepxaHue:
1) ®yHKummn npotokona IP
2) IP-agpeca.
3) MapuwpyTtnsauus
4) ®opmart 3aronoska |IP-gentarpammel
5) [lpotokon ICMP




OOHa 13 OCHOBHbIX 3a4a4, peLlaeMbIX
npoTtokonom IP, - mapLupyTusauns
oevutarpamm, T.e. onpeneneHme nyTu
cllegoBaHuAa gemtarpamMmmbl OT OOHOrO
y3na CeTu K Apyromy Ha OCHOBaHUA
agpeca nonydarens.




O6wmn cueHapun paboTtbl Moayns IP Ha
KakoM-11nbo y3ne cetu, NpuHMUMatoLero
nevTarpaMMy 13 CETU, TaKOB:

- O[IHOr0 M3 MHTEpPMENCOB YPOBHSA AOCTYMNA
K cpene nepenayu (Hanpumep, C
Ethernet-uHtepdenca) B Mmoaynb IP
NoCTynaeT AenTarpamma;

- Moaynb IP aHann3npyetT 3aro/ioBoK
nevTarpamMmmbl;




- €CJIM NYHKTOM Ha3HaueHus AenTarpaMmmbil
AABJIIETCA AAaHHbIA KOMMNbIOTEP:

- eCNN genTarpaMmMa sBnsieTcss parMeHToM
bonbLuen gentTarpaMMbl, OXXMAQKOTCS OCTaslbHbIE
(pparMeHTbl, NOC/e Yero n3 HMX cobmpaetcs
ncxoaHas 6onbluas gentarpamMmma;

- U3 AenTarpaMMbl U3BEKAOTCA AaHHbIE U
HanpassalTCa Ha 06paboTKy oAHOMY U3
NPOTOKOJIOB BblLLUeieXxallero ypoBHs (Kakomy
MMEHHO - YKa3blBAETCS B 3arosioBKe
nenTarpammsl);




Ecnn pentarpaMMa He Hanpas/eHa HM Ha OAWH
n3 IP-agpecoB AaHHOIO y3/a, TO AaNlbHENLLIne
NEVCTBUSA 3aBUCAT OT TOr0, pa3peLLeHa Uim
3anpelleHa petpaHcnsauus (forwarding) “yy>kmnx
nevTarpamM;

- €C/IN PETPAHCNALUMSA pa3peLleHa, TO
ONpeaensaTca CNeayoLwWwmn y3en cetu, Ha
KOTOpPbIW A0/MKHA ObITb NepenpaBneHa
nenTarpamMmma Ansg AOCTaBKWU ee Mo Ha3Ha4YeHuto,
N MHTEPMENC HMKHETO YPOBHS, NMOC/E Yero
NevTarpamMma nepeaaeTcs Ha HUXHUN YPOBEHb
3TOMY MHTEpdency ans oTnpaBKu;

”n




- NP He0bXoAMMOCTU MOXET bbITb Npon3BeAeHa
(bparMeHTaumnsa aenTarpamMmmbl;

eCcnu Xe AenTarpaMmma owmnboyHa nnm nNo Kaknm-
nmMbo NpnyMHaM He MOXeT ObITb [0CTaB/IEH],
OHa YHUUYTOXXAETCH; NMpu 3TOM, Kak NpaBuUso,
OTNpaBUTENO AenTarpaMMbl oTcbinaetcsa ICMP-
coobLueHmne o6 owwmnbke.




[1py NnonyyeHnn faHHbIX OT BbILLECTOSLLEro
YPOBHSA ANA OTNpaBKu UX No ceTtu IP-
MoAay/ib OPMUPYET AenTarpaMMy C 3STUMU
NAHHbIMW, B 3arofIOBOK KOTOPOW 3aHOCATCS]
aZipeca oTnpaBuUTensa U noay4yartena u
apyras nH@opMauus,; nocsne yero
BbIMOMHAIOTCA clieayowme waru:




Ecnu pentarpaMMma npeaHa3HavyeHa 3ToMy
Xe Y31y, U3 Hee U3BJ1IEKAlOTCS AaHHbIE U
HanpasnsalOTCa Ha 06paboTKy oAHOMY K3
MPOTOKO/I0B TPAHCMOPTHOIO YPOBHS]
(KakoOMy MMEHHO - YKa3bIBaeTCs B
3arosI0BKe AenTarpammbl);




Ecnn pentarpaMMa He HanpaBfeHa HU Ha OAWH K3
IP-aapecoB AaHHOrO y31a, TO onpeaensoTcs
CNneayroLwmn y3en CeT1, Ha KOTopbi AOMKHA ObITb
nepenpasneHa AenTarpaMmma ans AoCTaBKM ee Mo
Ha3HaYeHU0, N NHTEPMENC HUXKHETO YPOBHS,
nocne Yyero geMtarpaMmMma nepeaaeTcs Ha HUXXKHUI
YPOBEHb 3TOMY MHTEepdENCY AN OTNpaBKK; Npu
HeobxoAMMOCTU MOXET bbITb NPOU3BEAEHA
(bparMeHTaumns aenTarpaMmmel;

ecnu Xe genTtarpamMmma owmnboyHa nan No Kaknm-
nmMbo nNpuynHaM He MOXeT bbITb A0CTaB/ieHa, OHa
YHUUYTOXAETCS.




Y3J/10M CeTU Ha3biBaeTCd KOMMbIOTEP,
NOAKJTHOYEHHbIN K CETU U
noaaep>XxmBatoLmn npotokon IP.

¥Y3en ceTn MOXET UMETb 0anH U bonee

IP-nHTEpC

HENCOB, MOAK/THOUYEHHbIX K O4HOM

MM Pa3HbIM CETSAM, KaXXabl TaKOW

MHTEPC

Hhenc UAEHTUC

DULMPYETCH

YHUKaNbHbIM IP-agpecom.




IP-ceTblOo Ha3blBaeTCA MHOXECTBO
kKoMmnbtoTepoB (IP-nHTEpdEencoB), 4acTo, HO HE
BCeraa noAcoeAuHEHHbIX K OAHOMY (PU3N4ecKomy
KaHasny CBsA3M, CrOCOOHbIX nepecbinatb IP-
nevTarpaMMbl Apyr Apyry HenocpeacTtBeHHo (To
ecTb 6e3 peTpaHcnsAUunmn Yepe3 rnpoMeXyToUHble
KOMMbIOTEpPbI), Npu 3ToM IP-aapeca nHtepdencos
oaHou IP-ceTn umetoT obLlyto YacTb, KOTOpas
Ha3blBaeTCa agpecoMm, unm HoMmepom, IP-cetu, u
CneumpunyecKkyto Ans Kaxaoro nHtepdenca 4acTb,
Ha3blBaeMylo apecoMm, Uim HOMepoM, AaHHOro
nHTepdenca B AaHHoOW IP-ceTw.,




MapuwpyTusatopoM, WM LUUJIIO30M,
Ha3bIBaEeTCA Yy3en CeTU C HEeCKONbKMMU IP-
MHTEpdEencamm, NOAKOYEHHbIMY K
pa3HbiM IP-ceTsdM, oOCyLLeCcTBASAOWMMA Ha
OCHOBE pelleHnsa 3a4ayn MapLupyTmM3auum
nepeHanpaBneHne aentarpaMmMm M3 OAHOU
CeTM B [Opyryito And AoCTaBkuM  OT
OTNpaBUTENS K NOJIy4aTento.




XocCTaMM Ha3biBaloTCA y3nbl IP-ceTn, He
aBnsowmecs mapwpytmnlatopamm. ObbIYHO
XOCT nMmeet oanH IP-uHtepdenc (Hanpmmep,
CBSI3aHHbIW C ceTeBOUN KapTon Ethernet nnm c
MOJEMOM), XOTH MOXET MMETb U HECKOJIbKO.




MaplpyTu3aTopbl NpeacTaBNAloT cobou

nmbo crneumann3npoBaHHbie
BblYNC/IUTESbHbIE MaLLWHBbI, nmbo
KOMMbOTEPHI C HECKOJIbKUMMU IP-
MHTEpdENCaMN, paboTa KOTOPbIX

VYNpaBAsieTcs crneumanbHbiM NPOrpaMMHbIM
obecrneyeHunemM.




Heotbemnemoun vactbto IP-Mmoayns saBnsetcs
npotokon ICMP (Internet Control Message
Protocol), oTnpaBnsiowmm amarHoCcTnyeckme
CoO0bLLIEeHNs NP HEBO3MOXHOCTW AOCTaBKU

nevTarpaMmbl




2. IP-appeca.
IP-agpec aBndetca YHUKanbHbIM 32-
OUTHLIM NOEHTUMDUKATOPOM IP-
nHtepdenca B UHTEpHET. YacTo roBopArT,
yto IP-agpec npucBanBaeTca y3/y CeTU
(HanpuMep, XOCTY); 3TO BEPHO B C/ly4ae,
ec/in y3en 4BnsgeTca XOCTOM C oaHUM IP-
MHTEPMDENCOM, NHAYE CNeAYET YTOYHUTD,
06 agpece Kakoro MMeHHO MHTepdenca
OAHHOro y3/1a UAET peuyb.




IP-aapeca NpUHATO 3anucbiBaTb pa3brBKOW

BCEro ajpeca rno oKTeTaM, KaXKabl OKTET

3aMNUCbIBAETCS B BUAE AECATUYHOIO YMCNa,

ymcna pasaendarTca TodkaMu. Hanpumep,
ajpec:

10100000010100010000010110000011

3dlMUCbIBAETCH KadK
10100000.01010001.00000101.10000011 = 160.81.5.131.




IP-apgpec xocta coctouT U3 HoMmepa IP-ceTy,
KOTOPbIN 3aHMMaeT Crapuwyo o06nacTb
agpeca, U HOMepa XOCTa B 3TOU CETW,
KOTOpPbIM 3aHMMAET MMAALLYIO YacCTb.




KnaccoBass Moaesnb

B knaccoBon moaenu IP-agpec Moxet
NPUHAAIEXATb K OAHOMY U3 YeTbIpeX KNacCoB
ceten. Kaxkabin Knacc XxapakTepusyeTcs
onpeaeneHHbIM pa3MepPoM CETEBOM YacTu aapeca,
KpaTHbIM BOCbMW; TakuM 06pa3oM, rpaHuLa
MeXy CETEBOM U XOCTOBOW YacTamu IP-agpeca B
KN1aCCoOBOM MOAENW BCEeraa NpoxoauT ro rpaHuLe
okTeTa. [MpUHaANEXHOCTb K TOMY WU NHOMY

Kflaccy ornpenensieTcs no crapmm éutam agpeca.




Knacc A.

Crapwmn 6uT agpeca paBeH Hynto. Pasmep
CETEBOM YaCTu paBeH 8 6uTaM. TakmM 0b6pa3oMm,
MOXKET CYLLIECTBOBATb BCEro NMPUMEPHO 27 CETEN
Knacca A, HO KaXkaasi ceTb obnaaaeT aapecHbIM
NPOCTPaHCTBOM Ha 224 XOCTOB. TaK KakK
CTapwuu 6uTt agpeca Hyneson, To Bce IP-aagpeca
3TOro K/acca UMEKT 3HauYeHne CTaplLlero oKTeTa
B Anana3oHe 0 — 127, KOTOpPbIN SBNSIETCSA TAKXE
M HOMEpPOM CeTMW.




Knacc B.

[1Ba ctapwmx 6buta agpeca pasHbl 10. Pasmep
CETEBOW YacTu paBeH 16 6butam. Taknm
0bpa3oM, MOXeT CyLlecTBOBaTb BCEro
npuMepHo 214 ceTteun knacca B, kaxxaas ceTb
obnapaet agpecHbIM NPOCTPAHCTBOM Ha 216
XOCTOB. 3Ha4yeHusa ctapuiero okteta IP-agpeca
fiexkaTt B Anana3oHe 128 — 191, npu aTOM
HOMEpPOM CeTU ABNSAIOTCS [Ba CTapLUMX OKTETa.




Knacc C.

Tpu cTaplumnx éuta agpeca pasHbl 110. PasmMep
CETEBOWN YacTu paBeH 24 6butam. Konnyecrtso
ceten knacca C npuMepHo 221, aapecHoe
NPOCTPAHCTBO KaXXA0M CETU pacCYUTAHO Ha 254
XOCTa. 3HayeHua cTapllero okteta IP-aapeca
niexar B Auana3oHe 192 - 223, a HOMepoM CeTU
SBNSIIOTCSA TPU CTapLUMX OKTETA.




Knacc D.

CeTun co 3Ha4YeHuammn crapluero okrteta IP-
aapeca 224 v Bbllle. 3ape3epBMpOBaHbI
ONS cneumanbHbiX Lenen., Hekotopble
aJpeca UCrosib3yoTcs ans
MYNbTUKACTUHIA - Nepeaayn gentarpaMm
rpynne y3/0B CETU




becknaccoBasa mogenb (CIDR).

becknaccoBoun (CIDR - Classless Internet Direct
Routing, npsimas 6ecknaccoBasi MapLipyTmM3aums B
NIHTepHeT) Ha3blBaeTCa ecnn B Cnyyae agpecauum
BHE K/1aCCOB, C MPOU3BOJIbHbIM MOJIOXKEHNEM
rPaHnLbl CeTb-XOCT BHYTpU IP-aapeca, K IP-
aapecy npunaraercs 32-6MuToBasi Macka, KOTOPYIO
Ha3bIBalOT Mackon cetu (netmask) nnm mMackou
noacetu (subnet mask).




CeTeBasi MaCKa KOHCTpyupyeTcs no
cneaywouwiemMy npaBuny:

Ha NO3MLNSX, COOTBETCTBYIOLLMX HOMEPY CETH,
O6UTbl YCTAHOB/EHbI;

Ha NO3MLUUSX, COOTBETCTBYIOLLMX HOMEPY XOCTQ,
6UTbl COpOLLEHDI.

B HacTosLllee BpeMda KlaccoBas Moaeslb CHUTAEeTCH
yCTapeBLLEeN U MapLIpyTu3aumsa u (bonbluen
4acTblo) Bblaa4va 6bnokos IP-aapecos
ocyLlectendatoTca no moaenun CIDR, xoTa Kiacchl
CETEN eLle NPOYHO YAEPXKNBAKOTCS B
TEPMUHOOrUMN.




3. MapuwpyTtmusauums.

[lpouecc MapLwpyTu3aumm aentarpamm
COCTOUT B OnpeaeneHnn cneayowero y3na
(next hop) B nyTn cnegoBaHus
nenTarpamMmmbl U NEPECHLINIKN AeUTarpaMmMbl
3TOMY Y31y, KOTOPbIU ABASeTCc b0 y31oM
Ha3HayeHus1, TIM60 NPOMEXYTOYHbIM
MapLLpyTN3aTOPOM




MapLipyTu3aunsa BbINOJSIHAETCA Ha OCHOBE
JaHHbIX, coaepXawuxca B  Tabnuue
MapLUpYTOB.

Ctpoka B Tabnuue Mmapupyrtos
COCTOMT U3 CyieayrowmXx nosen:
- afipec CETN Ha3HAYEHUS;
- aJpec cneaytollero Mapwpyrtusartopa (To
eCTb Y3/1a, KOTOpbIM 3HAEeT, Kyda Aanblue
OTNpaBUTb AenTarpamMmy, aapecoBaHHYO B
CeTb HAa3HAYeHUs);
- BCNIOMOraTesibHblE MO,




NpuMep MapLipyTU3aUuum

00 e

Cetnl Certn2 Cern3



Tabnuua MapLlupyToB XOCTa A BbIraauT,
HanpuMmep, Tak.

Cetb 1 A
[Ipoune cetu G1




Opearusayus . Ilpoeatioep

® [=]

Bthernet |12 | ! 117 | 118

194.84.124.0/24 194.84.0.].%16:‘30
Bridenenn ai nunua i

CeTH ApyTHX
KIMEHTOB

JTUHUR dansHeEll CEATU

[MoakntoveHne nokanbHOU ceTh K IHTEpHET



dopmMmart 3aronoska IP-gpeMtarpamMmmsol.

IP-penTarpamma cocTomnT 13 3arosioBKa U

AadHHbIX.
7 15 23| 31
Ver THL TOS Total  Length
ID Flags Fragment Offset
TTL Protocol Header Checksum
Source Address
Destination  Address

Options

Padding




5. NMpoTokon ICMP.

[lpoTokon ICMP (Internet Control Message
Protocol, MpoTtokon Ynpasnsatowmx CoobLleHnm
MIHTEPHET) ABNSIETC HEOTbEMIEMOWN YacTbto IP-

moaynsa. OH obecrneunBaeT 0bpaTHYO CBSA3b B
BUAE AMArHOCTUYECKUX COOOLLIEHMIN, NOCbINAEMBbIX
OTMPaBUTESTIO NPU HEBO3MOXXHOCTWN AOCTABKM €ro

nenTarpamMmmol U B Apyrmnx cnydasx. ICMP

CTaHaapTn3oBaH B RFC-792, pononHeHns — B

RCF-950,1256.




[locne IP-3aronoBka cneayet 32-6UTHOE CNOBO C MOJISIMU
“Tun”, “Koa"” n “KoHTponbHasa cymma”. lNonga Tuna v Koaa
onpenenstoT coaep>xaHne ICMP-coobuweHuns. dopmat
OCTa/IbHOW YaCTu AenTarpaMMbl 3aBUCUT OT BMAA

coobuieHns. KOHTposibHast CyMMa CHMTAETCS TaK Xe, Kak u
B IP-3aronoBske, HO B 3TOM C/ly4yae CyMMUPYETCH

coaepxunmoe ICMP-coobuieHuns, Bkntodas nons “Tun”

\\ KOD,".

i)

31

THum

Kon

KOHTp ONEHAS CYMMA




Tvnbl 3, 4, 11, 12

0 7 N 3
Tum Kon KOHTp ONMEHAS CYMIMA

XX XXX KKKKK | HE UCTIOMb3YETC
|

[P-saromoBox  + 64 buTa OpUTHHATEHON JeATATp AMME]




Turm

Tn 5

{J 34

Kon KOHTp ONBHAS CYMMA

ATlpec MapLIpyTH3aTOpPa

[P-saromook  + 64 OUTA OPUTHHATLHON JefTarpaviel




Tun

Tunob1 0,8

Kon

3

KOHTp OMEHAS CYMMA

31

VineHTUQUKATOp

Howmep o nopsmcy

IaHHBIE




Tun 9

7 15 31

Tun Kon KoHTp onBHAda Ccynvva

NumaAddr | AddrEntrySize Bpenmsa *¥13HH

Anpec MapmpyTusaTopa (1)

ITpuopuret (1)

Anpec MapHIpyTHU3aTOpa (2)

IIpuopuret (2)




NMpotokon ARP

[lpoTokon ARP (Address Resolution Protocol,
[1pOTOKON pacrno3HaBaHWUs aapeca) npeaHasHayeH
nns npeobpa3oBaHus IP-agpecos B MAC-aapeca,
4aCTO Ha3blBaeMble TaKkXe PU3NYECKNMU
agpecamm.

MAC pacwmndpoBbiBaeTcs Kak Media Access
Control, KOHTpONb AOCTYMNa K cpeae nepeaayn.
MAC-aapeca naeHTUOULMPYIOT YCTPOUCTBA,
NOAKIIOYEeHHbIe K (U3nyeckoMy KaHany, npumep
MAC-agpeca - agpec Ethernet.




2 75 |

25

Hardw are type (Ethernet=1)

Protocol type (IP=20453)

H-len (== ogna Ethernet) P-len (=4 gna IFP)

Operation code

Source hardware address

(H-len OoKTEeTOB)

Source protocol address

(P-len oKkTeTOB)

Target hardware address

(H-len oKTEeTOB)

Target protocol address

(P-len oxkTeTOB)




IP-ceTn.

A IP=194.84.124.30

= G
® ]
(:—:—o—:—:\‘
B
[ o-es-c) CleTh
194 .84 124 .0
Proxy ARP



Bonpochkl 4N caMonpoBEpKX:

KakoBbl 3aaaun npotokona IP? TCP? B
4YeM UX OTNInyme apyr ot gpyra?

KakoBbl HegoCTaTKK npoTtokona IP?
[loaxoabl K UX peLueHuto.

KakoBbl HegocTtaTkm npotokona TCP?
[loaxoabl K UX peLleHunto.

Kak npunoxeHue B3anMOAENCTBYET CO
ctekom TCP/IP?
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Wcnonb3oBaHue MaTepuasioB Npe3eHTauum

icnonb3oBaHMe AaHHOW MPE3EHTaLMK, MOXET OCYLLECTBNATLCSA TONbKO NMPWU YCNOBUKN cObnoAEHUS
TpeboBaHWIn 3aKOHOB P® 06 aBTOPCKOM MpaBe U UHTENNEKTYalbHOM COBCTBEHHOCTH, @ TakXe C
y4yeToM TpeboBaHMI HACTOALLEro 3asiBNIEHUS.

Mpe3eHTaums sBnseTcs cobCTBEHHOCTLIO aBTOPOB. Pa3peluaeTcs pacneyatbiBaTb KOMuUio Ntobow
YacTu npe3eHTauMmn oas MIMYHOro HEKOMMEPYECKOr0 MCMOMb30BaHUS, OAHAKO HE A0MYCKAETCS
pacneyaTbiBaTb KaKyl-nmbo 4acTb Npe3eHTaumm ¢ 1tobon MHOM LeNbio UK No KakuM-inbo
MpUYMHAM BHOCUTb M3MEHEHMS B N0BYI0 YacTb Npe3eHTaummn. Micnonb3oBaHue ntobor yactu
Mpe3eHTaum1 B ApyroM Nnpou3BeaeHnm, Kak B NeYaTHOM, SNEKTPOHHOM, TakK U MHOM ¢opMe, a
TaKXXe MCMoJIb30BaHMeE N60M YacTu Npe3eHTauumn B Apyron npe3eHTaumm NocpeacTBOM CCbISIKM
WM MHBIM 06Pa30M AOMYCKAETCS TOJIbKO MOC/E MOMyYEHUSs MMCbMEHHOIO COrslacus aBTOPOB.




