[1poTokKon IPSec

(RFC 2401)



CeMeNncTBo NPoToKooB IPSec

NMpoTtokon Authentication Header (AH)

AyTeHTndonKaumns
KOHTPO/1b LLe/TOCTHOCTH
NMpotokon Encapsulated Security Payload (ESP)

AyTeHTndonKauuns
KOHTPO/1b LLe/NOCTHOCTK
LLindppoBaHne

NMpoTtokon Internet Key Exchange (IKE)

CornacoBaHune a/ITfToOpUTMOB LLIUPPOBaHNS
O6MeH Kvyamu



3allMLLEHHbIN KaHau IPSec

T KoAtOeROarbHa
]

unuchnonnatliiag
S o

LALLIL IVIM!—!|VIII




be3onacHasa accounauna IPSec

( 6

32-pa3pagHbivi nHaekc (SPI)

|IP- agpec y3na HasHavyeHus

iaeHTudmnkaTtop NPoToKoa 3alluunThl
(AH nnn ESP)



be3onacHasa accounauna IPSec

Bba3bl AaHHbIX SA



CxeMbl NpumeHeHnsa IPSec

~intemey X

Cxema y3en-y3en (Touka-Touka)



CxeMbl NpumeHeHnsa IPSec

Internet/
Intranet

Cxema Wwn3-wnros




CxeMbl NpumeHeHnsa IPSec

Internet/
Intranet

‘s

CmMmellaHHada cxema (BapuaHT 1)



CxeMbl NpumeHeHnsa IPSec

Y3zen A

Internet Intranet

—

CMmellaHHada cxemMa (BapuaHT 2)



Pexumbl paboTsl IPSec

TpPaHCNOPTHbIN PEXUM

TYHHENbHbIN PeXnm




basbl gaHHbIX IPSec

SPD @ D>

ba3bl gaHHbIX SAD u SPD



basa gpaHHbIX SPD

/
SPD@ D>
SPD <—m
CEreKTo [lonnTtnka
—CefeKTo
- [lonnTtnka
M
|
|



basa gpaHHbIX SPD

/’
SPD[ii]um::j>
SPD <—m
|P-naketr MOXET ObIThb: g' Sl L0 =3
CCJITRIU
e OTOpPOLLEH [Monntunka
* MPONYLLEH C NPUMEHEHUEM N [Monntunka
IPSec el N

* ponyLieH 6e3 NnpMmMeHeHns
IPSec




basa gpaHHbIX SPD

/’

SPD @ D>

SPD

CenekTop

0
e |[P-agpec nonyyvarens i I'Io)1|/|T|/||<a
U

Dénntuka

e [P-agpec oTnpaBuTens

il

e [IpoTtokon (TCP nnn UDP)
 ima FODN mnnn X.500

e [lopT oTNpaBuTend

e [lopT nonyyarens




basa gpaHHbIX SAD

/

SAD @ D>

SAD <—m

[MapameTpbl SAL

[TapameTpbl SA2

TekyLue 6e3onacHble /

accounauymm (SA)




[Tpnmep paboThl IPSec

Internet/
Intranet

SAl
—-

OTnpaBuTesnb NMNonyyartenb



[Tpnmep paboThl IPSec

[Monntnka
[Monntnka

SAD (Mcxopsimas)

OTnpaBuTenb [MapameTpbl SAL

[TapameTpbl SA2

OTnpaBKa nakeTta



[Tpnmep paboThl IPSec

SA1
—-

SAD (Bxoasiiasi)

[MapameTpbl SAL
[TapameTpbl SA2

Z PD (Bxoasimast)

“EIEKTO [MonnTukKa

—CefeKkTo
o [MonnTtuka Monyuarensb
|J

NonyyeHune naketa



[1poTOoKON AH

5 R
- )

Next Header | Payload Len 3ape3epBunpoBaHo

Security Parameters Index (SPI)

Seqguence Number (SN)

Authentication Data (nepemeHHas asiMHa)

0 8 16 31



[1poTOoKON AH

Next Header | Payload Len 3ape3epBunpoBaHo

Security Parameters Index (SPI)

Seqguence Number (SN)

Authentication Data (nepemeHHas asiMHa)

0 8 16 31

NMone Next Header



[1poTOKON AH

OnnHa

Next Header

Payload Len

3apesepBupoBaHo

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data (nepemeHHas AnMHA)

8

16

NMone Payload Len

31




[1poTOKON AH

MeTka 6e30nacHoii accoumaLmm

Next Header

Payload Len

3apesepBnpoBaHoO

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data (nepemeHHas AnMHA)

8
NMNone SPI




[1poTOKON AH

HapaliumBaeTcs 4S5 KaxXaoro

cneayrulero naketa

Next Header

Payload Len

3apesepBnpoBaHoO

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data (nepemMmeHHasa anmMHa)

8 16

NMone SN

31




[1poTOKON AH

Next Header

Payload Len 3apes3epBnpoBaHO

Security Parameters Index (SPI)

Sequence Number (SN)

Authentication Data (nepemeHHan g/nHa)

8\ 16

31

X3LW-PYHKUMA (coaepxrmoe nakera,
CUMMETPUYHbIN CEKPETHDIN K/THOY)

NMone Authentication Data




[1lpoTokon ESP

3alimndgopoBsaHo




[1poTOKON ESP

MeTka 6e30nacHoii accoumaLnm

Security Parametrs Index (SPI)

Sequence Number (SN)

[laHHble (nepemMeHHada aAnnHa)

3anonHutens (0-255 6aunT)

AN/
3anonHuTensd

Next Header

Authentication Data (nepemeHHasn g/iMHa)

8 16 31
NMone SPI




[1poTOKON ESP

HapaliumBaeTcs 4S5 KaxXaoro
creytoLLero naketa

Security Parametrs Index (SPI)

Sequence Number (SN)

[laHHble (nepemMeHHada aAnnHa)

3anonHutens (0-255 6aunT)

AN/
3anonHuTensd

Next Header

Authentication Data (nepemeHHasn g/iMHa)

8 16 31
NMone SN




[1poTOKON ESP

Security Parametrs Index (SPI)

Sequence Number (SN)

[laHHble (NnepemMeHHada aAnnHa)

3anonnurtens (0-255 6ainT)

AN/
3anonHuTend

Next Header

Authentication Data (nepemeHHasn g/iMHa)

0 8 16 31

v [1nsi npaBUNbHOI PabOTbl A/ITOPUTMOB LUNGPOBAHUS

v [1nsi HAMEepPEHHOTO UCKaXKEHVSI pa3Mepa naketa

NMone 3anonHUTens




[1poTOKON ESP

Security Parametrs Index (SPI)

Sequence Number (SN)

[laHHble (NnepemMeHHada aAnnHa)

3anonHutens (0-255 6anT)

AN/
3anonHuTend

Next Header

Authentication Data (nepemeHHasn g/iMHa)

8 16 31

v [1nnHa 3anonHUTeNna B bantax

NMone gnNuHbI 3anonHUTEnNA




[1lpoTokon ESP

Security Parametrs Index (SPI)

Sequence Number (SN)

[aHHble (nepemeHHasa asnHa)

3anonnurtens (0-255 6ainT)

T MHa
3anoaHuTens Next Header

Authentication Data (nepemeHHas A/MHa)

0 8 16 31

None Next Header




[1poTOKON ESP

Security Parametrs Index (SPI)

Seqguence Number (SN)

[laHHble (NnepemMeHHada aAnnHa)

3anonHutens (0-255 6anT)

AN/
3anonHuTensd

Next Header

Authentication Data (nepemeHHas A/MHa)

8 16 31

X3LW-JPYHKUMA (Coaepxnumoe nakera,
CUMMETPUYHbIN CEKPETHLIN K/HOY)

NMone Authentication Data



[1poToKkoN IKE

be3onacHaa accounaums

e e T

Security Association

v 32-pa3psgHbii nHaekc SPI
~/ IP- agpec y3na HasHa4yeHus

v naeHTudomkatop npotokona sawutsl (AH nnn ESP)

be3onacHaa accouuauusa



[1poToKkoN IKE

daza 1

v YcraHosneHue 3alUMLLEHHOr0 CoeaNHEHNS
ana npouenypbl o6meHa (IKE SA)

daza 2

v CornacosaHve Bcex napameTpoB, aCCOLIMNPYEMbIX
C o6LWKnM KaHanom SA

JTanbl PyHKUMOHUpOoBaHNA npoToKkona IKE



[TpoTokon IKE (dhaza 1)

VHnummpytoLwasi CTopoHa OTBeyvaloLlasa CTopoHa

I =) | I
Nonc | Knto q Knto | Nonc
N h 5 | =

OCHOBHOM peXum yctaHoBneHus KaHana IKE SA



[TpoTokon IKE (dhaza 1)

Microsoft Network Monitor - [C:\IKE.cap {(Detail}] 10| x|
J5) File  Edit Display Tools Options Window Help -15] x|

(|| (@2 8| [EEEQl +1+] T @] o 2|

B

Frame I Time

| src mac aadr | pst Mac adar | Protocol | Description

z Z6.317843 NETRONS34D1E O00S0BF7C731C ISAKMP Major Version: 1 Hiz:_l

3 26.317843 O0O0SOBF7C791C NETRONS34D1E ISARKIP Major Version: 1 Mir

4 26.327852 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mir Initiator Cookie
3 26.327858 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir

& 26.347886 NETRONS34D1E O00S0OBF?7C791C ISAKMP Major Version: 1 Mire

<I | _>I_I

SpFRAME: Base frame properties _‘_J

<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

w@IP: ID = 0x7AB9; Proto = UDP; Len: 160

PUDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 140 (0x8C)

132

ST SARMP - 1l Minor Version: 0 Length:

Major Version:

SA

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ Z8
ISAKMP: Responder cookie = 00 00 00 00 00 00 00 0O
ISAKMP: Next payload = Security Association
ISAKMP: Major wersion = 1 {(0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 (0x0)
ISAKMP: Message ID = 0 {(0x0) d
ISAKMP: Length = 132 {(0x84) Ven or ID
@PISAKMP: Payload type = Security Association
@PISAKMP: Payload type = Vendor ID

F#: 2f21 [Off: 42 (x: 4

|Summary of the ISAKMP Packet




[TpoTokon IKE (dhaza 1)

Microsoft Network Monitor - [C:\IKE.cap {(Detail}] 10| x|
J5) File  Edit Display Tools Options Window Help -15] x|

(|| (@2 8| [EEEQl +1+] T @] o 2|

B

Frame I Time

| src mac aadr | pst Mac adar | Protocol | Description

z 26.317843 NETRONS34D1E O0O0SO0OBF?7C7391C ISARKMP Major Version: 1 Hip_J

3 26.317843 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir

4 26.327858 NETRONS34D1E O0QO0SOBF?7C791C ISARKMP Major Version: 1 Mir

s 26.327858 O00S0OBF7C791C NETRONS34D1E ISARKMP Major Version: 1 Mir l) (i I(

& 26.347886 NETRONSZ34D1E O0O0SOBF7C7391C ISARKMP Major Version: 1 Mire Res on er Coo Ie
| | »

SpFRAME: Base frame properties _‘_J

<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

w@IP: ID = 0x7AB9; Proto = UDP; Len: 160

PUDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 140 (0x8C)

132

ST SARMP - 1l Minor Version: 0 Length:

Major Version:

SA

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ Z8
ISAKMP: Responder cookie = 00 00 00 00 00 00 00 0O
ISAKMP: Next payload = Security Association
ISAKMP: Major wersion = 1 {(0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 (0x0)
ISAKMP: Message ID = 0 {(0x0) d
ISAKMP: Length = 132 {(0x84) Ven or ID
@PISAKMP: Payload type = Security Association
@PISAKMP: Payload type = Vendor ID

F#: 2f21 [Off: 42 (x: 4

|Summary of the ISAKMP Packet




[TpoTokon IKE (dpasa 1)

Microsoft Network Monitor - [C:\IKE.cap (Summary)] i =10 x|
J5) File Edit Display Tools Options MWindow Help =12 x|
~ e | 25
=@ » (] 8 [FEEQl ¥+ @ @] o 2|
Frame | Time | sxc mac adar | pst Mac addr | Protocol | Description B
2 26.317843 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mir._J
3 26.317843 O00S0BF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir
4 26327858 MNETRON934D1E O0O0SOBF7C791C ISAKMP Major Version: 1 Mi
5 26.327858 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir
6 26.347886 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mire
«| | ,
9pFRAME: Base frame properties :I

SRETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
@IP: ID = 0x7AD0; Proto = UDP; Len: Z76
@UDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 256 (0x100)
Sl SAEMP: Major Version: 1 Minor Version: 0 Length:
ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ 28
ISAKMP: PResponder cookie = Z6 BO OF D9 DF 18 41 E4
ISAKMP: Next payload = Key Exchange
ISAKMP: Major wersion = 1 (0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 {(0x0)
ISAKMP: Message ID = 0 {(0x0)
ISAKMP: Length = 248 (0xF38)
RISAKMP: Payload type = Key Exchange

@PISAKMP: Payload type Nonce

@PISAKMP: Payload type = Certificate Request

[Off: 42 (x: 4

|Summary of the ISAKMP Packet IF#: 4/21

OTKpPbITbIN KN4

CnyuyanHoe uncno
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[TpoTokon IKE (dpasa 1)

Microsoft Network Monitor - [C:A\IKE.cap (Summary)]
Je) File  Edit Display Tools Options MWindow Help

=10l x|
=8| x|

2| 2z 8 [EEEQl +[1]| ¥ el of 2|

iption | sxc other addr |pst other adar | 714]
Version: Minor Version: 0 Length:... 19Z.168.1%9Z.1 zZ00.0.0.203 I_I
Version: Minor Version: 0 Length:... 200.0.0.203 192.1628.192.1 I
Version: Minor Version: 0 Length:... 19Z2.168.19%9Z.1 Z00.0.0.203 I

Version: Minor WVersion: Length: ... Z00.0.0.203

192.168.192.1

OTKpPbITbIN KN4

1
1
1
1
1

Version Minor Version: 0 Length:... 19Z2.168.1%Z.1 Z00.0.0.203 Iv
< o
pFRAME: Base frame properties _‘_I
<RETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

@IP: ID = 0xDDS89; Proto = UDP; Len: 276

@UDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 256 (0x100)

L S AEMP -

Major Version:

1

;
Minor Version: 0 Length: 248

CnyuyanHoe uncno

3anpoc cepTudukara

ISAKMP: Initiator cookie = 3D 38 43 B2 69 AB CZ 28
ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4
ISAKMP: Next payload = Key Exchange
ISAKMP: Major wersion = 1 (0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
@PISARKMP: Flags summary = 0 {(0x0)
ISAKMP: Message ID = 0 {(0x0)
ISAKMP: Length = 248 (0xF8)
PISAKMP: Pavyload type = Key Exchange
eISAKMP: Pavload type = Nonce
PISAKMP: = Certificate Request

Payload type

ISummary of the ISAKMP Packet F#: 5/21 (Off: 42 (x: /
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[TpoTokon IKE (dpasa 1)

Microsoft Network Monitor - [C:\IKE.cap (Summary)] ‘ 10| x|
5] Eile Edit Display Tools Options MWindow Help -15] x|
=& x| 8| [FEEQl +[+] i@l x| o 2
iption | sxc other aadr | pst other aaar | 714
Version: 1 Minor Version: 0 Length:... 192.168.19Z.1 Z00.0.0.203 I_J
Version: 1 Minor Version: 0 Length:... 200.0.0.203 192.168.192.1 I
Version: 1 Minor Version: 0 Length:... 192.168.192.1 Z00.0.0.203 I
Version: 1 Minor Version: 0 Length:... 200.0.0.203 192.168.192.1 I

il

Version:

Minor Version: Length: . .. 92.168.192.1 Z00.0

SpFRAME: Base frame properties ﬂ
<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

@IP: ID = 0x7B9D; Proto = UDP; Len: 968

@UDP: Src Port: ISAKMP, (500); Dst Port: ISARKMP (500); Length = 948 (0x3B4) I[)
S SAEMP: Major Version: 1 Minor Version: 0 Length: 3240

ISARMP: Initiator cookie = 3D 38 43 B3 €9 AB CZ 28

ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4
ISAKMP: Next payload = Identification

ISAKMP: Major wersion = 1 (0xl)

ISAKMP: Minor wersion = 0 (0x0)

ISAKMP: Exchange type = Identity Protection
@PISAKMP: Flags summary = 1 {(0xl)

ISAKMP: Message ID = 0 (0x0)

ISAKMP: Length = 940 (0x3AC)

ISAKMP: ISAKMP Payloads(encrypted)

\Summary of the ISAKMP Packet [F#: 6/21 (Off: 42 (x¢

4
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Microsoft Network Monitor - [C:A\IKE.cap (Summary)]

J5) File Edit Display Tools Options Window Help

[TpoTokon IKE (dpasa 1)

=10l x|
=181 %]

~ : e -
=|E| ¢ 2E 8l [Ee=Ql 1] rie| sl 5] 2]
on | sxc other agdr |Dst other adar | Type 4|
sion: 1 Minor Version: 0 Length:... 19Z.168.19%9Z.1 Z00.0.0.203 Ip ‘-J
sion: 1 Minor Version: 0 Length:... Z00.0.0.203 192.168.192.1 Ir
sion: 1 Minor Version: 0 Length:... 192_.168.19%9Z2.1 Z00.0.0.203 IpP

1l Minor Version: Length: ... Z00.0.0.203 .168.192.1

sion: 1 Minor Version: 0 Length:... 19Z2.168.19%9Z.1 Z00.0.0.203 IP v
Kl | >
SpFRAME: Base frame properties _:J
<RETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
@IP: ID = 0OxDES9; Proto = UDP; Len: 968
@UDP: Src Port: ISAKMP, (500); Dst Port: ISARKMP (500); Length = 948 (0x3B4) I[)

oL S AR -

Major

Ve

rsion:

1l Minor Version: 0 Length: 240

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ 28

ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4

ISAKMP: Next payload = Identification

ISAKMP: Major wersion = 1 {(0xl)

ISAKMP: Minor wersion = 0 (0x0)

ISAKMP: Exchange type = Identity Protection
@PISAKMP: Flags summary = 1 {(0xl)

ISAKMP: Message ID = 0 (0x0)

ISAKMP: Length = 940 (0x3AC)

ISAKMP: ISAKMP Payloads(encrypted)

- |

|Off: 42 (x¢ 4

|Summary of the ISAKMP Packet [F#: 7721
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