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7 1. A36yKka 6e30nacHoCcTH




— O9TO CaMOPa3MHOKaroIIasjACA IporpaMma. OHa

pacnpocTpansiercs ¢ (paiina Ha (aill ¥ ¢ KOMITbIOTEPA Ha KOMIILIOTED.
KpoMme Toro, BUpyc MOKET ObITh 3alpOrpaMMHUPOBAaH HA YHUUTOXXCHUE WU
MOBPEK/ICHHUE TaHHBIX.

CUMTAIOTCS MOAKIACCOM BUPYCOB, HO 00JIaJIal0T XapaKTePHBIMU
0CO0eHHOCTIMU. YepBb pa3MHOXKAETCsI (BOCIIPOU3BOAUT Ce0s1), HE 3apaxas

apyrue Qaiinpl. OH BHEAPSIETCSA OAUH pa3 Ha KOHKPETHBINM KOMIIBIOTED U
UIIET CIIOCOOBI PaCpPOCTPAHUTHCS Jajiee Ha APYTUE KOMIIbIOTEPHI.

Bupyc 3apaxaer TemM 0oJbliiee KOJU4eCTBO (haiJIOB, YEM JIOJIbIIE OH
HaXOJUTCS HAa KOMITbIOTEpE HEOOHApYKEHHBIM. UepBb CO37a€T
€IMHCTBEHHYIO KOMUIO CBOETO KojJia. B oTiimuue oT BUpyca, Ko 4epBs
caMOCTOsATeeH. JIpyruMu c10BaMu, YepBb — 3TO OTACIbHBIN (haiii, B TO
BpeMsl KaK BHPYC — 3TO KOJI, KOTOPBIH BHEAPSIETCS B CYIICCTBYIOIIHE
(baitbl.




B aHTM4YHOM MuUdonoruu — 3TO AepeBAHHAs KOHCTPYKUKUS
COOTBETCTBYOLWEN (POPMbl, BHYTPU KOTOPOU rPekn rNpPoHUKIN B Tpok 1 TakmMm obpasom
CMOIIN NOKOPUTb U paspywmnTb ropoa. Mo Knaccmyeckomy onpeneneHuto, TposiHel, —
3TO NporpamMMa, KoTopasi BHELWHe BbIrNSAUT KaK erasbHbli MPOrpaMMHbIN NPoAYKT, HO
Npu 3anycke coBepluaeT BpeAOHOCHblE AeNCTBUA. TPOSHCKME NporpaMMbl HE MOryT
pacnpoCcTpaHATbCA caMu no cebe, U 3TUM OHWU OT/IMYAKOTCSH OT BUPYCOB N YepBEN.

O6bIYHO TPOSIHUbI CKPbITHO YCTAaHaB/IMBAKTCA HAa KOMMbIOTEP N BbIMNOJHAOT
BpeAOHOCHble AencTBua 6e3 BegoMa nosb3oBaTtesid. TposHbl pa3HbiX BUAOB
COCTaBnSAT 60/bLUY YAaCTb COBPEMEHHbIX BPeAOHOCHbIX NPOrpamMM; BCE OHW MULLYTCSH
creuvanbHo An4 BbIMOJHEHUS KOHKPETHOM 310BpeaHon yHKUMK. Haule Bcero
BCcTpeyatoTcs backdoor-TposiHubl (YTUNNTBI YAQNEHHOIO aAMUHUCTPUPOBAHUS, YacTo
BKKOYAKOT B ceba KnaBmaTypHbIe LUMUOHbI), TPOSHUbI-LUMUOHbI, TPOSIHLUbI AS19 KPaXu
naposien U TPOSIHLUbI-MPOKCK, NpeBpallatolime Baw KOMMNbOTEP B MalWMHY AN

pacCCblJZIKU CraMa.

(ceTteBas aTtaka, Denial of Service — oTkas B 06cny>XxmBaHum
nosib3oBaTenen) Npom3BOANTCH C LeNblo CPpbiBa UM 3aTPyAHEHUS HOPMasibHOW paboThl
Beb-canTa, cepsepa WM ApYyroro CETeBOro pecypca. Xakepbl OCYLLEeCTBASAIOT Takme
aTakM pasHbIMKU cnocobamMun. OgMH U3 HUX — 3TO OTNpPaBKa Ha CepBep MHOMOYUCEHHbIX
3anpocoB, KOTopast MOXET NPUBECTU K 3aTPYAHEHUIO UK CPpbIBY paboTbl, ecnu
pecypcoB cepBepa OKaXeTcs HeaAoCTaTouHO Ans nx o6paboTku.

DDoS-ataka (Distributed Denial of Service — pacnpeaeneHHas ceteBas ataka)
oTnmyaetcsa oT DoS-aTtakm TeM, 4YTO 3aNpoChbl HA aTaKyeMbl pecypcC NPOn3BOAATCS C
6onbloro Konnyectesa MawmnH. OgHa 3apa)keHHas MalMHa YacTo UCMOob3yeTcs
XaKepaMn Kak «Beayuwas», U yrnpasnseT aTtakon, Nnpou3BoAMMON C APYrux, Tak
Ha3blBaeMbIX 30MOM-MaALLNH.




— 3TO 0C0b6bIN BN KnbepmolleHHn4YecTBa, HanpaB/eHHbIN Ha
TO, YTOObI OOMaHHbLIM NYTEM 3aCTaBUTb BAC PACKpPbITb NMepcoHasibHbIe
AaHHble, KaK npaBuio (OUHAHCOBOro Xxapakrtepa. MOWeHHNKN co34atoT
noanenbHbI Be6-CanT, KOTOPbIN BbIrMSaUT Kak canT 6aHka (Mnu Kak nobon
APYron canT, yepe3 KOTOopbI Npon3BoasTcs (PUHAHCOBLIE onepaunu,
HanpuMmep eBay). 3aTeM NpecTyNHUKU MbITAOTCSA 3aBfiedb BAC Ha 3TOT CauT,
4TO6bl Bbl BBE/IM HA HEM KOHMMAEHUMANbHbIE AaHHbIE, TaKNne Kak JI0MuH,
naposib nnu PIN-koa. Yacto Angd 3Toro MOLWEHHUKU C NOMOLLbIKO Ccrama
PacrnpoCTPaHST CCbIJIKY Ha 3TOT CauT .

(rootkit) — aTo Habop nporpamMMm, UCMO/b3YEMbIA XakepaMn Ans
COKPbITUA CBOEro NpUCcyTCTBMA B CUCTEME MPpU NonbITKax
HeaBTOPM30BAHHOIMO AOCTYyMNa K KOMMNbOTEPY. TepMUH npuwien u3 Unix-
cucteMm n ob6o3HavaeT MeTodbl, KOTOpPble aBTOPbl TPOSIHCKMX NPOrpaMM,
paboTtatowmx nog Windows, ncnonb3yoT 4N MAaCKUPOBKU BpeaOHOCHOM
aKTUBHOCTU CBOMX 3/10BPEeAOB. YCTAHOBJIEHHbIE B CUCTEME PYTKUTbI HE
TOJIbKO HE BUAHbI NMosb30BaTeNsAM, HO N usberatoT obHapyXXeHus
aHTMBUPYCHbIM [10. 3a cyeT Toro, YTo MHOrMe nosib3oBaTeNIn BXOAST B
CUCTEMY KaK aAMUHUCTpATOpPbl, HE CO34aBast OTAENbHOM YYETHOM 3anuncu c
OrpaHWYeHHbIMW NpaBaMn Ansa exeaHeBHoW paboTbl, Ans
3/10YMbILUIEHHNKOB 3a4a4ya BHeApPEeHNA PYTKUTOB ynpoLllaeTcs.




MoHATHe “BpenoHocHble nporpamMmbl” (malware) obbegmnHaeT BCe NporpaMmel,
co3paBaeMble N UCNONIb3yeMble AN151 OCYLWECTBAEHNS HECAHKLMOHUPOBAHHbIX U
3a4acTylo BpeaoHOCHbIX aAenctemin. Bupycol, backdoor-nporpammel (co3aaBaemble
AN HE3aKOHHOro yaasnieHHOro agMMHUCTPUPOBAHMSA), KNaBuUaTypHbIe WMNMOHbI,
NporpamMMbl ANs KpaxKun naponaen n gpyrne Tunbl TPOSIHUEB, MaKpoOBUPYCbl A4S
Word n Excel, BupycCbl cekTopa 3arpy3ku, cKkpunTtoBblie Bupycbl (BAT-BUpYyChl,
windows shell-Bupychbl, java-Bupycbl 1 T.4.) U CKPUNTOBbIE TPOSIHLbI,
MoLleHHn4Yeckoe MO, WNMUOHCKUE U peK/laMHble MPorpaMMmbl — 3TO AAEKO
HEeMOJIHbIM CAMCOK TOro, YTO KNacCMPnUMPYETCS KakK BPeAOHOCHbIE NPOrpamMMbl.

Koraa-To ons onucaHnsa Bcex BpeAOHOCHbIX NporpamMM xBaTasno NoHATUKW “Bupyc”
n “tposaHel”. O4HAKO TEXHOSIOMMU N METOAbI 3apaXKeHUs KOMMbIOTEPOB C TEX NOP
YyLWAN BRepen, N 3TUX ABYX NOHATUIM CTano HeAOCTAaTOYHO AJ19 ONMCAaHUS BCEro

CYLLECTBYHOLLEr0o MHOroo6pa3nst BpeAOHOCHbIX Mporpamm.

Kak cnenyeTt U3 HasBaHMs, 3TU NporpaMmmbl npeaHasHadeHbl ang cbopa AaHHbIX U
OTNpaBKM UX TpeTben CTOpPOHe be3 Bawero Beaoma n cornacus. Takme nporpamMmmsl
MOIFyT OTC/AEXMBaTb HaXXaTUs Knasnw (KnaBmaTypHble WNNOHbI), cobupaTb
KOH(unaeHUManbHy nHdpopmauuio (naponm, Homepa KpeamTHbix KapT, PIN-koabl
N T.4.), OTCNIeXUBaTb agpeca 3/1eKTPOHHOW NOYTbl B MOYTOBOM SILLUKE UIU
ocobeHHOCTU Bawen paboTel B MHTepHeTe. Kpome Toro, WNMOHCKME NporpaMmbl
HEeN36eXHO CHMXAKT NMPOM3BOANTENIBHOCTb KOMMbIOTEPA.




BoTHeTbl (MM Tak Ha3biBaeMble 30MbU-CETU) CO3AAOTCHA TPOSHLUAMW UAK APYTUMU
cneumanbHbIMM BPEAOHOCHBbIMM NMPOrpamMMaMm N LEHTPAsIM30BaHHO yNpaBnsoTCS
X038MHOM, KOTOpPbIM Mony4YyaeT AOCTYN K pecypcaM BCEX 3apaXXEeHHbIX
KOMMbIOTEPOB N UCMNOJIb3YET UX B CBOMX MHTEpPECaXx.

MoHATKe “adware” Bkato4vaeT B cebs nporpaMmbl, 3anyckatoLwme peknamy (4acto B
BUAE BCMN/bIBAOWMX OKOH) UK NepeHanpaBnsowme NoMckoBble 3anpochkl Ha
peknaMHble Beb-canTbl. PeknamHoe MO yacTto bbiBaeT BCTPOeHO B 6ecnnaTHble
NN ycnoBHo-6ecnnaTHblie NporpamMMbl U YCTaHAB/IMBAETCH HA KOMMbIOTEP
nosb30BaTesNis OAHOBPEMEHHO C OCHOBHbLIM NpuUoXeHneMm 6e3 BegoMa U cornacus
nosib3oBaTesisa. B HeKOTOpbIX cnydasax peksaMmHoe MO MoXeT TalHO 3arpy3nTb U
YCTAaHOBUTb Ha Ball KOMMbKTEP TPOSAHCKas nporpamMmma.

YcTapeBlwune, He obHOBNEHHbIE BOBpeMS Bepcun Beb-6pay3epoB MOryT 6bITb
YA3BUMbIMU O/151 XaKEPCKNX MHCTPYMEHTOB, CKauYMBaoLWMX peK/iaMHble NMporpaMmmsl
Ha BawWw KoMnbloTep. CyLECTBYIOT TaKXe «NporpaMmbl-yroHwmku 6paysepos»,

CNOCObHble MEHATb HAaCTPOMKN UHTEpHET-0603peBaTenen, nepeagpecoBbiBaTb
HernpaBwuabHO HabpaHHble nn HenosnHble URL-aapeca Ha KOHKpeTHble Be6-canThl
NN MEHATb 3a4aHHYI0 BaMM AOMALUHIOW CTpaHuuy. OHM TakxXe MoryT
negeHavnpaBnﬂTb MOMCKOBbIE 3aNpoChkl HAa NAaTHble (YacTo NopHorpaduyeckme)
Beb6-canThl.

PekfiaMHble NporpaMMbl, Kak npaBuiio, HUKaAK He NposBNAOT cebs B cucteMe: mx
He BUAHO B CNMUCKe NporpamMMm Ha Bknaake lyck -> lNporpamMmMmbl, HET
COOTBETCTBYHOLWMX MKOHOK B 061aCTn yBeAOM/IEHUN CUCTEMbI U B CMIUCKE 3a4au.
ONns HUX peako NpeaycMoTpeHa npoueaypa aemHctannsauuu (yaaneHus); nonbiTka
yAaNUTb UX BPYYHYIO MOXET NpUBECTM K HENosaakaM B paboTe nporpamMmmsi-
HocuTensa (B cocTaBe KOTOpPOM bblla yCTaHOBNIEHA peK/SlaMHas nporpaMmma).




KnaBmaTypHbIM WNWOH — 3TO NMporpaMmMa, oTc/nexusatrolwas HaxaTud
KHOMOK Ha knasuaTtype. Npu noMowm Hee 3/10yMbILUIEHHUK MOXET
NOAYYNTb AOCTYN K KOHPUAEHUMANbHbLIM AaHHbIM (JTOrMHbI, NApPOJIU,
HOMepa KpeaunTHblX KapT, PIN-kogbl 1 T.n.) KnaBuaTypHble WNMUOHBI
4acTo BXOAAT B cocTaB backdoor-tposHues.

Mpwu drive-by 3arpyske, KOMNblOTEP 3apakaeTcsd Npu noceweHnm
Beb-canta, coaepxallero BpeoHOCHbIN Koa. KnbepMolleHHNKH

nwyT B MHTepHeTe Beb-cepBepbl, YA3BUMbIe A/1 B3/IOMa, YTOObI
BNUcCaTb BPEeAOHOCHbIN KoA Ha Beb-CcTpaHuubl (YacTo B BUAE
BpeAOHOCHOro ckpunTta). Ecnm B onepauMoOHHOUN CUCTEME UJIN Ha
NPUIOXEHUAX HE YCTaHOBJIEHbl 06HOBEHNSA 6e30MacHOCTH, TO Npwu
NoCeLleHNN 3apa)eHHoro Beb-canta BpeaoHOCHbIN Ko
3arpy>aeTcsa Ha Ball KOMMbOTEP aBTOMATUYECKM.




