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Ilens u 3amauu

Ilenp auniaomMHON pabOTH: peanu3oBarh JAByX(dakTopHyro SMS-

ayTeHTU(PUKAIUIO C 3alIUTON OT aBTOMATH3HWPOBAHHOIO aHAJIN3a COAEPKUMOTO

OCHOBHBIMH 3a7ja4aMU JTUTIJIOMHOM paOOThI SBIISIOTCS:

1. MByuuTh U mpoOaHAIU3UPOBATH CYIIECTBYIOIIUE METO/IbI MHOTO(PAKTOPHOM
ayTeHTU (UK.

2.  YcranoButh web-caiiT Ha 6a3e CMS Wordpress.

3. PeanuzoBarb MonOydb ayTeHTU(UKAIIMU C HCHOIb30BaHHEM SMS-
COOOIIEHUM 1 3alUTON OT aBTOMAaTU3UPOBAHHOTO aHaIn3a COOOICHUN Ha

MOOHMJIBHBIX YCTPOMCTBAX MOJIb30BATEIICH.



dakTopbl ayTeHTU(DUKALINN

* CnocoObl ayTeHTU(HUKAIMKM I10Jb30BaTEICH Pa3InyaOTC IPEKIC
BCEro ayTEHTU(DUKAIIMOHHBIMUA (PAKTOPAMHU.

* AyTCHTU(PUKALIMOHHBIA  (AaKTOp —  ONPEACJICHHBIM  BHUJ
MHpOpMaILMK, IPEIOCTABISEMbI CyOBEKTOM CHCTEME IIpPU €ro
ayTCHTU(PUKALIVY.

1. Ilapomns. (3HaHME UH(OOPMALINH);

2. buomerpus. (busnyeckass 0COOEHHOCTB);

3. YCTpOHMCTBO ayTeHTU(UKAIUU. (IIPEIAMET);



MHuorodakTopHas ayTeHTHU(PUKALIMS

* MHorodakrtopHas ayTeHTU(UKALUSI — ayTCHTU(UKALUS, B
IPOLIECCE KOTOPOH MCIIOJIBb3YIOTCS ayTCHTU(PHUKAILTMOHHBIE (PAKTOPHI
HECKOJIBKHUX THUIIOB.

* Hanpumep, nonp30Barenp TOMKEH MPEAOCTAaBUTh CMAPT-KAPTY H
JOTIOJTHUTEIIBHO BBECTH IAPOJIb.

» JIByxdakropHas ayteHTuduKkanus (JIPA) ,Tak e U3BECTHA KaK
JABYyXATaIlHas BEpUPUKALIMSA, SBISIETCS TUIIOM MHOTO()aKTOPHOM
ayTCHTU(PUKALIVY.



I IpenmylecTsa 1 HEJOCTATKU

IIpeumymmecrsa:

1.

He Hy>XHBI OMOJHUTEIbHBIE TOKEHBI, MOTOMY YTO MOOMJILHUK
BCETJIA I10]1 PYKOW.

2. Kop-nmoarBep:kaeHUS MOCTOSIHHO MEHSIETCS, a TO Oe30I1acHee, YeM
(DMKCUPOBAHHBIN JIOTUH-IAPOJIb.

Henocrarku:

1. MoOunbpHbIN Teae(hOH JOIKESH HAXOAUTCS B CETH, KOraa
IPOMCXOAUT ayTeHTU(DUKAIIMS, HHAYE COOOIIEHUE C apojIeM
IIPOCTO HE JIOMET.

2. BbI geaurtech ¢ KEM-TO BalllMM MOOHUJIBHBIM TeIe(OHOM, YTO

BJIMSIET HA Ballly JUYHYIO )KU3Hb M OBITh MOXET B OyIyIlIeM Ha
HEero OyIeT IPUXOINUTh CITaM.



HOJ’II/I YA3BUMBIX CalTOB B 3aBUCUMOCTH OT CTCIICHU pHUCKa
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b0k cxema nepexsara COOOIICHUS




biiok cxema pabOThl MOIYJIsS

NorvH
npucyTcTeyeT?

MeHepauuAa u oTnpaska
Beisog 00 ownbke. naponen. BelE0A 3a4aHNA
napons nuBo nNorMH Ha 3KpaH. 3anoMuHaHue
HEeBepeH. EpEMEeHM reHepaunm
naponen.

powno Sonee 5
MWHYT C reHepaummn
naponen?

Brisoa 00 owmndke.
Bpems agenctens
naponei UcTekno.

Howmep koga
BLIBEAEHHLIN Ha
KpaHe COBNagaeT G
BBEEeHHbLIM?

Brisog 00 owmndke.
Koa seegeH He
E2PHO

AETOpM3aUMA Ha
cepeupe




BeIBOABI MOIYIISL 00 OLIMOKAX.

OLUMBKA: BEefEHHLIN BaMu Napons

nons3csatens admin HesepeH. 3abbinu
VM8 nonb3oBaTtens uau e-mail napone?

admin

imsa nonb3oeartens unu e-mail
MNaponb

admin

Naponb

3anoMHUTE MEeHS Boiith ssscssssse
35!7':".’.-“41"& MEHA BOﬁTV‘

AsyxdakTopHaa ayTeHTUdUKaLms

Ha Baw HoMep Bbino OoTnpaeneHo cMC C

UncnamMm, An\a asTopusaun eeegnte 4cno Na2
XXX-XXX-6080 ERROR HegepHbIi kog ayTeHTudmKauum.
MmMs nonb3osatensa uam e-mail
Yucno Ne2 13 CMC admin

Maponb

BXOI], 3anoMHUTL MEH:A Boiitn



DKpaH MOOMJILHOI'O YCTPOMCTBA
10Jb30BaTEIA
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CpaBHEHHE C aHAJIOraMHu
Theme My Login / OpopMUT CTPaHWLbI BXOAA, PETUCTPALMKM 1 BOC(

AKTUBMPpOBaTL VIsmMeHUTe YaanuTtbe BepcuA 6.4.5 ABTop:_le‘f Farth ng | [eTanw

Two-Factor Authentication - Clockwork SMS  Proper security for your Wordpress site. Text me

AKTUBMPOBaTb WM3MeHUTb | YaanuTb Bepcua 1.0.2 | AsTop: Clockwork | Jetann

MnarvH OnucaHwne

= o

@ SECURE LOG IN

Two-Factor Authentication - Clockwork SMS

OnucaHne YcraHoBka CKpwHWOTL  M3meHeHna FAQ  OT3biBbl



Knokesepcknm moaynb

PepakTtuposaHue clockwork-two-factor-authentication/clockwork-two-factor.php (HeakTveeH)

<?php

/*

Plugin Name: Two-Factor Authentication - Clockwork SMS

Plugin URI: http://wordpress.org/extend/plugins/clockwork-two-factor/

BuibepuTe nnarvH ans usmeHenna: Two-Factor Authentication - Clockwork SMS ¥ | Bsifpats

Description: Proper security for your Wordpress site. Text message-based two factor authentication for logins.

Version: 1.0.2

Author: Clockwork

Author URI: http://www.clockworksms.com/
iv/

/* Copyright 2013, Mediaburst Limited.

Permission to use, copy, medify, and/or distribute this software for any purpose
with or without fee is hereby granted, provided that the above copyright notice
and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT,
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS

ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

v/

// Version of the Clockwork plugin in use

JAoKyMeHTauua: HassaHue OyHKUMW... ¥ Mowck

daiinbl N1arMHoB

clockwork-two-factor-
authentication/clockwork-
two-factor.php

clockwork-two-factor-
authentication/css/clockwor

k.css

clockwork-two-factor-
authentication/js/clockwork_
options.js

clockwork-two-factor-
authentication/lib/class-
clockwork-plugin.php

clockwork-two-factor-
authentication/templates/us
er-options.php

clockwork-two-factor-
authentication/templates/re
quired-number-form.php

clockwork-two-factor-
authentication/templates/co
de-form.php

clockwork-two-factor-
authentication/templates/clo

nessage.php
|9 = o-factor-
T n/templates/clo
ns.php
2 & K o-factor-
ko B n/templates/tw
3 ns.php
Hactpouts... o-factor-

n/readme.txt
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I3meHeHVe nNnarnHoB

PepakTupoBaHue wp-two-step-auth/index.php (akTueeH)
<?php
/=
* Plugin Name: [TSA] Two Step Authentication
* Description: [syxdpakTopHas ayTeHTudMKaUuR nonb3osBaTencH
* Author: Andrey Kozlov
* Version: 1.0.0
=
require_once 'helpers.php’;
class TSAuth {
private static $_ instance = null;

public $api_key = null;

public static function instance()

{
if( ! is_a( self::$_ instance, 'TSAuth' ) ) {
self::$_ instance = new TSAuth;
self::$_ instance->setup();
}
return self::$_ instance;
}
AoKyMeHTauMsa: HaspaHue OYHKLWN... v | Mownck

BHuMaHwue: He pekoMeHAYyeTC BHOCUTL U2MEHEeHWNA B aKTUBHbIE NAarnHbI. Ecnw Balm n3MeHeHunsa npueeayT K daTtansHoON owmbke, NnarvH 6yﬂET JABTOMaTUYECKN AeaKTUBNPOBAH.

Haw moaynb

BoibepuTe naarvH 4ns usmeHenua:  [TSA] Two Step Authenticatid

4

N

-

v | Buibpatb

dalinbl NnarvHoB
wp-two-step-
auth/index.php
wp-two-step-
auth/helpers.php
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3aKJII0OUYECHHUE

B xoge manHOM paOOTHI OBLIH:

1.

M3y4eHbl ¥ IPOAHAIM3UPOBAHBI CYIIECTBYIOIIUE METOIbI
MHOTO(AKTOPHOM  ayTEHTU(PHUKALIWY;

YcraHnoBneH web-cait Ha 6aze CMS Wordpress 1o aapecy
kpfu-students-help.ru;

[IpoBeaeH aHanu3 yrpo3 sl CUCTEM ayTeHTU(UKALTUA Web-
CalTOB C UCIIONb30BaHNEM SMS-coo011eHmil;

Peann3oBaH MO1y/Ib ayTEHTU(UKAIIUK C UCIOJIB30BaHUEM SMS-
COOOIIICHUM U 3alIMTOM OT aBTOMAaTU3UPOBAHHOIO aHAJIM3a
COOOIIIEHNM Ha MOOUJIBHBIX YCTPOMCTBAX I10Jb30BaTEIICH;



Croacu0o0 3a Buumanue
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