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" AHaIN3 3allULLIEHHOCTY
Qw‘a YPOBHE OnepaLyvoHHON CUcTeMbI




. 4 AHa/IN3 3alMLLEHHOCTH
"\ Ha ypoBHe onepauvioHHON CUCTEMD!
-

MoaennpoBaHue OeNCTBUN BHYTPEHHUX XaKkepoB

[TpAMON OOCTYN K onepawmnoHHOW cucteme

OGHapy)XeHne HapyLIEeHUN NMOSINTUKKA 6e30NaCHOCTH

AHaNn3 BCeX HACTPOEK onepavoOHHON CUCTEMBI

OO6HapyXXeHune «criefoB» Xxakepos

B3rnag Ha 6e30nacHOCTb KOMMNbOTEPA «KU3HYTPU»



il Cuctema System Scanner

T

v 2

st
AHa/I1U3 3alUULLEHHOCTU padboumnx CTaHUUn W
cepBepoB nog ynpasneHnem OC Windows NT,

Windows 2000, UNIX (Solaris, SunOS, HP UX, AlX,
Linux, IRIX n 1.4.)

— System Scanner Manager
— System Scanner Agent



BA3b MeXAy KOHCOJIbIO U
dléHTaMWu

4.x Agents
E ,



BO3MOXHOCTWU
S System Scanner
w'Bonee 550 nposepok ana Windows u 6onee 425
NPOBEpPOoK Ana Unix

e LleHTpasimsoBaHHOE ynpaB/ieHune

e CO3haHmne cBoMX NPOBEPOK

e 3a1aHNe cTeneHu ryonHbl CKaHNpPoBaHUSA

e« OGHOBNEHNE KOMIOHEHTOB

e KOHTPO/Ib LIENTOCTHOCTU doan/ioB 1 peecTpa
e 3anyCckK NpoBepoK No pacnucaHuio

e YTeHue n aHanus noros Windows NT 1 Unix



[Toanepxmnsaemble OC

System Scanner 4.0 Console

m\’lndows NT SP4, SP5
stem Scanner Agents Version 4.0
‘Windows NT (Intel) NT 4.0 SP4, SP5
SUN Solaris 2 2.6,2.7
Windows 2000 Release 1
System Scanner 3 Agent 3.x Agents
Digital UNIX (Tru64 UNIX) V3.2C, V4.0D
HPUX 9.05 9.x, 10.10, 10.20
IBM AIX 3 3.2.5, 4.1, 4.2
NCR (SVR4 on Intel) SVR 4.0
Sequent PTX/4 2.X, 4.0, 4.2, 4.2X (Large files)
Windows NT (Intel) 3.51
SCO Openserver 5.0
SCO Unixware 2.0, 2.1
SIEMENS SINIX 5.43
SIEMENS (PYRAMID) DC/0Sx
Sun Solaris 1 1.x
Sun Solaris 2 2.51, 2.6
ICL DRS/NX 6 (or /INX 7) NX 6, NX7, 7M+
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. [TopaepxmBaembie OC

S System Scanner Agents Version 4.0
SUN Solaris 2 2.6
HP/UX 11.0
IBM AIX 4.3
Linux Red Hat Version 6.1
Compaq Trué64 Unix (Digital UNIX) 4.0.D, 5.0
SCO UnixWare on Intel 7.0
SCO OpenServer 5.x
Sequent Ptx/4 4.2x, inc (large files)
Siemens SINIX 5.44
SUN Solaris 8 8 (Q4 ‘2000)
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Karteropmm npoBepok

Nu.. KOHTponb LenocTtHocTn pannos
» — MD5, pa3smep, HacrnegoBaHue, npmBmunerum
e« CucremHasn KoHpurypauums
— Trusts, crontabs, daemons
e KomnpomeTtauuna cuctemsli
— HensBecTHble pannbl, peXXnm promiscuous
* YYyeTHble 3anuUcu
— Root equivalent, dormant
 [IpoBepka naponeu
— CnoBapb, Nepebop 1 nepecrtaHoBKa, OTCYTCTBUE
 [lpaBa goctyna n HacnepgoBaHue daunos
— SUID/SGID, r-w-x, owner, group
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BapnaHThbl pearnpoBaHus

&
:‘ L1 [leyamb om4yemos
: Crystal reports, HTML, Text

[] YeeOomrieHue Ha KOHCO/Ib

@2
[] SNMP Alerts, Email,
Lpyaue npozpammsbi %

[ ] CoxpaHeHue 8 ODBC-6a3e 0aHHbIX
OaHHble Mo2ym bbimb 3KCropmupoeaHs!
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N{, Cxema NLEH3NPOBaHUS
-

Evaluation key — k1104 ANnA oUeHKK NpoaykTa
(cpoK pencteua - 15 nHen)

Engagement key — BpeMeHHbIN K1ty
(cpok nencteua — 30 oHeN)

Permanent key — NOCTOAHHbIN K/1HOY
(CPOK OENCTBUSA - HE IMMUTUPOBAH)
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3 MexaHn3Mbl OOHOB/IEHUS

NDCHOBHaﬂ Bepcus — pas B rog
had [lpumep: System Scanner 3.2 —> 4.0

e [lONO/THNTE/IbHLIE BEPCUN — pa3 B KBapTaJl
[Mpnmep: System Scanner 4.0 -> 4.1

e O6HOBNeHNA XPress Update — no mepe
NOSsIB/IEHNS HOBbIX YSA3BMMOCTEMN
[Mpumep: XPU 4, XPU 5

* [Tonb3oBaTesnibckme npoBepkn FlexCheck
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- cUrHaTyp arak
— OTYETOB _
- wabnoHos (Policy) S
- ¢bansrioB NOACKa3Ku

— JOMNONMHUTENbHbIX
YTURNT

- UHTepdenca
- NT.A.

Press Nest to search for and install any new X-Press Updates.

Cancel | Help |

JlokanibHO (C amncka) n ynaneHHo (4yepes Inte,rn'e’t)
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- ApxuTekTypa System Scanner

si‘*.

KoHconb OT1yeTbl

Windows NT ¥ ODBC-pe3ynbraThl

NT WS I NT Serverl UNIX | ||
LLIaGnoHbI |
= e e < Y NPOBEPKU == -

=

e3ynbraThbl Ba3sa 3HaHuK



ApXnTekTypa System Scanner v4.2

SAFEsuite Pe3sepBHasn
Decisions KOHCOIb

OnoBelleHue P 4

- SNMP >

- Peructpaums B xypHane 0 4 Console

- Email 4 Group Manager

- 3anyck nporpamMmbl N N”STA Bpoysepbl

R

Mpynna areHToB 1 Mpynna areHToB 2 Mpynna areHToB 3



