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¥Yrpo3bl HHPOPMAIIMOHHOU
0€30IaCHOCTH U KAHAJIbI
yTe4KHd HH(poOpMAIIUH

Jlekuma 3



Yrpo3za Ub

e
CobbiTe unNu [OEencTBue, KOTOpoe MOXKET

Bbl3BaTb M3MeHeHne yHKunoHuposaHua KC,
CBA3aHHOEe C HapyweHuem 3aluLLEeHHOCTH
obpabaTbiBaemMomn B HEU MHAOpMaALNW.



YA3BMMOCTbL MH OpMaLMU - BO3MOXHOCTb
BO3HWKHOBEHUS Ha KakoM-rinbdo aTtane
XN3HeHHOro uukna KC Takoro cocTosiHuA, npu
KOTOPOM CO34aloTCA YCrnoBUA ONA peanusauuu
yrpo3 6esonacHoOCT MHPopMaLInN.

ATaka — encTBua HapywmuTtens, ansg noucka
N NCMOSb30BaHNA YA3BMMOCTMN CUCTEMDI



Kiaaccupukanusa yrpos

1. I1o mpupoie BOSHUKHOBEHMUSI
T ——

0ecTecTBeHHble — BO3HUKIIN B pe3ynbraTe
OOBbEKTUBHBIX U3NYECKMX MPOLIECCOB UM
CTUXUNHbIX NMPUPOAHbIX ABNEHUN (He 3aBUCAT OT

Yyenoseka)
prwep: noostcapbol, HCl@O@HeHu}Z, UYHAMU, 3EMIIEMPACEHUA U
m.o.

—— JUCKYCCTBEHHbIe — BbI3BaHbl [OEWUCTBUEM

YeJ10BEKa.



2. 11o crenieHu npeTHAMEPEHHOCTH

S
O cny4dyauHble — XanaTHOCTb Nnu
HenpeaHaMepeHHOCTb nepcoHana.
(BBOA OLUMOOYHbLIX OAaHHbIX)
O npegHamMepeHHble — NeAaTenbHOCTb
3MNOoyMbILLNEHHNKA (MPOHMKHOBEHME
3MNOYyMbILLSIEHHMKA Ha OXPaHSEMYIO

TEPPUTOPULO)



3. B 3aBUCHUMOCTH OT UICTOUYHHUKOB yIPO3

0 lNpupoaHasa cpepa — NpMpoaHble sSBeHns

0 YenoBek - areHThbl

O CaHKUMOHUPOBAHHbLIE nporpaMmMHoO-
annapaTtHble cpegcrBa — HEKOMIMETEHTHOE
MCnosfib30BaHNE NPOrpaMmMHbIX YTUNUT

O HecaHKUMOHUpPOBAaHHbLIE nporpaMmmMHO-

annapaTtHble cpeacTBa — KiaBUaTYPHbIN
LLINNOH



4. I'lo mOJIOKEHNTIO HCTOYHUKA
————

0 BHEe KOHTPONIMPYeMOUn 30HbI
npumepvl: nepexeam noOOYHbIX Mdae. U3TY4eHUl
(IIOMHUH), oanHnbix no Kananam cesa3u, uHgopmayuu ¢
NOMOWBLIO MUKPOGOHA, CKpbima ¢homo u 8Uu0eocvemra)

O B npeaenax KOHTPONUPYEMOW 30HbI
noociyuusarouwue yCmpoucmea, XuleHue Hocumelell ¢
KOHUOeHyuaibHou ungopmayuer



5. CtenneHH BO3IECUCTBUA

—
O naccuBHble — HET U3MEHEHUN B COCTaBeE U

cTpykType KC

prwep HECAHKYUOHUDOBAHHOE KonupoedaHue

Qaiinos ¢ OanHvimu

O akTuBHbIe — HapyLwaT cTpykTypy AC



6. I1Io cnoco0Oy gocryna k pecypcam KC

S
O Ucnonb3yrT cTaHA4APTHbLIU AOCTYN

prwep noJjiy4eHue napoiisit nymem nodkyna, warmastca,

yepo3, huzuuecko2o Hacuuusl
O HecTtaHmapTHbIN NYyTb AocTyna

IIpumep: ne dexnapuposantvie 803MOICHOCMU CPEOCME

3auumosl



OcHOBHas KJIacCU(pHUKAIUSI yIPO3

S
1. HapyuweHune KOH(OUAEHUNANBLHOCTHU

2. HapyweHue uenoCcTHOCTU AaHHbIX

3. HapyweHue [OCTYNHOCTU UHPOPMaLNU



KaHanel yTedku HHPpOpMaIu

————————

1. KocBeHHBIE

. IIOACAYIIIUBAIOIIME YCTPOUCTBA

. CKPBITbIE BUAEOKAMEPHI

. ITOMHWH

2. HenocpeacTBeHHBIE

. XUIIIEHUE HOCUTEAEU

. cOOp MPOU3BOACTBEHHBIX OTXOA0B C MHOpMAaIIUueH

. HaMEpPEHHOE KOIMMPOBaH1e dalriA0B APYyTUX
IIOAB30BaTeAEH

. YTEHHE oUCTaTquof/’I MHAOPMAITUH ITOCAE€ BBITIOAHEHUS
JENCTBUHU

. KOIIUPOBAHUE HOCUTEAEH

. HCII

. MaCKHUpPOBKa IIOT OAPYTUX IIOAB30BaTeAEH JIAS

IIOXUIIEHUS UAeHTUUITHPYIONIeH nHpOopMAaIlUuU
. 00xX0/1, CpeCTB pa3rpaHUdYeHUs JOCTYyIIa



KaHajpl yT€UKH C  HU3MEHEHUEM

y1emeHTOB KC
————

0 He3aKOHHOe nofgKnr4veHune
perncTpupyrowien annapartypbl
0 3n0oyMbILlISIEHHOE U3MEeHEeHUe nNporpamMmm

O 3noyMbilWSieHHbIU BbIBOA U3 CTPOS

cpeAcTB 3alUThbl



BBIBOABI:

e
= HapexHag 3awmTta - 3TO He TOSIbKO

doopMmarnbHble MeTOObI

= 3awmTta He MOXeT ObITb abCONOTHOW



MeToabl U CpeacTBa 3AIUTHI

0O OpraHnsauuoHHO-NpaBoOBbLIe
O UHXeHepHO-TeXHU4YecKune
O Kpuntorpadpuyeckue

0O MNporpammHoO- annapaTtHble



