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KoMnbroTepHbIN BUPYC -
oparMeHT ncnosfiHAeMoro Koaa,
KOTOPbIN KONUpyeT ceds B
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3anycke rnaBHoOMU
nporpamMmmMbl U Bbi3biBaeT
ee Henpepckasyemoe

oBeAeHue, npuBoasiLlee K
HUYTOXEHUIO U




Kak nNpoHUKAIOT BUPYCLI B KOMMbIOTEP

Ana BHegpeHusa Bupyca npurogHbl TONMILKO Takue
MecTa B KOMNbIOTepe, rae BUPYC MMeeT Haaexay
XOTA Obl n3peaka nony4vyatb ynpasrneHue
npoueccopomMm. TakuMmmn mectamm ABMNAIOTCA:

[ghatiner onepauyuonnou cucmemot;

[3azpy3uuk onepauuonnoii cucmemot u 3a2py304Holii CEKMOp
oucka;

[opaiieepuvr ycmpoiicme;

Hucnonnsemoie paitivt npuKkiadHvIX RPOZPAMM;

Loovexmmnoie modynu u oubrUOMEKU;

Uxomanonsie gainoi;

Hucxoonvie mexcmol npocpamm Ha A3bIKAX 8bLCOKO20 YPOGHSL.

B0O3MOXHOCTb CO34aHUA BUpPYCa, BHEOPSIOLWErocs B O4HO U3 3TUX MeCT
OrpaHU4YnBaEeTCA CNOXHOCTbIO CTPYKTYpPbl TOUKU BHeapeHus. Hanbonee
HenoaxoAAWMM MeCcTOM, BUAMMO, ABJIAIOTCS NPOrpaMmbl B TEKCTOBOM

Buge. B HUx TpyaHee Bcero o6ecneuynTtb CKPbITHOCTL Bupyca. Hanbonee
BEPOATHOE MECTO BHeAPEHUSA - 3arpy34ynku u ncnonHsemblie annoil. m



NMpu Bcem MHOroo6pasunmn cnocob6oB MPOHUKHOBEHUSA B KOMMbIOTEP,
BCe BMPYCbl MOXHO pa3fennTb Ha ABa OCHOBHbIX Kfacca.

- BAPYCHT

— Pe3uaeHTHbIe
e BupycEr




Oba Tnna BUPYCOB MOryT Ha4aTb
Pa3MHOXXaTbCsl HE cpa3y, a Yepes HEKOToPOoE
BpeMS nocne NnepBUYHOro BHEAPEHUS B
KOMMNbIOTEP. DTO AenaeTcs Ans YyCNoXHEHUS
NoucKa MCXoaHOro HOCUTENA BUpPYCa.

BpenoHOCHbIM MeXaHU3M BKIHOYaETCH
HEeCKONbKO NO3)Xe MexaHn3ma pasMHOXEHUS,
4YTOObI YyCNEeTb co34aTh 4OCTAaTOYHO CBOUX
KON nepen TeM, Kak NoOBpeXAEeHUA CUCTEMbI
Ha4YHYT 3aMETHO NPOABATLCA.

Kak npaBumo, 3ToT. MexaHn3M akTUBUPYETCS AOBOSIbHO
peako, U NOBPEXOEHUHA, HAHOCUMBbIE 3a OAWNH Pas,
~ HEBEmNMKN, Tak YTO CO3aeTcs Bne4YaTtneHne npocTo

N He3Ha4mMTernbHbIX CO0EB annapaTtypbl KoMmnbloTepa. Ho
NOCTENEHHO NOBPEXAEHMNSA HAaKanIMBaKTCH, N, B KOHLE
KOHLIOB, cucTeMa TepseT paboTocnocobHOCTb. K aTomy
BPEMEHN 3apaXeHHbIE NPOrpaMmMbl HABEPHSAKA OKaXXyTCH
3anucaHbl Ha apXuUBHbIE OUCKN NN MEPEHECEHLI Ha
cocefiHMe KoMMnbTEPLI. Takum obpasom, gaxe nocne U
NOMHON 3aMeHbl BCEX. MporpamMmm Ha pabodem- mecTte,
BUPYC CHOBA MOXET BO3HUKHYTb Yepe3 HEKOTOPOE BPEMS.




OcHosHbIe metoabr 60pbbbl ¢ BUpycamu

Bueopenue supyca 6 KOMnolOmepHy cCucmemy MOICHO OOHAPYIHCUMD
HA PA3HBIX IMANAX: 00 BHEOPEHUS, 8 MOMEHM 3APANCEHUA CUCHEMDI,
nocie 6HeOPeHuUs U 6 MOMEHM HAHECEHUA CUCmEME NOBPEHCOCHUIL.
Kaostcowtii uz smux memooos umeem ceou CuibHvle U C1adble CHOPOHbL.

HcrouyHnkn BUpYcHoi uHpexumn (BronnereHs ICSA, 1999 roa)

Ipyrue
4%

HeunssecrHbie
7%

Iuckera
14%




Onsa Toro, 4ToObI KOMNLIOTEP 3apa3usicsl BUPYCOM, HeO6XO0AUMO, YTOObI
Ha HeM XOTA Obl OAUH pa3 Oblna BbINOMIHEHA NporpamMma, coaepxatwian
BUpyc. NNpon3onTtn 3To MOXeT B CneayroLWmuX cny4vyasx:

[Ha komnblOoTEepe Obiya BbINOSIHEHA 3apaXeHHbIN nporpammamm chann
Tuna .COM vnu .EXE u Tak ganee;

JkomnbloTep 3arpyxanca ¢ ANCKeTbl, coaepxallen 3apaKeHHbIU
3arpy3o04HbIU CEKTOP;

[Ha koMnbloTepe Obina ycTtaHOBIEHa 3apaXeHHas onepaunoHHas
cuctema Unu 3apaxeHHbI gpanBep YCTPONCTBA.




Heo0x0auM0 NOMHUTB, YTO O4Y€Hb YACTO
BHPYCHI NEPEHOCSITCS ¢ UTPOBBLIMH
nporpammamu. byabre npeaejibHO

OCTOPO:KHBI MIPH 3aIyCKe HOBBIX
"urpymek''. Q0s13aTeIbHO yCTpanBanTe MM
KapaHTHH.

Ecin HeT BO3MOKHOCTH BbIIEJUTD 15
XOI'0 OTHe/JIbHbIH KOMIIBIOTEP, IPOU3BOAUTE
ATPY3KY C AMCKETHI U He o0pamaiTech K
BUHYECTEPY BO BPEMS UIPbI.

<




1) Ucnosb30BaTh TOJILKO TAK0E MPOrPpaMMHOe Oo0ecIieYeHue,
Pa3padtoTYUK KOTOPOIr0 U3BECTEH U UMEET XOPOIIYI0 pelyTaluIo.
2) N30erarb kKONUpPOBaHM S MPOTPAMMHOIO O0ecreYeHusi ¢ MALIUH,
HAa KOTOPBIX He COOJIIIATCH TPEOOBAHUA KOMIIBIOTEPHOU
TMIHEeHbI)

3) He ucnosib30BaTh NpOrpamMmabl, IOBeIeHHE KOTOPBIX He
NOHATHO, MJIK He SICHbI BHIIIOJIHAEMbIE el CTBUS.

4) IlpuoOperaeMbie NPOrpaMMbl J0JKHbI BHUMATEJIbLHO
AHAJIU3UPOBATHCH MPOPECCHOHAIBHBIMY NPOrPAMMMCTAMM NepeN
UX YCTAHOBKOI.

5)Cpa3y ke nmocJjie mojay4eHusi HOBOro MpOrpaMMHOIo0 odoecreYeHus
A0JIKHA OBITH U3rO0TOBJICHA ero padoyasi konus (Ha "yucrom"
KOMIIbIOTEPE).

6) HoBoe nporpamMmmHoe odecneyeHue cjieayer HCnbITATh HA
OTAECJIbHOM KOMIIBIOTEPE, HE CoAep KaleM BaKHON MHPOPMALIUH -
NMepuoa KapaHTHHA.

7) IleproauvecKu 1ejiaTh pe3epBHbIC KOMMHU UCIOJIb3YeMbIX
UCIOJIHAEMBIX (Pail10B U (ailjIOB JaHHBIX. JTO MO3BOJIUT
YMEHBUIUTH OTEPH B C1y4ae MOPAKEHUA KOMIBIOTEPAa BUPYCOM.
8) OrpannyuBaTh J0CTYI MOCTOPOHHUX K MEPCOHAIBHOMY
KOMIIbIOTEPY.

9) IIpuMeHSITH TEXHUYECKHE CPECTBA O0HAPYKEHHSI BUPYCOB.



Biibie OoKkmopa

Dr Solomon HomeGuard npeaynpexaacTt B
cobupaeTech 3arpy3uTh WK 3aIMYCTUTH 3aPaKE
[To BamieMy BbIOOPY OH MOKET BBLJICUUTH (Daiiil
aBTOMAaTUYECKHU.

Norton AntiVirus MoxeT 0OHapy>KUBaTh BUPYCHI, HOCIA
10 AJICKTPOHHOM MOYTe, ¥ IPeANPUHUMATH
COOTBETCTBYIOIIHE MEPHI.

LiveUpdate mo3BosiseT 3arpy3uth 0OHOBICHHYIO 0a3y
JAHHBIX BUPYCOB U3 MHTepHETA.

System Status moka3bpIBacT OTYET O COCTOSHUN BAIIETO
KOMITbIOTEpPA U 00 aHTUBUPYCHOM MPOTPAMMHOM
00ecIeueHuU.

Email Status mo3Bosisier BaM KOH(GUTypHUpPOBaTh 3aIIUTY
3JIEKTPOHHOM MOYTHI OT BUPYCOB.

Bbl MOXKETE aBTOMAaTU4YECKU 3aITyCKaTh
CKaHHUPOBAaHUE HA BUPYCHI C MOMOIILIO OTIIHAM

Scheduling.



Cnacuoo 3a enumanue!
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