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OpaHOW 13 rmaBHbIX NPUYNH YHUYTOXEHNA nHdopmMaLumn B
HacToslLLiee BpeMs ABNAETCA pacnpocTpaHeHne
KOMIMbIOTEPHbIX BUPYCOB.

KoMnbloTepHbIN BUPYC — 3TO cnelmarnbHasa KOMMbloTepHas
nporpamMmma, Kak npaBuno, HebosbLlasa Nno pasMmepam,
KOTOpasi MNPy CBOEM 3amnyCKe YHUYTOXAET U NOPTUT
NaHHble, XpaHALMECH HA KOMMbIOTEPE.

KoMNbOTEPHLIN BUPYC MOXKET "npunmceiBath” cedsa K apyrum
nporpamMmmam, Kak roBOp4T, "3apaxartb" ux. Takoe
"sapaxeHune" NnpuBoaUT K TOMY, YTO KOMIMbIOTEPHbIE BUPYCHI
MOTYT CAMOCTOATENbLHO PACNPOCTPAHATLCA U Pa3MHOXaTbCA.
Bcnencteue yero, 60sbLLIOE YMCNO KOMMNBIOTEPOB MOXET
OOHOBPEMEHHO BLINTU N3 CTPOS.



[MTpu3HaKu 3apaxeHus:
= 3ameasieHne paboTbl KOMMbIOTEPA
nepesarpyska nnu saBucaHme KoMnbloTepa
HenpasurbHaga padbota OC nnu npuknagHbiX NporpamMm
N3MeHeHne AnnHbl pannos
nosiBrieHMne HOoBbIX dpannos
YMeHbLUEHNE 00beMa onepaTtMBHOWN NaMATH
= pacchblfika coodbuieHun e-mail 6e3 Begoma aBTopa



BpeaoHble AencTtBus BUPYCOB

=3BYKOBbI€ U 3pUTENBbHbIE 3PPEKTHI
umuTaumna cooes OC n annapartypsbl
"repesarpyska Komnbtotepa

=pa3pyLUeHmne PannoBon CUCTEMbI
"VHUYTOXEHME MHPOPMaLK

*LLINWOHAaX — Nepeaaya CEKPETHbIX AaHHbIX

*MacCOBbl€ aTakun Ha canTbl IHTepHeT



HecmMoTpsa Ha BO3MOXHOCTb 3apaXeHUs KoMMnboTepa
BUPYCOM, Hao 3HaTb, YTO BUPYCOM MOrYT 3apa3nTbCs He
BCe (panrnbl KOMMbIOTEPA.

=MporpamMmmbl — * . exe,
* . com
=3arpy3o4Hble CceKkTopa
OUCKOB U OUCKET
=KOMaHOHble dpansbl —
* bat
=[lpanBepbl — * . sys
“OnbnunoTekn — * .d11
= 1OKYMEHTbI C Makpocamu —
* . doc, *.xls, *.mdb
*Web-cTpaHuLbl CO
cKpunTamu

HE 3APAXKAIOTCA:
"TEKCT — * . txt
"DUCYHKN — * .g1if,
*. Jjpg, *.png, *.tif
=3BYK (*.wav, *.mp3,
* . wma)
*BuAeo (*.avi, *.mpg,
*  wmv)
=t00bIe AaHHblE (b€e3
nporpaMmmMHOro Koaa)




HenocpencTBeHHOe 3apaXkeHne KOMMNbTepPa BUPYCOM
MOXET MPOU3ONTUN B OOHOM U3 CREeAYIOLLNX CnyYaes:

e Ha KOMNblOTEPE Bbifia BbINOMHEHA 3apaXXeHHas
nporpamMmma;

e KOMNbLKTEP 3arpykarcsi ¢ ANCKETbI, coaepKallemn
3apaXXeHHbIN 3arpy304HbIN CEKTOP;

* Ha KOMMNblOTEPE ObINa ycTaHOBIEHA 3apaXeHHas
ornepaunoHHasi CUCTEMA;

* Ha KOMMNblOTEPE 0DOpabaTbiBanMcb dpannbl, cogepxaline
B CBOEM Terne 3apaXeHHble MaKpOCh!.



Knaccun4yeckune Bupychbli

dannoBble — 3apaxatoT pansibl * .exe, *.sys, *.dll
(penko — BHEOPSIOTCS B TEKCThI NporpamMmm).

3arpy304Hble (OyToBble, OT aHrn. boot — 3a2py3kKa) —
3apakatoT 3arpy304Hble CEKTOpa ANUCKOB U AUCKET, Npwu
3arpyske cpasy okasblBaloTCs B NaMATU U nonyYaroT
ynpasreHue.

NMonumopdHble — Npu KaxxaomMm HOBOM 3apaXeHMU HEMHOTIO
MEHSIIOT CBOU KoA.

MakpoBupycCbl — 3apakaloT JOKYMEHTbI C Makpocamu
(*.doc, *.xls, *.mdb).

CKkpuntoBble BUPYCbI — CKPUNT (Nporpamma Ha s3blke
Visual Basic Script, JavaScript, BAT, PHP) 3apaxaeTt
KOMaHAHble dpannbl (* .bat), opyrne ckpuntbl 1 Web-
CTpaHuubl (* .htm, *_.html).



CeTeBble BUpYyChI

pacnpoCcTpaHATCA Yepe3 KOMNbTEPHbIe CeTU, UCNOSb3YIT
«Aablpbl» — ownoKn B 3awmnte Windows, Internet Explorer,
Outlook v op.

NMouyToBbLIE YepBU — PACNPOCTPAHSAIOTCS YEPE3 ANEKTPOHHYIO
NOYTY B BUAE NPUSIOXKEHUSA K MMCbMY UMK CCbISNTKN Ha BUPYC B
NHTepHeTe; paccbinatoT cebsi no BceMm obHapyXEeHHbIM aapecam

CeTeBble YepBU — NPOHMKAIOT HAa KOMMbIOTEP YEPE3 «Ablpbl» B
cucTemMe, MOryT KOMMpoBaTb cebsl B nanku, OTKPbITbIE ANS 3anucu
(CKaHMpOBaHME — NOUCK YA3BUMbIX KOMMbIOTEPOB B CETW)

IRC-4yepBu, IM-yepBu — pacnpoctpanstoTca Yepes IRC-yaTbl 1
nHTepHeT-nenmkepsbl (ICQ, AOL, Windows Messenger, MSN
Messenger)

P2P-4yepBu — pacnpoctpaHsaoTca Yyepes danrnoobMeHHbIe CETH
P2P (peer-to-peer)



TpoAAHCKMe nporpamMmmbl

NO3BONAIOT Nony4yaThb ynpasrieHue yaaneHHbIM KOMNbIOTEPOM,
pacnpocTpaHsATCA Yepe3 KOMNbIOTEePHbIe CeTHU, 4acTo npu
yCTaHOBKe APYrMX NnporpamMm (3apaxxeHHble UHCTaNMNATOpPbI)

Backdoor — nporpammbl yaaneHHOro agMmMHUCTPUPOBaHNUSA

BOPOBCTBO naporsen (octyn B IHTEPHET, K MOYTOBLIM SiLLIMKAM, K
nraTeXHblM cUMcTeMam)

LUNMNOHDbI (BBeﬂ,eHHbIVI C KitaBmnatypbl TEKCT, CHUMKUN 3KpPaHa, CIMMNCOK
NnporpamMmMm, XapaktepmncTtmkm KOMrbroTEpPAa, I'IpOMbILIJﬂeHHbIﬁ LIJI'IVIOHa)K)

DOS-ataku (aHrn. Denial Of Service — 0TKka3 B 006CnyXuBaHum) —
MacCOBbI€ aTakn Ha CalTbl MO KOMaHAE, CeEpPBEP HE CrpaBnsaeTcd C
Harpy3kou

NPOKCU-CepBepa — UCMOMb3yTCA AJ1 MacCOBOM pPaCChINKu
peknambl (cnama)

3arpy34ymkm (aHrn. downloader) — nocre 3apaxeHuUsa cKkadmMBarT Ha
KOMMNbIOTEP ApYyrne Bpe4OHOCHbIE NPOrpamMmbl



AHTHBHPYChI-CKAHEPbI

* YMEIOT HaXOJIUTh U JICUUTh U3BECTHbIE MM BUPYCHI B ITAMSITH U Ha JIUCKE;
* HCIMOJIb3YIOT 0a3bl IAHHBIX BUPYCOB;

* ©XEIHEBHOE OOHOBJIEHHE 0a3 HaHHBIX yepe3 MHTepHeT.

AHTHBUMPYCbI-MOHUTOPBI

* IIOCTOSTHHO HAaXOAATCS B MaMSTH B AKTUBHOM COCTOSTHUH

e OJOKHUPYIOT UX ((hopMaTHPOBAHUE AUCKA, 3aMEHA CUCTEMHBIX (DalijIoB);

e OJIOKMPYIOT araku yepe3 MHTepHerT;

* IIPOBEPAIOT 3aIMyCKAECMbIC U 3arpy>KaeMbl€ B IaMsITh (Paliibl (Hapumep,
TOKYMEHTBI Word);

* TIPOBEPSAIOT COOOIIECHMS IJICKTPOHHOM MOYTHI;

* TIPOBEPAIOT Web-CTpaHUIIBI;

 npoBepsaroT coodmenus [CQ



Opyrme BuAbl aHTUBNPYCHOMN 3aLLUTDI

OpaHamMayapbl (hanpBonbl, ceTeBble 3KpaHbl)
= BMOKMPYIOT «JTNLWIHME» 0bpaLLEHUS B CETb 1 3anpoChkl U3 CETU

dfnapaTtHbleé aHTUBUPYChbI
= 3allinTa OT USMEHEHNA 3arpy304HOINo CEKTOpa
= 3aripeT Ha BbllNoJIHEHNE KOOa U3 obnactu gaHHbIX

= annapartHbin bpaHgmayap ZyWALL UTM
(ZyXEL v JlabopaTtopumn Kacnepckoro)

OHNnauHoBble (on-line) aHTUBUpYChbI

= yCTaHaBNMBAKOT Ha KOMMbOTEP Moaynb ActiveX,
KOTOpbIN NpoBepseT dauneol. ..

= unun dpann nepecuinaeTca Ha canT paspaboTymka aHTUBUPYCOB



MpodhunakTuka
Aenatb pe3epBHble KONMUKM BaXHbiX gaHHbIX Ha CD n DVD
(pa3 B MecsL? B Heaen?)

MCNOSb30BaTb aHTUBUPYC-MOHUTOP, OCODEHHO Nnpu paboTe
B VIHTepHeTe

npu pabote B IHTEpHETE BKNtOYaTb OpaHamayap (aHrn.
firewall) — aTa nporpamma 3anpeLiaetr 0OMeH N0 HEKOTOPLIM
KaHanam CBs13U, KOTOpble NCMNOMb3YIOT BUPYCHI

NpoBepPATb C NOMOLLLI aHTUBUPYCA-OOKTOpa BCE HOBbIE
nporpammbl 1 paurnbl, AUCKETLI

He OTKpbIBaTb COObOLLIEHNA e-mail C HEN3BECTHbLIX apPECOB,
0COBEHHO (hansbl-NPUNOXKEHNS

MMETb 3arpy304HbIfA QUCK C aHTUBNPYCOM



Ecnn KomnbloTep 3apaxeH...

= OTKNIOYUTb KOMMBIOTEP OT CETMW.
= 3anycTuTtb aHTUBUpPYC. Ecnn He nomoraer, To...

= BbIKITHOYUTL KOMMbBIOTEP U 3arpy3nTb €ro ¢ 3arpy3oyHoro
aucka (gucketbl, CD, DVD). 3anyctutb aHTUBMpYC.
Ecnn He nomoraer, TOo...

= yaanutbe Windows n yctaHoBUTL ee 3aHOBO. Ecnu He
NOMOraer, TO...

= oTdoopmaTmpoBaTtb BuH4ecTep (format.com). Ecnu
caenaTtb 3TO He yaaeTcsl, TO Morfa obITb ncnopyeHa
Tabnuuya pasgenos gucka. Torga ...

= co3daTb 3aHoBo Tabnuuy pasgenos (fdisk.exe). Ecnu
He yaaeTcs (BUHYecTep He ODHapyXeH), To...

= MOXHO HECTU KOMIBbOTEP B PEMOHT.



