KoMnbloTepHbIe BUPYChI U
aHTUBUPYCHbIEe NporpamMmmbl
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Bupyc — menbvanllag HekneTovyHasa Yyactumua,
PA3MHOXXaIOLLLAACS B XXUBbIX KIeTKax,
BO30yauTeEnb NHAPEKLUMOHHOIo 3aboneBaHus.

Tonkosbll crioeapb pPycCcKo20 A3blKa
C. UN. Oxeeosa u H. KO. Llleedosoli




co3faHHasa HebornblLUaga nporpaMmma,
cnocobHas K caMmopa3MHOXEHUIO, 3aCOPEHULO
KOMMbIOTEPA 1 BbINOMHEHUIO OPYIrNX
HeXxena " X 1ENCTBUM. SHUUKIONEOUs GUPYCO8

«Jlabopamopuu Kacriepckoeao
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TO )Xe OOLLero Mmexay oMornoru4eckum un
KOMMNbIOTEPHbIM BUpPycamMu?

CnocoBbHOCTb K pa3MHOXEHUIO.

Bpen ona 3gopoBbA YenoBeKa U
HeXXenaTternbHble AeUCTBUSA AN
KOMMblOTEPA.

CKpPbITHOCTb, T.K. BUPYCbl UMEIOT
MHKYDaLMOHHBLIV Nepuoa.




[NepBble nccnegoBaHNA caMopas3MHOXKaIOLLMXCS

NCKYCCTBEHHbIX KOHCTPYKLMW NpoBOAUsiack B cepeanHe
npoLusioro cronetus yyeHosiMn [>xoHom poH HenmaHom r

BuHepom.

M:xon pon Heiiman

(1903 - 1957)

HopOept Bunep
(1894 - 1964)




NCTOPUNA KOMIMNbBIOTEPHbLIX BUPYCOB
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[lepBbIV NPOTOTUMN BUPYCa NOSBUSCA eLlle B 1971r.

[MporpammmcT bob Tomac, nbiTasicb pelwnTb 3agadvy
nepenavyn MHoOpMaLmMM ¢ OOHOro KOMMNbTEPA Ha
opyroun, cosgan nporpammy Creeper, CAMOMNpPOMN3BONbHO
«nepenpbirMBasLLyO» C OQHOW MaLUMHbLI HA OPYrylo B
CeTN KOMMNbLKTEPHOIO LieHTpAa.

[lpaBOa ata nporpamma He
camMopasMHoXanacb, He
HaHocuna yulepba.
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NCTOPUNA KOMIMNbBIOTEPHbLIX BUPYCOB

lMepBas «anngeMus» KOMMNbLIOTEPHOIO BUpyca
npowunsoLuna B 1986 rogy, korga BMpyc no MMeHM Brain
(aHrmn. «M0o3r») «3apa)karn» ANCKETbI MePCOHaNbHbIX
KOMMNbIOTEPOB. B HacTosLlee BpeMs M3BECTHO
HECKOJ1bKO OECATKOB TbICAY BUPYCOB, 3apaKaroLLmnx
KOMMbIOTEPLI M pacnpOoCTPaHAKLLMXCS NO
KOMMbIOTEPHbLIM CETAM.
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YEM OMACEH KOMIMbIOTEPHbIA BUPYC?

[Tocne 3apakeHns KoMnbloTepPa BUPYC MOXKET
aKTMBN3NPOBATbLCS U HaYyaTb BbIMOMNHATL BpeaHble
OENCTBUSA MO YHUYTOXEHMUIO NPOrpamMm 1 AaHHbIX.

AKTUBM3aLMA BUPYCa MOXKET ObITb CBA3aHa C
Pa3NNYHbIMN COObLITUAMM:

e HacmyrisieHueM oripeodesiEHHoU 0amabl Usiu OHS
Hederlu

®3aI1yCKOM r1po2pamMmal
*OMKpbImMmueM OOKyMeHmMa. ..




POSAABINEHUS
BUPYCOB

IIpekpalieHue padOThl UKW HEIPaBUIbHAS
paboTa paHee yCOelHO (PYHKIIMOHAPOBABIINX
IporpamMm

MeniieHHas paboTa KOMIbIOTEPA

HeB03MOKHOCTB 3arpy3KH OIEPaiiOHHOM
CHUCTEMBI

M cue3HoBeHME (PalIoOB U KaTaJlO0roB HJIH
HMCKaKCHUE UX COACPIKUMOIO



eHusA
BUPYCOB

HM3MeHeHne narbl 1 BpEMEHU

Moau(pUKanuu (hanioB
M3MeHeHune pa3MepoB (haljioB

YacTteie 3aBUCcaHus 1 cOOU B pad

KOMITBIOTEpA




BUPYCOB

HeoxunmanHoe 3HAYUTEIIPHOE YBEIIMUEHHUE KOJIMYECTBA (DANIIOB HA

JIVCKE

CyllleCTBEHHOE YMEHBIIICHHUE pa3Mepa CBOOOTHON ONIEPAaTUBHOM

IHaMiaATHU

BbIBOJI Ha SKpaH HEMPEAYCMOTPEHHBIX COOOIICHUI WU

M300pakeHU N

[Tomaya HETIPEYCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB




HekoTopble xapakTepHble NPU3HaKu NnopaXxeHus
BUPYCOM Yepe3 NouTy:

e 1PYy3bA UITN 3HAKOMbIE TOBOPAT BaM O
COOOLLEHMSIX OT BAC, KOTOpPbIE Bbl HE
oTrnpaBIAnu,

e B BalleM NOYTOBOM SALLUUKE HAXOOUTCS
OonbLUOE KONM4YecTBO coobLeHnin 6es
obpaTHOro agpeca 1 3arosioBka.




KaHanbl pacnpocTtpaHeHus

Lduckembl

CamMbIn pacrnpoCTpPaHEHHbIN KaHar
3apakeHua B 1980-90 roabl. Cenvac
NpaKkTU4YeCKn OTCYTCTBYET U3-3a NOSABMEHUS
bonee pacnpocTpaHEHHbIX N 3P EKTUBHbBIX
KaHanoB 1 OTCYTCTBUA dononnu-
ONCKOBO/OB.




KaHanbl pacnpocTtpaHeHus

dnew-Hakonumesnu (¢haewku)

B HacTosLwee Bpema USB-(reLlkm 3aMeHs0T QUCKETbI M MOBTOPSOT UX
cyabby — 6onbLLIOE KONMYECTBO BUPYCOB PacnpoOCTPaHSETCS Yepes
CbEMHbIE HAaKONUTENN, BKNoYasa umdposble dooToanmnaparsl,
LMdopoBbLle BuAeokamepbl, LUudposble nreepbl (MP3-nneepol),
coToBble TenedoHbl. icnonb3oBaHne 3TOro KaHana
NpPenNMyLLECTBEHHO 0DOYCOBIEHO BO3MOXXHOCTbLIO CO34aHUA Ha
HakonuTesne cneynanbHoro dpanna autorun.inf, B KOTOPOM MOXHO
yKasaTb rnporpammy, 3anyckaemyto lNposogHukom Windows npwu
OTKPbITUM TAKOro HaKoNUTens.

dreLwKkn — OCHOBHOM UCTOYHUK 3apaXeHUq Asjid KOMnblTEDOB. HE

NOAKMNOYEHHbIX K ceTU HTEPHET. M
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KaHanbl pacnpocTpaHeHus

JJIGKMPOHHass noYyma D

Cenyac 0JIMH U3 OCHOBHBIX KaHAJIOB
pacrpocTpaHeHus: BUPYCOB. OOBIYHO BUPYCHI \,,_t:

B IUCbMAX 3JICKTPOHHOU ITOYTHI MACKUPYIOTCS IO
0€300MIHBIC BIIOKEHUS: KAPTUHKU, TOKYMEHTBI, MY3bIKY,
CCBhUIKH HA CAaWThbl. B HEKOTOPBIX MUChbMAX MOT'YT
COAEPKATHCA NEUCTBUTEIIBLHO TOJIBKO CCBHUIKU, TO €CTh B
CaMHUX IMMChbMaX MOXKET ¥ HE OBITh BPEIOHOCHOIO KO/ia, HO
€CJIM OTKPBITh TAKYIO CCHUIKY, TO MOKHO IOIIAaCTh Ha
CIICIIMATILHO CO3/IaHHBIN BE€0-CalT, COASPIKAIN BUPYCHBIM
KOoZl. MHOIME MOYTOBBIE BUPYCHI, IIOTIAB HA KOMITBLIOTED
I10JIb30BATE S, 3aTEM UCIIOJIB3YIOT aIPECHYIO KHUTY U3
YCTaHOBJICHHBIX ITOYTOBBIX KiueHTOB Tuna Outlook s
PACCBHUIKH CaMOTO CE0s TaIbIIIe.
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KaHanbl pacnpocTpaHeHus

Cucmembl 0b6MeHa M2HOBEHHLIMU
coobuweHuUsSMU

Tak e pacnpocTpaHeHa pacchlfika CCbINTOK Ha
SIKOObI POTO, MY3bIKY TMOO NporpamMmmel, B
OENCTBUTENBHOCTU SBMAKOLMECH BUPYycaMu, No
ICQ 1 Yyepes Apyrue nporpammbl MTHOBEHHOIO
obmMeHa coobLLEHNAMMN. (v
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KaHanbl pacnpocTpaHeHus

Beb-cmpaHuubi

Bo3MOXHO Takxe 3apa)keHue Yyepes cTpaHuLbl IHTepHeT BBUAY
HanMuMs Ha CTPaHULLAX BCEMUPHOW NayTWHbI PA3NNYHOIO g5 &
«aKTUBHOIO»

COLOEPXKNMOro: CKpMNTOB, ActiveX-KOMMOHEHThI, Java-annsieToB
UHmepHem u nokasibHble cemu (Yepeu)

UepBu — BUA BUPYCOB, KOTOPbIE MPOHUKAIOT Ha KOMMNbIOTEP-XEPTBY 0e3
yyacTus nonb3oBaTens. YepBu MCNONb3YIOT Tak Ha3blBaeMble
«Ablpbl» (YI3BMMOCTM) B MpOorpaMmMHOM obecrneyeHnmn onepaLmoHHbIX
cucTeM, YToObl NPOHMKHYTb Ha KOMMbIOTEP.

Ecnun He npnHMMaTh HeobXxoaMMbIX Mep 3aLlnTbl, TO 3apaXkKeHHasd
paboyas CTaHUMSA Npu BXOAE B CETb 3apakaeT 0aMH U HECKOSTbKO
CIny>XeOHbIX dhannoB Ha cepBepe

Ha cnenyowmn aeHb nonb3oBaTenu Npy BXoAe B CETb 3anycKatoT
3apakeHHble hannbl C cepBepa, U BUpYC, Takum obpasom, nonyyaet
[0CTYN Ha KOMMbIOTEPLI NONb30BaTENEN. 2
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KaHanb! pacnpocTpaHeHus

IlepcoHaJIbHbIE KOMIIBIOTEPHI «00LIEr0 M0JAb30BAHUSD)

OnacHOCTh NPEICTABIISIIOT TAKKE KOMITBIOTEPHI,
YCTAHOBJICHHBIC B YUYE€OHBIX 3aBe/ICHUAX. Eciin oquH U3
yYaIluXxcs IIPUHEC HA CBOMX HOCUTEIISIX BUPYC U 3apa3ul
KaKOW-JTMOO YYEOHBIN KOMITBIOTED, TO OYEPEIHYIO «3apa3y»
MOJy4YaT 1 HOCUTEIIM BCEX OCTAJIbHBIX YYaIlIMXCs, pa0OTarOIINX
Ha 3TOM KOMITBIOTEPE.

To ke OTHOCHUTCS U K IOMAaIlIHUM KOMIBIOTEpaM, €CJIM Ha HUX
paboTaeT 00ee OTHOIO YEIOBEKA.

IHuparckoe nporpaMmMHoe obecrneyeHme
HeneranbHble KOMMU MPOrpaMMHOI0 0O€CIIeUeHMS,
KakK 3TO ObLJIO BCET/A, SIBJISIIOTCS OJTHOM U3
OCHOBHBIX «30H pHUCKa». YacTo MUpaTcKue
KOTIMU Ha JUCKaX COAEpkKaT (haiibl, 3apaKECHHbIG
CaMbIMHU Pa3HOOOPa3HBIMU THUIIAMHU BUPYCOB.




KaHanbl pacnpocTtpaHeHus

PeMOHTHBIE CJOVKObI

JIOCTaTO4HO PEeAKO, HO 0 CHX MOP BIOJIHE
peaJIbHO 3apaKCHHE KOMITBIOTEPA BUPYCOM
IIPH €r0 PEMOHTE WJIH IMPO(PHUIAKTUYECKOM
ocMOTpe. PEMOHTHUKHN — TOXE JIFOIU, U
HEKOTOPBIM U3 HUX CBOMCTBEHHO
HAIJIEBATEILCKOE OTHOIIICHUE K
3JIEMEHTAPHBIM ITpaBUJIaM

KOMIILIOTEPHOI 0€30I1aCHOCTH.




@aij10BbIe BUPYCHI JIMOO Pa3IUYHBIMHU CIOCOOAMMU
BHEJIPSAIOTCS B BBIIIOJIHSAEMBIE (pailiibl (Hanboee
pacIpOCTpaHEHHBIN TUII BUPYCOB), IU00 CO34ar0T (haljIbl-
JBOMHHUKM (KOMIIaHBOH-BUPYCHI). HaxoasTcs B oneparuBHOM
aMsATH KOMIIBIOTEPA U MOTYT 3apaxarh ApyTrue (paiibl 10
MOMEHTA BBIKJIIOUECHHUS KOMIIbIoTepa uin repesarpy3ku OC.

MaxkpoBHpYCHI 3apaxaroT (aiabl JOKYMEHTOB. YTpo3a
3apAKECHUSA TIPEKPANTAETCS MMOCIIE 3aAKPHITUS IPOTrPAMMABI.

CeteBble BUPYCHI UCITOJIB3YIOT JIJISI CBOET0 PACHPOCTPAHEHHUS
IIPOTOKOJIBI MJIM KOMaHIbl KOMIIBIOTEPHBIX CETEU U SJIEKTPOHHOU
MTOYTHI.




MeToabr 3aWUTHI
e 3alunTa NNOKanbHbIX CETEU

* lcnonb3oBaHue anctpmdytmusHoro 10

* PesepBHOe konnpoBaHue nHdopmauunu

* Vicnonb3oBaHne aHTUBMPYCHbIX ="
nporpamm ¥4

* He 3anyckaTb Henpo-
BepPeHHble pannsbl



Kpurepuu Bb100Opa aHTI/IBI/IpyCHbIX
IPOrpaMM

HapexxHocTb 1 ygobcTBO B
pa60Te E:xogme B naGopoTopuio v]

oOHOBUTE aHTUBUPYCLI!
KayecTBo 0bHapyXeHus
BUPYCOB

CyliuecTBoBaHMe BEPCUN MO,
BCE NONYynspHbIE
nnaTtgopMbl

CkopocCTb paboThl

Hann4yne ononHUTENbHbIX
doyHKLMN 1 BOSMOXKHOCTEWN *




NPOLIECC 3APAXXEHMSI BUPYCOM W
NEYEHUSA DAWIA

KoMmnbloTepHbIN g HesapaxeHHasn
BUpyC nporpamma

3apax€eHHbIU KoMnbroTepHbIN

cdaun BUpPYC

AHTUBMpPYCHaA
nporpamMmma

BbineyeHHbIN
¢daun




‘AHMueuUpYCHbIe CKaHepbl - .

9TO nporpamMmsbl Ansi CKaHMPOBaHUSA
CUCTEMbI Ha NPEOMET BbISIBNIEHUA U
yaarneHus spegoHocHoro 0.
3anyck npoucxoguT no
TpeboBaHUIO NOsib30BaTeNS.
[lpnmeHsATCA B KadecTBe
OOMNOJTHEHUA U YCUIeHUAa 4EeUCTBUS
OCHOBHOIO aHTUBUPYCA, BbISIBNSS
BpeAOHOCHbIE NMPOorpaMmmsbl
NponyLweHHbIE aHTUBUPYCOM.




AHmMueupycHble MOHUMOPbI - .

9TO YacCTb aHTUBUPYCAa,
npeaHas3HavyeHHasa ong
HenpepbIBHONO KOHTPOIA
CUTyauunn, NPU KOTOPbIX MOXET

VIRUS
DETECTED

NPON30UTU 3apakeHune

@ Bpe4OHOCHOU NporpamMmmou.
AHTUBUPYCHbLIN MOHUTOP

N\ OOIMKeH paboTaTb NOCTOAHHO U

B peXKMMe pearibHoro BpeMeHu,
oTcrneXxunsas noTeHumnanbHo
ornacHble onepaLuu.
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bIHOK aHTUBUPYCHbIX

nporpamMm o4yeHb pa3HooOpa3eH .~ -

Microsoft”
Security Essentials

AVIRA




BUPYChI» pg calite

Ims-aItEd.ru




