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Bupycbl - nporpamMmbl UK 3rIEMEHTbI NPorpamMm, HeCaHKLMOHUPOBaAHHO
MPOHUKLLIME B KOMMbIOTEP C LIENbI0 HAHECEHUS Bpeaa, OTNNYUTENbHOM
0CODBEHHOCTbLIO KOTOPbIX ABNSAETCSA CMOCOOHOCTb CaMOTUPaXXNMPOBaHUS.

andornbluasi oNnacHOCTb TakKUX BUPYCOB 3aKOYaAETCA B TOM, YTO NpeXae YEM
aHecTu Bped KOMMNbITEPY U CAMOOBHAPYXNTLCS, OHU KOMUPYIOTCS B Apyrie
nporpamMmHbie dpannbl




* 110 cpede obumaHus

* 10 crnocoby 3apakeHusi
cpedbl obumaHus

* [10 cmerneHu
go3delicmeus

* [10 ceolicmeam
aslzopumma




[1lo cpeoe obutaHusa BUpycChl
nogpasgensaoTcga

Cemeesble eupychl pacnpoCTPaHAITCS
No pasfiMyHbIM KOMMNbIOTEPHbLIM CETSM.

dausnosskie supychkl BHEOPSOTCS
rmaBHbIM 06pa3oM B UCNOMHAEMbIE
Moaynu, T. e. B dpannbl, umetoLine
pacuumpenna COM n EXE.

3az2py304Hbie eUpyChbl BHEOQPSIOTCS B
3arpy3o4Hbln cekTop amcka (Boot-cekToms

U B CEKTOP, CoAepXKaLLmi nporpaMmM s =\ O
3arpysku cuctemHoro aucka (Master Bogy +~—===
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3apakaroT Kak dpaunsbl, Tak u
3arpysoyHble ceKktopa AUCKOB.



s PE3UOEHMHbIE:

Npu 3apakeHnn KoMmnbloTepa
OCTaBMNsEeT B onepaTuBHOU
NaMsTN CBOK PE3UOEHTHYIO
4YacCTb, KOTOpad NOTOM
nepexsaTtbiBaeT obpalleHne
onepaunoHHOU CUCTEMBI K
obbeKkTaM 3apaXkeHus
(hbannam, 3arpy304HbLIM
CeKkTopam OAUCKOB U T. M.) U
BHEOpPAETCS B HUX.
PesngeHTHble BUpPYChI
Haxo4saTCcAa B NaMATU U
SIBNSAOTCS aKTUBHBbIMU BMOT
00 BbIKIMOYEHUS UK

Hepe3UuOeHMHbIE:

He 3apaxkarom rnamsime
KOMrbromepa U Sersomcs
aKmMuUeHbIMU 02paHUYeHHOe
epems.




, He mewarowue pabome R
KOMrbromepa, Ho yMeHbwaroujue obbem Npoern Crypled b
ce80b600HOU oriepamusHoOU namsimu u rnamsimu
Ha Ouckax, delicmeusi makux eupycos
rposIBIIAOMCA 8 Kakux-mubo epagpuyecKkux
usnu 38yKoebix aghghekmax

, Komopble Moaym
rnpusecmu K pasiudyHbIM HapyuweHUsIM 8
pabome Komrnibromepa

, 8030euUcmeue Komophbix
MOXem ripueecmu K rnomepe rpozpamm,
YHUYMOXEHUIO OaHHbIX, cmupaHuro
UHopmauuu 8 cucmemHbIX obriacmsix OuckKa.
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[To ocobeHHOCTSAM anropuTma.

lMpocTenwimne BupycChI - napasntuveckue, OHN N3MEHSIOT
cogepXxnmoe ansrioB N CEKTOPOB AMCKa U MOTYyT ObITb JOCTATOYHO
nerko obHapy»XeHbl U YHUYTOXEHbI.

Bupycbi-pennmkaTopbl, Ha3biBaeMble YEPBAMU, KOTOPbIE
pPacnpoCTPaHATCA MO KOMMbIOTEPHBLIM CETSIM, BbIYMUCHSAOT agpeca
CETEBbIX KOMIMbIOTEPOB M 3anuCcbIBatOT MO 3TUM agpecamM CBOWU
KOMuu.

Bupycbi-HeBUAUMKIN, Ha3blBaeMble CTeNCc-BUpPycaMm, OYEHb
TPpyaHO OBOHapyXuTb N 06e3BpeanTb - OHU NMepexsaTbiBalOT
obpalleHna onepaLnuoHHON CUCTEMBI K NopaXKeHHbIM dpannam u
CeKkTopam OUCKOB 1 NOACTaBMAKT BMECTO CBOEro Terna
He3apa)XeHHble y4aCTKN auCKa.

Bupycbi-MyTaHTbl — BUPYCbI, cOAepKallume anropnutmbl WNQPPOBKK-
pacwndpoBKK, briarogaps KOTOPbLIM KOMMKU OAHOrO U TOro Xe Bupyca
HE UMEIOT HXN OJHOW NOBTOPAOLLENCS LIENOYKM BanToB, UX Hanbdonee
TPYyAHO OBOHapPYXUTb.

KBa3mBupycHble Unm « TpPOSTHCKUe» nNporpamMmmbl, KOTOpblIE HEe
CNOCOBHbI K caMopacnpoCTpaHEHUIO, HO OYEHb OMNacHbI, TakK Kak,
MaCKUPYSACb Nof Mosie3Hyo nporpamMmmy, paspyLuaroT 3arpy304HbIn
CEeKTop 1 bannoByo CUCTEMY OANUCKOB.
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POSAHCKU
KOHb

Trojans

3ombu

(Zombie)

duwuH2

(Phishing)

Hepeb
Worm



TposiH nin TpostHCKMK KOHB (Trojans)

TposiH Unu TPOoAHCKUN KOHb (Trojans) - 3To nporpamma, Kotopad
HaxoOUTCS BHYTPU OPYron, Kak npaBunio, abCcontoTHO
6e3006maHoN NporpamMmmebl, MNP 3anycke KOTOPOW B CUCTEMY
NHCTanNNUpyTCAa nporpamMmmMa, HanncaHHasi ¢ Lenbio HaHEeCTU
ywepb ueneBomMy KOMNbIOTEPY MYTEM BbIMNOMTHEHNS
HeCaHKLMOHMPOBAHHbLIX NONb30BaTeNIeEM AEUCTBUN: KPaXW,
nopyn unu yganeHns KoHdunaeHuuanbHbIX AaHHbIX, HApYyLEeHUS
paboToCcnoCcOBbHOCTN KOMMbIOTEPA VIJ'IM—.M'Ib3OBaHVIFI ero
pecypcoB B HeGnaroBuaHbIxLjensx.

EBETLORPD

TR ARRIIR SENYELYS



9TO nNporpamMmma-Bupyc, Kotopas rnocrie
NPOHNKHOBEHUSI B KOMIMbBIOTEP, MOAKIIOYEHHbLIN K ceTU IHTEpHET
yNpPaBnseTcs N3BHE U MNCMOB3YETCA 3MOYMBILLIITEHHNKAMI OIS
opraHusauum atak Ha gpyrme KoMnbloTepbl. 3apaXXeHHble Takum
obpa3oM KOMMNbIOTEPLI-30MOU MOTYT OObEAUHATLCA B CETH,
4yepes KOTOPLIE pacchlflaeTcs OrpOMHOE KONMYeCcTBO
HeXXenaTtenbHbIX COOOLLEHNI SNEKTPOHHOW NOYThI, a Takke
pPacnpoCTpaHATCA BUPYChI U Apyrue BpeaoHOCHbIE NporpamMmel.




‘ Yepsp (Worm)

Uepeb (Worm) - aTo nporpamma, Kotopasi TUpaXmpyeTcs Ha
XKECTKOM AucKe, B NaMATU KOMMNbKOTEPA U pacrnpoCTpaHAETCS
no cetn. OCOBEHHOCTbLIO YEPBEWN ABMSIETCA TO, YTO OHU HE
HecyT B cebe HMKaKon BpedoHOCHOM Harpysku, Kpome
caMOpa3MHOXXEHUS, LieNbo KOTOPOro ABMSETCH
3amMycopuBaHue NamMaTu, U Kak crieacTeme, 3atopmMmaxuBaHue
paboTbl onepaymMoHHON CUCTEMBI.




PyrkuTer
YTKUTbI — NMpOorpamMmmbl, YCTaHOBJ/IEHHbIE K paboTatowme Ha
KOMMbloTepe 6e3 BeaoMa nonb3oBaTens u npsayyuime
NCMOoJib3yeMble 3/10YMbILTEHHUKAMN MHCTPYMEHTbI OT
aHTuBUpycHoro NMO. OHM NpeacTaBNAOT 3HAUYNTENbHbIW
PUCK 6@30MacHOCTU ANs AOMALIHUX U KOPNOPaTUBHbIX
MaLlIMH N CeTeN, TaK KakK UX OYEHb C/TOXXHO OBHapyXuUThb.
CaMu pyTKUTblI 06bIYHO YCTaHaBIMBAKOTCS C MOMOLLbIO
BMPYCOB NN APYrnX BpeAOHOCHbIX 0ObeKTOoB, MO3TOMY
HaCTOSATE/IbHO peKoMeHAYyeTCH NOCTOSSHHO OOHOBMATL
AHTUBUPYCHYIO 3alUUTY M 3alUTY OT LUMMNOHOB.

24 yaca




[IIrnoHckas nporpamma (Spyware) - 3T0 IporpaMMHBIN
MIPOAYKT, YCTAHOBJICHHBIW WJIM IPOHUKIIIHUN HA KOMITLIOTED
0€3 coracusl €ro BiIaAeibla, € [EIb0 MOTyYCHUS
MPAKTUYECKH TTOJTHOTO JIOCTYIIA K KOMIIBIOTEPY, cOOpa 1
OTCJICKUBAHUS JUYHOM MJIH KOH(UICHIIMAIBHOM
MH(pOpMalK. ITH IPOrpaMMBbl, KaK IPaBUJIO, IPOHUKAOT HA
KOMIIBIOTED MPU IMOMOIIU CETEBBIX YEPBEU, TPOSHCKUX
HpOFPaMM IIH TOL BIIOM CKJIaMBI(adwaI'G)
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®OumuHr (Phishing) i

@uimmnr (Phishing) - aTo mouToBast paccelika HMeErOIIas CBOEH
[EJIBIO MOJIYYCHUE KOHPHUACHIINAIbHON (DMHAHCOBOM
nH(popMalnu. Takoe MUCbMO, KaK MPaBUjo, COACPKHUT

CCBUIKY Ha CauT, ABJIAIOLIECHCA TOUHOU Konmer MIHTepHeT-
O0aHKa WK JPYyroro (pMHAHCOBOTO YUPEKICHUSI.
[lonp30Barenb, 0OBIYHO, HE JOTAJBIBAETCS, YTO HAXOAUTCS HA

(baJIBIIMBOM CAMTE M CIIOKOMHO BBIIACT 3JI0YMBIILJICHHUKAM

MH(OPMAIIHIO O CBOMX CUETaX, KPEIUTHBIX KapTOUYKax,
apoJisixX U T. 1.




dapMuHT

dapMUHr — 3aMmacknpoBaHHaga doopma OULLINHIA,
3aKn4aroLaacs B TOM, YTO Mpu NonbITKe 3anTn Ha
oduumanbHbIM CanuT MHTEPHET BaHKa UM KOMMEPYECKOU
opraHusaunmn, nonb3oBaTenb aBTOMaTUYECKM NnepeHanpaBnaeTcd
Ha NOXHbIN CaWUT, KOTOPbIN OYeHb TPYOAHO OT/INYUTL OT
opmumanbHoro canta. PapMuHr oTnindaeTcs oT PULLIMHIA TEM,
YTO BMECTO 3MNEKTPOHHOM MOYTbl MOLLUEHHMKN UCMOSb3YIOT bornee
N30LLPEHHLIE METOAbI HaMpaBeHNs Norb3oBaTens Ha
alnblUNBbLIN CauT.




AHTUBMpYCbI-
-BaKLUUHaTOPbI




AHTI/IB )Y ChI=(DUIIBT
AHTI/IBI/IpbeICb prbI N CTOpP >|<a

- IporpamMmbl, KOTOpPbIE
YBEOOMIAOT TIONT30BaTENsi 000
BCeX OEUCTBUAX Ha ero
KomnbloTepe. Ecnu Bupyc
nonbiTaeTcs NPOHMKHYTb Ha BaLU
['1K nnn, HaobopoT, ykpacTb
naposib N OTNPaBUTb €ro
3MNOYMbILLUIIEHHUKY, CTOPOX
cnpocut: «Paspewints nnm
3arnpeTuTb BbINOSTHEHNE
onepaunn?». K coxaneHuto,
paboTa ¢ AaHHbIM TUMNOM 3aLNTbI
TpebyeT onpeaeriEHHbIX HAaBbLIKOB,
Bedb AafleKo He Ka)XOblX 3HAET,
4yTo obo3HaYyaeT TOT U1 NHOM
npouecc.




AHTI/IBI/IPYCBI—A,@T@KTOPBI

HY>XHO
perynapHo obHOBNATb, BeAb
BpeAOHOCHbIe NporpamMmmbl
ObICTPO MYTUPYIOT U
pa3MHoXatoTcda. Kakou
AHTUBUPYC-AETEKTOp Nny4yue -
He 3HAaeT HUKTO, XOTH B
MHTEPHETE MOXHO HANTU
MHOIMOYMCNEHHbIE TeCTbl U
CpaBHUTENbHble 0630pbl
aHTuBMpycos. 1 neno He B
CTOMMOCTU, CTpaHe-
nponssoauTene uin pasmepe
6a3 ana obHoBneHus. naBHoe
noyawie obHOBMATbL €ro U He
3abbiBaTb NpoasieBaTb
INLEH3UIO.




KHTI/IBI/IPYCBI—BaKL[I/IHaTOpI)I U

Yike 3apaKEéHHbIe KOMIILIOTEPbI
CJIOZKHO BbLJICYUTH C IOMOIIBIO
aeTekTopa win ¢puiasrpa. B
OYeHb THKEJIBIX CJIyYasiX HA
MOMOIIb MPUXOAAT MPOrPamMmMbl-
BaKIUHATOPHLI. /laike 1oporou
JIUIEH3MOHHBIN AHTUBHUPYC HE
BCera MOXKET CIIPABUTHCS C
YepBEM WU TPOSTHCKOU
nporpammoi. K yuciay Haubosiee
MONYJAPHbIX BAKIIUHATOPOB
oTHocsaTca Anti Trojan Elite,
Trojan Remover uian Dr.Web
Curelt!. ITocaennui, KCTATH,
JICYUT NMPAKTHYECKH JIHO0YIO0
HUHPUIHUPOBAHHYIO CUCTEMY, HO
s peryiasspHou 3amursl 1K ero
HEeJI0CTATOYHO.




MpumMepbl aHTUBMPYCHbIX Nporpam
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AHTUBMpPYC Kacnepckoro —
aHTUBUPYCHOE

“TTPOTPaMMHOE OO€CIEeYeHNE,

pa3pabaTbiBaemMoe
JNlabopaTopuen
Kacnepckoro.
NpepnocraBnser
Nnosfib3oBaTento 3alWunTy oT
BUPYCOB, TPOAHCKUX
nporpamMmmM, LUMMOHCKUX
nporpamMm, pyTKUTOB,
adware, a Takxe
HEen3BeCTHbIX Yrpo3 C
NMOMOLLbLIO MPOAKTUBHOM
3alMThbl, BKNoYaroLlen

\ KkoMmnoHeHT HIPS.




AaTuBupyc NOD32

MpoakTuUBHaA 3awmuTa N TOYHOE
- oOHapyxeHue yrpos. AHTUBUpPYC
[5\%5532 o ESET NOD32 paspaboTtaH Ha ocHoBe
nepegoBOoU TEXHONOIMMU

S P A ThreatSense®. Anpo nporpammbl

=

obecneynBaeT NPOaAKTUBHOE
3 OOHapyXeHue BCeX TUMNOB Yyrpo3 u
P reyeHue 3apaxeHHbix bannos (B
, TOM YUcrie, B apxmBax) onarogaps
- - LLMPOKOMY NMPUMEHEHUIO
s MHTENNEeKTyanbHbIX TEXHOMOIMMMN,
COYeTaHUI0 IBPUCTUYECKUX
MEeTOAOB U TPaAULMOHHOIO
CUTHaTYpPHOro AeTeKTUpPOBaHUA.




Dr.Web

Dr.Web — 2T0 ceMencTBO aHTUBUPYCOB, NpeaHa3HauYeHHbIX A1
3alUTbl OT MOYTOBbLIX U CETEBbLIX YepBen, pyTKUTOB, (danioBbIX

BMPYCOB, TPOSAHCKMX NpOrpaMM, CTEe/IC-BUPYCOB, NOTMMOPPHbIX
BUpycoB, 6ecTenecHbIX BUPYyCOB, MaKkpoOBMPYyCOB, BUPYCOB,
nopaxatwuwmx gokymeHtol MS Office, ckpunT-BUpPYyCOB,
wnmnoHckoro MO (spyware), nporpaMM-noxmuTuTenien naposneu,
K/1aBUATYPHbIX LLUMMOHOB, NMpPOrpamMM naaTtHOro A03BOHQ,
peknamHoro MO (adware), noTeHumanbHo onacHoro M0,
XaKepCcKnx yTUnuT, NporpaMM-toKoB, NMporpamMm-LUlyTOoK,
BPeAOHOCHbIX CKPUMTOB M APYIrMX BpeAOHOCHbIX 06BbEKTOB, a
TakKXXe OT cnaMa, CKaMUHr-, @apMmHr-, ULWLNHr-coobeHnm um
TEXHUYECKOoro criama.

ana Windows
AHTUBMPYC + AHTUCTIAM
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THE END




