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BPEOOHOCHbBIE NMPOIr’PAMMDI

BpenooHOCHbIe nporpaMmmbl —
9TO Nporpammbl, HaHOCALLME Bpea
OAHHLIM U NporpaMmmam,
XpaHALLMMCA Ha KOMIMbIOTEpPE.

3a co3gaHue, NCnonb3oBaHue u
pacnpocTpaHeHne BpeaoHOCHbIX
nporpamm B Poccum n 60nbLINHCTBE
CTpaH NpeaycMoTpeHa yrorioBHas
OTBETCTBEHHOCTb



NMEPBbLIE BPEOOHOCHbIE U AHTUBUPYCHbIE NMPOIMrPAMMBI

[MepBbIn BUpYC, nossusLummncs B utone 1982 r., 61 HanmcaH 15-
neTHUM wkonbHUKoM Puyem CkpeHTa (Rich Skrenta) ans
nnatdopmbl Apple Il u oTHOcKIcA K kKaTeropum 3arpy3o4dHbix. OH
pacnpoCcTpaHAcs, 3apaxasi Kof 3arpy304HbIX CEKTOPOB AUCKET
ansa onepaumoHHon cuctembl Apple |l. Tpn 3arpyske komnbroTepa
BUPYC OCTaBasiCcs B NaMATU U 3apakari Bce ANCKETbI, KOTopble
BCTaBNANUCb B AUCKOBOL.

XKepTtBamu Bupyca ctanum KoMmnbloTepbl APY3eN N 3HAKOMbIX
aBToOpa, a TakkKe ero yymtesib MaTeMaTuKu,

Kak mHormne ctapble Bupychl, Elk Cloner otnnyarncs Elk Cloner:

BU3yasibHbIMU NPOSBAEHUSAMU: NpU Kaxxgon 50-1 The program with a personality
3arpyske OH rnokasblBar KOPOTKOe CTUXOTBOpPEHME It will et on 411 your disks
(«Elk Cloner - aTo yHuKkanbHasa nporpamma. OHa It will infiltrate your chips
MPOHVKHET Ha BCE BaLUW AWCKU, MPODUNLTPYeT T3S i

Bawwu ynnbl. O ga, ato Cloner. OHa npuknenTca K It will stick to you like glue
Bawm, kak knen. [Nporpamma cnocobHa N3MeHuTb n It will modify ram too

Send in the Cloner!

RAM. MNyctute k cebe Clonery).

[MepBbI aHTUBUPYC BCEro NULLbL Ha ABa roga Mnaglle cesoero Bpara. B 1984
r. niporpammmcTt AHan XonkuHc (Andy Hopkins) Hanucan ytunursl,
NO3BOSISAOLLME NEPEXBATLIBATL HEKOTOPbIE Orepaunu, BbINOSTHAEMbIE Yepes
BIOS, a Takke aHannanpoBaTtb 3arpy304Hbii MOAYMb, YTO AaBasno
BO3MOXXHOCTb 6H0POTHCS C HEKOTOPbLIMU TUNAMU BUPYCOB TOTO BPEMEHW.




TUMNbl BPEAOHOCHBbIX NMPOIrPAMM

KOMIbIOTEPHbLIE BUPYCbI

CETEBbIE YEPBU

TPOAHCKUE NMPOIPAMMBDI

NMPOIMPAMMbI NMOKA3A PEKJIAMbI (ADWARE)

NMPOMPAMMbI-LUMAOHDBbI (SPYWARE)

XAKEPCKUE YTUIINTDI



TUMNbl BPEAOHOCHBbIX NMPOIrPAMM

Konuyecmeo Ho8bix 8pedOHOCHbIX rnpozpamMm, ObHapyXKeHHbIX PacnpedeneHue knaccoe 8pedOHOCHbIX
aHanumukamu «Jlabopamopuu Kacriepckozo» e 2007 200y rnpoegpamm (rnepeoe rosiyeodue 2007 2.)

MalWare
1 TrojWare 2007
B VirWare 2007
B MalWare 2007

VirWare

TrojWare

-
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CornacHo knaccudukaumn «Jlabopatopumn Kacnepckoroy:

TrojWare: pasnu4yHble TpOSHCKME nporpamMmmbl 6€3 BO3MOXHOCTM CaMOCTOATENBHOIO pa3MHOXEHNS
(backdoor, rootkit n BceBo3amoxHble trojan);

VirWare: camopasmHoxatoLmecs BpegoHOCHbIE NporpaMmbl (BUPYChbl U YepBU);

Other MalWare: nporpammHoe obecnevyeHne, UHTEHCMBHO UCMNOSTb3yeMOE 3I10YMbILLSIEHHUKaMU NPU
CO31aHNKN BPeOOHOCHbIX MpOorpamMm 1 opraHusaumm atak.
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AHTUBUPYCHBIE NMPOIPAMMBI

Maximalni ochrana
pied ay ey vt ke

= A6 Antirus

[MpuHUMn paboTbl aHTUBUPYCHLIX MPorpamMmbl
OCHOBaH Ha npoBepke hansos, 3arpy304HbIX
CEKTOPOB AMCKOB U OrepaTtuBHOW NaMsATU K
NOMCKE B HMUX N3BECTHbLIX U HOBbIX BUPYCOB.

[ns noncka M3BECTHbLIX BUPYCOB
NCMNONb3YTCA CUrHATYPbI, T.6. HEKOTOPbIE
NOCTOSAHHbIE NocrnegoBaTenbHOCTU ABOUYHOIO
koaa, crneunduyHble Ans KOHKPETHOrO BMpYycCa.

[na noncka HOBLIX BUPYCOB NCMNOSb3YHOTCS
anropuTMbl 9BPUCTUYECKOIO CKaHMPOBaHUS, T.e.
aHanma rnocnegoBaTeribHOCTU KOMaHz, B
npoBepseMomM ObbeKTE.

BOMbLUNMHCTBO aHTUBUPYCHbLIX NPOrpamMm
coyeTaet B cebe PyHKLNN MOCTOAHHOM 3aLMmThI
(QHTMBUPYCHBLIV MOHUTOP) U PYHKLMN 3aLUUTbI
no TpeboBaHMo Nosib3oBaTesis (aHTUBUPYCHLIN
CKaHep).



NMPU3HAKU 3APAXEHUA KOMIBIOTEPA

BblBOA Ha 3KpaH HENPeayCMOTPEHHbIX COOBLLEHNA NN N300paXKEHN
[Mogava HenpeayCMOTPEHHbIX 3BYKOBbIX CUrHanoB

HeoxugaHHoe oTkpbiTUE U 3akpbliTue notka CD/DVD guckoBoga
[Mpon3BONbHLIM 3anyCK Ha KOMNbIOTEPE KaKNX-MMBOo nporpamm
YacTtble «3aBucaHma» n cbom B pabote koMmnbroTEpPA

MenoneHHasi paboTa KoMnbloTeEpPa NPU 3anycke nporpaMmm
NcuyesHoBeHME nnu nameHeHmne annos 1 nanok

YacTtoe obpalleHne K )XeCTKOMY OUCKY

«3aBucaHne» UM HeoxmaaHHoe noBeaeHne Gpaysepa




OEUCTBUA NPU HANNYUUN NPU3SHAKOB 3APAXEHNA KOMMNbIOTEPA

BHELUHEM HOCUTESE

szonme B naboporopuio

1. CoxpaHuTb pesynbraThbl paboTbl Ha
ﬂ

OOHOBUTE aHTUBUPYCbI!

2. OTKNIOYUTb KOMMBIOTEP OT JIOKaNbHOW
cetn u IHTepHeTa, eCcrnn oH K HUM Obin
NOAKITHOYEH

3. 3arpy3nTbCsl B peXnmMe 3alinTbl OT
cboeB nnn ¢ gucka aBapmmnHoOm 3arpysku
Windows (ecnu komnbtoTep BblaaeT
oLwmnbKy, Korga Bbl €ro BKNOYaeTe)

4. 3anyCcTuUTb aHTUBMPYCHYIO NporpamMmy




