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1. NloHATHME BpeaOHOCHOro nporpaMmmMHOro
obecne4vyeHus

K BpegoHOCHOMY nporpaMmmHoOMY
obecnevyeHmnto OTHOCATCH CETEBbLIE YEPBMU,
KOMMbIOTEPHbIE BUPYChIl, TPOAHCKUE
nporpamMmbl, XakepCKne yTunuTbl U
npovme nporpamMmmbl, HAHOCSILLME KaKoMn-
nnbo Bpea KOMMbIOTEPY, Ha KOTORO!
OHW 3anycKarTCs, Unn Apyrum
KOMMNbOTEPAM B CETW.

(http.//www.viruslist.com/ru)
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XPOHUKUN «YYMbI» KOMNbIOTEPHOINO BEKa

«JlabopaTtopusa Kacnepckoro»
noasena «BupycHbole» ntorn 2005
r. E.Kacnepckumn koHcTaTupoBarn
ABOWHOE yBeNMyeHne KonmyecTsa
BpegoHOCHbIX nporpamm B 2005 T.
B mecsay nx nossnsietcs 6onee 50
ThbIC., M BCE Yalle co3[alTCs OHU
He XxakepaMun-camoy4ykamu, a
OpraHn3oBaHHbIMMW MPECTYMHbIMU
rpynnamu ¢ Lernbo n3sredeHus
KOMMEPYECKOWN BbIroabl.
NcTouHuk: hitp:// www.osp.ru

bonee yeTbipex ToicaY
KOMMaKT-ANCKOB C KOM-
NbOTEPHBLIMU BUPYCaAMM
N3bATLI Y NpodaBLa Ha
paano-pbiHKe. LleHbl 3a
KOMMaKT-ANCKN C
obnoxkamu «Bce a4
XaKepoB» CTOUIMN He
OOpOXe, YEM OUCKU C

domnbMamMmn UnNu My3biKON.

NcTouHuk: RUpor.info

ExxerogHo amepukaHCcKum
NHCTUTYT KOMMbIOTEPHOW
©e301acHOCTY COBMECTHO C
KOMMbIOTEPHLIM Noapas-
aeneHnem OepeparnsHoro 6po
paccrnenoBaHi NpoBoOaUT
BecbMa nogpob-Hoe
nccnenoBaHmMe KOM-NbOTEPHON
npectynHocTtu o ntoram 2005
I. NIepBOe MeCTO MO yObITKam
Tpaan-uMOHHO 3aHMMaloT
BUpYyCbl. B cymme OHM HaHecnu
notepu B 42 757 767 ponnapos
(38,86% oT BCEX YyObITKOB 13-3a
NT-yrpos).
NcToYHuUK:
http://www.infobez.ru




2. Knaccudukaumsa BpegoHOCHOro
nporpaMmMHOro obecne4vyeHus

BpeAOHOCHOG nporpammMmHoe

obecne4yeHue
|
Knaccuueckue Hpoque
KOMMbIOTEPHbIE TposiHckue CeTeBble YepBy BPeAOHOCHbIE
BUPYCbl nporpaMmmel nporpaMmbl
. CGop nHopmaLmm DoS.Perl.
Mocneayio- Win32.Fu 1 ee nepenaya Trojan-Proxy MpoHukHo- Worm.Win32. «3amyco- Avirt
WwiA 3anyck nLove. 3MOYMBbILLNEHHNKY E BeHve Ha Lovesan pUBaHMNE»
CBOETO Kofa Win32. yRanenHole cem ,
Mitglieder KOMMboTepbI HackTool.Win
32.CrackSear
PaspyLueHune nnu
[anbHenwee 3roHaMepeHHasi Backdoor. 3anyck cBoen CeTteBble
BHeOpeHue B Moandukauus Agobot.gen KOnuu Ha aTaku Flooder.
apyrve - yAaneHHoMm Win32
pecypcsl Win32.Pa KOMrbloTepe - Fuxx
KoMMbloTepa : I-Worm.Sobig.f B3noMLuyku
HapyLeHue Trojan-Downl yAaneHHbIX
paboTto- >l oader.BAT.Ft KOMIMbO- DoS.Win32
CMocoBHOCTM p.ab Tepos .DieWar
KoMMbloTepa Oanbrenwee
Spaces. pacnpocTpaHeH
1245 ne Ha gpyrue
Mcnonb3oBaHue KOMMbIOTEpBI B datanbHble
pecypcos cetn ceTeBble
KOMnbloTEPA B aTtakum
HebrnaroBUAHbIX

uenax




Knaccuuyeckue
KOMMNbIOTEPHbIE BUPYCbI

K naHHoWM kaTteropum
OTHOCATCA NporpamMmeil,
pacnpocTpaHsitoLLne cBon
Konuu no pecypcam
NnoKanbHOro KoMnblTEPa C
Lenbto: nocneaytoiero
3anycka cBoero koga npu
Kaknx-nmbo gencTBusax
nonb3oBaTens; AanbHenwero
BHeOpeHus B gpyrue
pecypcbl KOMMbOTEPA.

CeTeBble 4YepBUu

K maHHoW kateropum
OTHOCATCSA Nporpammei,
pacnpocTpaHsaoLLMe CBOM
KOMWW Mo NoKasnbHbIM W/unu
rnoGarnbHbIM CETSAM C LienbIo:

NPOHUKHOBEHNSA Ha
yAaneHHble KOMMbTEpbI;
3anycka cBoem Konmu Ha
yAaneHHOM KOMMbloTepe;
JanbHenLwero
pacnpocTpaHeHus Ha apyrue
KOMMbIOTEPDLI CETH.

TposiHCKMe nporpamMmbil

B oaHHylo kaTeropuio
BXOAAT NporpamMmbl, ocy-
LLEeCTBMSAOLLME HEeCaHKLIMO-
HUPOBaHHbIE MNonb3oBare-
nem gencTeusi: cbop MH-
cdopmMaumu 1 ee nepedady
3MOYMBILLIIEHHMKY, ee pas-
pyLLUeHWe unu moguduka-
Lmio, HapyLleHve paboTo-
CNocoBHOCTU KoMMbioTepa,
1Cnonb3oBaHWE PecypcoB
KomMbloTepa B Hebnaro-
BUOHbIX LieNsix.

Mpouyne BpeaOHOCHLIE
nporpamMmmbl

K naHHoM KaTteropum
OTHOCATCA:

YTUNUTblI aBTOMaTU3aLmm
CO34aHna CeTEBbLIX YEPBEN,
BUPYCOB U TPOAHCKUX
nporpaMmm

onbnmortekn,
pa3paboTaHHble Ans
co3aHnsA BPeJOHOCHOIo
Mno;

YTUNUTbI CKPbITUS Koga
3apaxkeHHbIX pannos ot
aHTMBUPYCHOW NPOBEPKN




3. KoMnbTEepHbIe BUPYChI

CyLLecTBYET HECKOMNbKO OnpeaeneHnin KoMnbTEPHbIX
BMPYCOB.

«KoMNblOTEPHBIN BUPYC — 3TO CneumnanbHO HanncaHHas,

HebornbLUas No pasmepam nporpamMmma (T. €. HEKoTopasi COBOKYMHOCTb
BbIMOSIHAEMOrO Kofa), KoTopas MOXET «MpUnncbiBaTb» cebs K ApyrMm nporpaMmmam
«3apaxaTb» UX), co3gaBaTb CBOW KOMUU N BHEOPATb UX B doaisibl, CUCTEMHbIE 0BacTu
KOMMbOTEpa U T. 4., @ TakKe BbIMOMHATL pasfindHble HexXenartesibHble 4eNCTBUS Ha
kKomnbtoTepe» (3, 208).

«KomnbloTepHbIM BUPYCOM Ha3sblBaeTcsi CrnocobHasa K caMoOBOCMPOM3BOACTBY U
pa3MHOXEHMIO NporpamMma, BHeapsoWwasacs B gpyrue nporpammbl» (2, 145)

«KomnbloTepHbI BUPYC - doparMeHT UCMONHAEMOro koaa, KOTOpbI KonupyeTt cebs B
Opyryto nporpaMmmy (rnaBHyto nporpammy), moanduumpys ee npu atom. [lybnmpys cebs,
BMPYC 3apaxkaeT apyrue nporpaMmbl. BUpyc BbINONHAETCSA TOMbKO NpuY 3anycke rmaBHOM
nporpamMmbl 1 BbI3blBAET €€ HenpeackasyeMoe noseaeHne, NPUBOASLLEE K YHUHTOXEHUIO
N UCKaXXeHWU0 AaHHbIX U nporpamm» (http://www.glossary.ru).

«KoMnblOTEPHBIN BUPYC - NporpamMmmMa, MMerLlast BO3MOXHOCTb CO34aBaTb CBOU
aybnukatbl (He 06s3aTenbHO coBnagatoLme ¢ OpurnMHanom) n BHeAPSTb UX B
BblYUCNUTENbHbIE CETU N/MNK dbannbl, CUCTEMHbIE 06NacTX KOMMbOTEPA N NpoYmMe
0OBEKTbI C LENb UCKaXXEHUSA U YHUYTOXEHNSA OaHHbIX U nporpamMm.(Crnosapb
npuknagHon nutepHetnkn / Hexaes C.A., KpusoweunH H.B., AHgpees N.J1., Ackesn4d A.C.)
[Mpun aTOM AyGnMKaTbl COXPaHSAT CNOCOBHOCTL K AanbHENLEMY pacnpoCTPaHEHUIO.
Takne nporpamMmmel, Kak NPaBuIio, COCTaBIAOTCS Ha S3blke accembrnepa, HUKaKnx
COOOLLIEHMI Ha 3KpaH aAncnnes He BblaatoT. [epeHocAaTcs Npu KONMPOBaHUK C AUCKA Ha
anck nnbo no cetn NHTepHeT.(Crnosapk npuknaaHon nutepHetnkn / Hexaes C.A.,
KpmBowewnH H.B., Anopees W.J1., Ackesuy A.C.)




NMNepBbIN BUpyc ana PC

[Nepsbiit BUpyc ansa PC 6bin obHapyXeH poBHo 20 neT Hasapj - B
saHBape 1986 roga. HasbiBanca oH Brain.A n pacnpocTtpaHancs
"nepeKkpecTHbIM OnblfieHneM" - Yepes OUCKETDI.

NHUUMpPYS 3arpy304HbIA CEKTOP MaLUMHbI, BUPYC NpUcTynan K
KONMpoBaHMio cebda BO BCe AOCTYNHble doannbl. Bupyc bbin
be3onaceH, He NMPUYNHASN HUKakoro ocoboro Bpeaa, HO UMEHHO OH
cTan pogoHadanbHUKOM OSIMHHON BEPEHULbI CBOUX
nocnepgosareneu, 3a npoweawune 20 neT ycrnesLmnx
"9BONOLUMOHNPOBATL" B MOPOM BECbMA arpeccuBHbie "ocodbn”.

Bupychbl e, nopaxatoLune 3arpy304HbIn
cekTop, bnaronony4Ho "BbiMepnu" yxe c
1995 roga, Korga nPoOTUB HUX NMOSABUIIUCH
OO0CTaTOYHO 3P EKTUBHLIE CpeacTBa
6opbbbI, @ caMn ANCKETLI NOYTU NepecTanm
NCNONb30BaTbCS - NOABUNACH TEXHOMOMSA
ONTUYECKNX HOCUTENEMN. i

(Ithews.com.ua) N B,




UcTopusa KoMmnblOTEepPHbIX BUPYCOB - OT
APEeBHOCTU A0 HalUnX OAHEW

Ha caunTe http://apisoft.nnov.ru

«O nosiBNeHnn nepBoro e a4 Isomsbe et S
KOMIBIOTEPHOTO BUPYCa MHOTO S e e
pasHbIX MHeHWIA. [JonoanmMHHO :
TONbKO U3BECTHO, YTO HA MaLLNHe
Yapnb3a babbunaxa,
cunTatroLlerocsi nsobpertarenem
NepBOro KOMMbTEPA, €ro He
obino, a Ha Univax 1108 n IBM
360/370, B cepeanHe 1970-x rogos
OHM yXe 6binn. IHTepecHo, 4To
noesa KOMNbITEPHbLIX BUPY-

COB MosiBUNacb HAMHOrO paHbLUe
caMnx NePCOHanbHbIX
KOMMNbIOTEPOB ».
(http://apisoft.nnov.ru)

i Crarbi i o63opbl
HCTOPMN KOMIMbHOTEPHDbIX BAPYCOB - OT APEeBHOCTU A0 HalKX AHeﬁ
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Knaccudukauma BupycoB

OOnH U3 aBTOPUTETHENLLNX
«BUpYyCOSioros» CTpaHbl EBreHnn Kacnepckuu
npeanaraeTt ycroBHO KnaccnduumpoBaTb
BUPYChbI MO creayrwmm npmsHakam:

[Ino cpene obutaHusa BMpyca;

[Ino cnocoby 3apaxeHusa cpeabl 0OUTaHUS;
[Ino AecTpyKTUBHBLIM BO3MOXHOCTSIM;

[Ino ocobeHHOCTAM anroputma Bupyca.

KAIPZR{KKY 3



Cpeaa cyuwiectBoOBaHMS BUPYCOB

OﬂepaLl,I/IOHHaFl cucrtemMa unum npuroxeHme Moxet noaBeprHyTbCA BUPyCHOMY HanageHMo B TOM
Cliydae, ecClimt OHa nMeeT BO3MOXHOCTb 3anyCTUTb NporpamMmmy, He ABNAKLYHCA YaCTbio camowu
CUCTEMBbI. ,D,aHHOMy YCJ10BUIO yOOBNETBOPAKT BCE NonyndpHble «HAaCTOJIbHbIE» OnepaunOHHbIe
CUCTeMbl, MHOIne O('bI/ICHbIe NPUNoOXeHuns, rpacbvlqecme penakTopbl, CACTEMbI MPOEKTUPOBAHUA N
npo4vume nporpamMmMHblie KOMMJ1EKCbI, UMelLLIMe BCTPOEHHbIE CKPUNTOBbIE A3bIKA.

KOMI'IbI-OTeprIe BUPYChbI, 4epBU, TPOAHCKMNE NporpamMmmbl CyLLECTBYIOT OJ14 OECATKOB
ornepaunoHHbIX CUCTEM U I'IpMJ'IO)KGHVIVI. B 10 Xe BpemMA cyllecTtByeT OrpoMHOE KOJfiM4eCcTBO
apyrnx onepaunoHHbIX CACTEM U I'IpMJ'IO)KGHVIVI, AN KOTOPbIX BpeOOHOCHbIE NMPpOorpamMmMbl NOoKa He
06Hapy)KeHbI. UTto saBnseTcs I'IpM‘-IMHOﬁ cyuwecTtBoBaHUA BpeaHbIX nporpaMmm B O4HUX CUCTEMaX U
OTCYTCTBUA UX B ,El,pyFI/IX?

[MprymHOM NosiBNeHna NoA0BHbLIX MPorpamMM B KOHKPETHOM OnepaunoHHOM cucteme unm
NPUNOXEHNN ABNAETCHA OQHOBPEMEHHOE BbINOSTHEHNE CIIeAyoLLNX YCIOBUN:

NnonynApHOCTb, LUMPOKOE pacnpocTpaHeHne JaHHOW CUCTEMDI;

Hanuyne pasHoobpasHoM 1 OCTAaTOYHO NOSTHOM AOKYMEHTaALMN NO CUCTEME;

He3allnLeHHOCTb CUCTEMbI UIKN CyLLleCTBOBaHNE N3BECTHbIX y$|3Bl/IMOCTeI7I B cucteme 6e30nacHOCTMW.

Kaxxooe nepeyncrnieHHoe ycrioBue siBnsieTcss HeobxoauMbIM, a BbINOMHEHNE BCeX TPeX YCroBUiA
OOHOBPEMEHHO SIBMNSETCHA A0CTATOYHbIM AN NOSABNEHNs pa3HOObpasHbIX BPEAOHOCHbIX
nporpamMmm.



KTo co3pnaeTt BupycCbl ? P\ ViR

KTo n nouemy cosgaet Bpe4OHOCHbIE NPOorpaMmMbI?

OcHoBHasi Macca 8UpyCco8 U TPOSIHCKMX MporpaMmM B MPOLUSIOM co3faBanach CTyAeHTaMu U LKONbHMKaMMU,
KOTOPbIE TOMbKO YTO U3YYMIN S3bIK MPOrPaMMUPOBaHISA, XOTeN Nonpo6oBaTb CBOU CUSbl, HO HE CMOITN HAWTU
Ans HUX 6ornee OoCToNHOro NnpumeHeHus. OTpageH TOT akKT, YTO 3HaYUTENbHAs YacTb NOAOGHbLIX BUPYCOB UX
aBTOpPaMu He pacnpoCTpaHsnach U BUPYCbl Yepe3 HEKOTOPOE BPpeMsl yMUpanu caMu BMECTe C AUCKaMn, Ha
KOTOPbIX XPaHUMCb. Takne BUPYCbl MMCANCh U NULLYTCS MO Cel AeHb TONbKO AN CaMOYTBEPXKOEHUS UX
aBTOPOB.

Bmopyto epyniny co3gartenen BUPYCOB Takke COCTaBNAKT MonoAble Nnoamn (Yawe — CTyAeHTbl), KOTopble eLe He
MOMHOCTBIO OBNagenu NCKYyCCTBOM NpOorpaMmMupoBaHus. EQMHCTBEHHAA NpyMYKnHa, TONKaLWwasa nx Ha HanncaHue
BMPYCOB, 3TO KOMMSIEKC HEMOMHOLEHHOCTU, KOTOPbI KOMMNEHCUPYETCA KOMMNbIOTEPHBIM XYNUraHCTBOM. M3-nog,
nepa NnogobHbIX «yMEmnbLEB» YAacTO BbIXOAAT BUPYCbl KpaHe NPUMUTUBHBLIE U C 6ONbLLIMM YNCIOM OLLIMOOK
(«CTyaeH4Yeckme» BUPYChI).

CTtaB cTapLue u onbiTHEE, MHOIME 13 NogOOHLIX BUpyconucaTenen nonagatT 8 mpemseko, Hambonee onacHyr
rpynny, KoTopas co3gaeT 1 3anyckaeT B MUpP «npocheccuoHanbHble» BUPYCbl. OTU TLATENbHO NPOgYMaHHbIE U
OTNaXXeHHbIE NporpamMmMbl co3aatoTcs NPodeCCMOHanNbHbIMK, YacTO OYEHb TaNaHTIMBLIMM NPOrpaMMNCTaMN.
Takne BMpYCbl HEpPeaKo MCMONb3YT 4OCTATOMHO OPUTMHAaNbHbIE anNrOPUTMbl MPOHUKHOBEHUSA B CUCTEMHbIE
obnacTtu gaHHbIX, ownbKn B cuctemax 6e3o0nacHOCTM ONepauuoHHbIX cpen, CoumanbHbi MHXUHUPWHT U NpoYne
XUTPOCTW.

OTaenbHO CTOUT Yemeepmasi epyrina aBTOpOB BUPYCOB — «UCCrefoBaTenmn», JOBONbHO COOOpa3nTenbHble
NPOrpaMMMICTbI, KOTOPbIE 3aHMMAlOTCS M30BPETEHMEM NMPUHLMNNATBHO HOBbIX METOLAOB 3apaXkeHWsi, CKPbITUS,
NpoTMBOAENCTBUS aHTMBMpPYCcaM U T. 4. OHU ke NpuaymMblBatoT criocoObl BHEAPEHMS B HOBbIE OMNepaLMOHHbIe
cMcTeMbl. ATU NporpaMMUCTbI NULWYT BUPYChl HE paan cobCTBEHHO BUPYCOB, a CKopee paau uccrnenoBaHus
NOTEHUMANOB «KOMMbOTEPHON dhayHbl». YacTo aBTopbl NOAOGHbLIX BUPYCOB HE pacnpoCTPaHSIOT CBOM TBOPEHMS,
OfHaKo aKTMBHO NponaraHaupyrT CBOU MOEN Yepe3 MHOIOYMCIEHHbIE MHTEPHET-PECYPChbI, NOCBSILLEHHbIE
CO3[aHui0 BUPYCOB.



4. [pn3Hakn NoABMEHNA U CNOCOoObLI 3apaXeHUs

BUpycamum

HenpodbeccrnoHany cnoXxHo oGHapYyXnTb NPUCYTCTBUE BUPYCOB Ha
KOMNbKOTEPE, MOCKOSIbKY OHM YMENO MacKUpYyoTca cpeamn 00bIYHbIX
doamnnos.

lNpu3Haku 3apaxeHuns

BbIBOA Ha 3KpaH HeENpeayCMOTPEHHbIX COOBLLIEHNN NNK
N300paxxeHun;

nogada HenpeayCMOTPEHHbIX 3BYKOBbIX CUIHAsIOB;
HeOXuagaHHoOe OTKPbITUE 1 3aKkpbiTue notka CD-ROM-
YCTPOWCTBA;

NPOW3BOSIbHbIN, 63 Ballero y4yacTtud, 3arnyck Ha
KOMMNbKOTEPE KaKUX-NTMOO NnporpamMmm;

Npwv HaNM4YMn Ha BaLleM KOMMbIOTEPE MEXCETEBOIO
9KpaHa, noaBneHmne npeaynpexngeHnn o nonbiTke Kakou-
nmbo n3 nporpamMmm BaLLEro KOMNbOTEPA BbINTU B
WHTEPHET, XOTHA Bbl 3TO HUKAK HE NHULIMMPOBaru.



Ecnu Baw KoMnblOTEpP 3apaxeH

He naHnkynte! He nogaaBaTtbCs NaHUKe — 30510TOE NpaBuio, KOTopoe MOXET n3baBuUTb
BacC OT NOTEPU BaXKHbIX OAAHHbLIX N NULLIHUX NepeXxuBaHni.

OTKNIOYMTE KOMMbIOTEP OT UHTEPHETA.
OTKIOYNTE KOMMNBIOTEP OT JTOKarNbHOM CETU, ECINN OH K HEW ObIN NOOKIHOYEH.

Ecnu cumnTom 3apaxeHna COCTOUT B TOM, YTO Bbl HE MOXETE 3arpy3uTbCs C XKECTKOro
Oncka KoMmnbtoTepa (KoMnbloTep BblAAET OLWNBKY, Koraa Bbl €ro BKAovaeTe), nonpodbynte
3arpy3uTbCa B pexmme 3allnTbl OT cboeB nnu ¢ gncka aBapunHom sarpyskn Windows,
KOTOPbIV Bbl CO3aBasniv npu yctaHOBKE ornepaumoHHON CUCTEMbI Ha KOMMbIOTEP.

[Mpexae yem npegnpuHMMaTh Kakne-nnmbo ENCTBUS, COXpPaHUTE pesyrnbraThl Ballen
paboTbl HA BHELWHW HOocuTeNb (anckeTy, CD-aunck, donaw-kapTty un np.).

Ckavante un yCTaHOBUTE ﬂp06HyI-O UJTN Ke Kynmte rnosriHyr BepCcuio AHTI/IBI/IpyCa, €CJlnN Bbl
JTOro eule He caenaljim n Ha BaleM KOMIbrTepe HE YCTaHOBITIEHO OPYTrnx
dHTUBUPYCHbIX NMporpamMmm.

[Mony4nTe nocnegHne obHOBNEHNA aHTUBUPYCHBbIX 6a3. Ecrnn 9To BO3MOXHO, ANs NX
nonyvyeHns BbIXOAUTE B MHTEPHET HE CO CBOEro KOMMboTepa, a C HedapaXKeHHOro
KoMMbloTepa Apy3en, MHTepHeT-kade, ¢ paboTsl. Jlyylie Bocnonb3oBaTbCs ApPYyrm
KOMMbOTEPOM, NOCKOSIbKY NPU MOLKITHOYEHUN K MUHTEPHETY C 3apa)eHHOro KomnbloTepa
€CTb BEPOATHOCTb OTMNPaBKM BUPYCOM BaXXHOW MHPOpMaLIUM 3NOYyMbILLUSTIEHHUKAM U
pacrnpocTpaHeHus BMpyca no agpecam Baillen agpecHon KHUrn. MiIMeHHo noatomy npu
NOL4O3PEHUN Ha 3apaxkeHue nydlle BCcero cpasy OTKIMYNTLCA OT UHTEPHETA.

YcTaHOBUTE pekoMeHayeMbIW YPOBEHb HACTPOEK aHTUBUPYCHOM NporpamMmbi.
3anycTuTe NosHy NPOBEPKY KOMMNbIOTEPA.



5. [lporpaMMHbIe aHTUBUPYCHbLbIE
cpeacTBa

[TporpamMMHbIM NAKeT, NpeaHa3HadYeHHbIN ana 9(EKTUBHOW 3aLUNThI,
nepexesaTa 1 ygarneHua U3 onepaumoHHON CUCTEMbI KOMMNbIOTEPA
MaKCUMasibHOro Korinyectea BpeaoHOCHbLIX (UM NOTEHUMASbHO
BP€OOHOCHbIX) NpOorpamMm.

B HacTosiuee BpemMa DOMbLUIMHCTBO BEAYLLUUX aHTUBUPYCHbBIX Nporpamm
coyveTaeT B cebe (pyHKUMN NOCTOAHHOWN 3almnTbl (AHTUBUPYCHbLIN MOHUTOP) U
doyHKUMKM 3aWmnThl MO TpeboBaHUIO NonbL3oBaTenst (AHTUBUPYCHbBIN CKaHeP).

[TocTOsAHHaA aHTMBUPYCHAA 3alimMTa 3anyckaeTca aBToOMaTUYeCKU npu
cTapTe onepaunoHHON CUCTEMbI U paboTaeT B KayecTBe (OOHOBOIO
CUCTEMHOrO npoLecca, NpoBepsAs Ha BPeA4OHOCHOCTbL coBepLUaeMble
apyrmmmn nporpammammn gencteud. [NoctosiHHaa aHTUBUPYCHadA 3awmTa
NpoOBePSET HE TONLKO dpannbl Ha PasnUYHbIX HOCUTENAX MHGOPMaLMN, HO U
ornepaTtuBHy0 NamATb KomnbroTepa. OCHOBHas 3agadva NOCTOAHHOM
aHTUBMPYCHOWN 3aLUUTbl KOMMbloTEpa: obecneynBaTb MakCUMarnbHYO
6e3onacHOCTb NPU MUHUMaNbLHOM 3aMeasieHMn paboTbl NPOBEPSEMbIX HA
BPE€AOHOCHbIE AEeNCTBUS Nporpamm.




[TpuMepbl aHTUBUPYCHLIX NporpamMmm

DrWEB.ru

erT

naboparopus

KA(Mzp(Koro

AHTUBMpYCHbIe nporpammbl Dr.Web® BbINONMHAOT NOUCK U yaaneHne N3BecTHbIX
KOMMbIOTEPHBIX BUPYCOB M3 NAMSITU U C XKECTKUX ANCKOB KoMnbtoTepa. Kpome Toro, ncnonb3ys
YHUKanNbHY TEXHOMNOTMIO onpegeneHns BUpyconogobHbIX CuTyaumii, OHN COCOGHBI C
BbICOYaNLLIEN CTeNeHb BEPOSTHOCTM OBHApyXMBaTb paHee HEN3BECTHbIE KOMMbIOTEPHbIE
BMPYCbl. ATy CNOCOBHOCTb HE pa3 OYeHb BbICOKO OLEHMBanu cneuuannctbl 1 oTMeYanu Begylume
XypHansbl. B yacTtHocTu aHrnuiickmia xxypHan “Virus Bulletin 7, exxerogHo npoBoasiumn
TECTUPOBaHME CUSIbHENLLNX aHTMBUPYCHBIX MPOrpaMM Mnpa HEOQHOKpPAaTHO NpucBavBarnl
npectmkHbln 3Hak VB100% aHTMBMpycHbIM nporpammam Dr.Web®, T.k. nporpammbl Dr.Web® npu
TECTUPOBAHMUN Ha MMEIOLLIENCSA Y XypHarna BUpycHow konnekuumn onpegenunu 100 %
KOMMbIOTEPHbIX BUPYCOB. [laHHasi Konnekunsi cobpaHa cneumanuctamm XypHarna us peanbsHo
pacnpoCTpaHeHHbIX BUPYCOB.

Mpeateye antusupyca Eset NOD32 nossuncsa Ha ceeT npuMepHO B TO e BPEMs!, YTO 1
nepBbIi KOMMbIOTEPHbIV BUPYC. A Obino 310 B Mae 1988 roga. Torga e Ha YexocrnoBaLKoM
TenesnaeHn orpoMHON NONYNAPHOCTLIO NOMb3oBarcs cepyan "bonbHuua Ha okpavHe ropoaa”
(nnm "Nemocnica na Okraji Mesta". Kak Mbl NOMHMM, NepBble BUPYCbl aTakoBarny UCKIIOYNTENBHO
boot-cekTopa, TOxXe pacnonoxeHHble Ha "okpauHe" ancka. A NOCKOMbKY aHTUBMPYC BNOSHE MOr
COWTK 3a BONbHULLY, peLleHo ObIno obbirpaTb Ha3BaHWe C NOYTU OOHOMMEHHBIM cepuanom. B
pesynbraTe nony4yurics aHtTueMpyc "bonbHuua Ha kpato gucka” (unu "Nemocnica na Okraiji
Disku", T.e. NOD)

lMNoabl ynopHon pabotbl no3sonunu Jlabopatopun Kacnepckoro ctate nuaepom B paspaboTtke
CpeAcCTB 3awmThbl OT BMpycoB. OcHoBHOM NpoaykT, AHTuBMpYCc Kacnepckoro®, perynspHo
3aHMMaET BbICLLME MeCTa B TeCTax MeXayHapoaHbIX UCCregoBaTenbCkUX LEHTPOB U
KOMMbIOTEPHbIX N30AHUN.

AHTUBMPYCHbIE NporpammHble mogynu "lNMabopatopun Kacnepckoro" o6ecneqmBaoT HagexHyHo
3aLLUMTY BCEX MOTEHUMArbHbIX 0OBbEKTOB BUPYCHBIX aTak - paboumx cTaHumi, aninoBbix 1 BEO-
CEPBEPOB, NMOYTOBbIX LUMIO30B, MEXCETEBbLIX 3KPAHOB 1 KAPMaHHbIX KOMMbIOTEPOB. YA0OHbIE
cpencTBa ynpasneHus MO3BONAT MaKCMMarbHO aBTOMAaTM3NPOBaTb aHTUBUPYCHYIO 3aLLMTY
KOMMbIOTEPOB 1 KOPMOPATMBHBIX CETEN.



TemMbl caMoCcTOATEeNbHbIX UCcrieaoBaHUN
y4aLlnxcs

CocTaBuTb knaccmdukauunto Handonee pacrnpocTpaHEHHbIX B
HacTosLlEeEe BPEMSA BPEAOHOCHbLIX NPOrpamMmm.

N3yunTb cnocobbl NPOdnIakTUKN 3apaKeHnsa KoMMbloTepa
BPeOOHOCHbIMW NporpaMmmamu.

[MpoaHanuanpoBaTb MeTOAbl 3aLMTbl KOMMNbIOTEPOB OT
NPOrpamMMHbIX Yrpos.

N3yunTb BO3MOXXHOCTUN aHTUBUPYCHbIX NporpamMmm. NpaBuna
NOAMNUCKN Ha aHTUBUPYCHbIE NPOrpaMmMbl U UX HACTPoOMKa Ha
aBTOMaTUYECKYH NPOBEPKY.

NccnepgoBaTb 3pdEKTUBHOCTL ODLLIECTBEHHbBIX MEXAaHU3MOB B
cepe 3awmnTbl MHpopMaLuun OT BPEAOHOCHbLIX Nporpamm
(MHdopMaUMOHHas 3TMKa, NpaBoBble HOPMbI, HaKa3aHuda 3a
npaBoHapyLleHns B MHpopmMaunoHHon cdepe).

OnpenennTb YpoBEHbL OCBEAOMITIEHHOCTU yYaLLMXCA O NpMU3HaKax
3apaXXeHns KOMMbTEPOB, BO3MOXHbIX MOCNEACcTBUS, MeTodax
Bopbbbl 1 NPOMUNAKTUKMN 3apaXeHnsa BPeaOHOCHbLIMN
nporpamMmvamu.
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CauTtbl No Teme:

Dr.Web http://www.drweb.ru/

SecurityLab.ru — nHopmauoHHbIN NopTan, onepaTMBHO U eXeQHEeBHO pacckasblBaloLLmM
0 cobbITUsAX B 0bnactn nHgopmMaummoHHom besonacHocTu_hitp://www.securitylab.ru/

Web-cepBep noapasgenieHns no BbISIBIIEHMIO N NPECEYEHUIO MPECTYNIEHNN,
coBepLUaeMbIX C UCMOMNb3oBaHMEM NOoAAENbHbIX KPEOUTHbBIX KapT, U NPeCTYNIeHnn,
coBepLUaeMbIX NyTEM HECAHKLIMOHMPOBAHHOIO AOCTYNa B KOMMNbIOTEPHbIE CETU 1 Ga3bl
AaHHbIX_http://www.cyberpolice.ru

AlNMN-Codt - Ctatbm 1 0630pbl. ACTOpUS KOMMBIOTEPHbLIX BUPYCOB - OT APEBHOCTU A0
Hawmnx aHewn_http://apisoft.nnov.ru/newsat02.shtml

NHTepHeT 6esonacHocTb_www.viruslist.com/ru/
NHTepHeT-noptan "besonacHoctb anga Bcex" - NpocTto o crioxxHoMm_htip://www.sec4dall.net/
Komnbrotep u 3goposbe_http://comp-doctor.ru/comp/comp_anv.php

KomnbtotepHas Bupyconorus (10. TexHonormsa npuMeHeHns CpeacTB 3allnTbl OT BUPYCOB)
http://cc.bstu.by/~tsv/bezr/p10.htm

JTabopaTopua Kacnepckoro_http://www.avp.ru/

MemopaHayMm o NpOTUBOAENCTBUM pacnpoCTpaHEHUO BPeOOHOCHbIX nporpamMm (BUpYCoB)
M HECAHKLMOHNPOBaHHbIX PEKNaMHbIX PaCChINOK (cnama)
http://www.networkdoc.ru/files/press/memoran.html

[MopTanbl no 6e3onacHOCTM MHGOPMAaLMOHHbLIX cuctemM_hitp://www.infobez.ru,
http://infosecurity.report.ru/. http://www.void.ru/

YKpanHckunn pecypc no 6esonacHocTtun kiev-security.org.ua

YkpanHckun LleHTp nHdpopmaumoHHon 6esonacHocTu hitp://www.bezpeka.com
depnepanbHbln NpaBoBon noptan_http://cyber-crimes.ru

LleHTp nccnegosaHmnsa KOMMNbOTEPHOM NpecTynHocTU_ hitp://www.crime-research.ru




KOMINbIOTEP HA BUPYC?



