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PowerGUI

e * IsaToolbox.ps1 - PowerGUI Script Editor

|| File Edit View Debug Tools Help

INEHZS | Q| #0322 O83Q|E | » Pl & | scriptParameters: |<Input script parameters here>
Function Get-Isaldrray ([string] §Name="%*")
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$Root = Hew-Object -ComObject "FPC.Root"
if({ $root.Arrays.Count -gt 0)
{
froot.Arrays|?{$_ -like $name}
H
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$name = Read-Host - AsSecureString <System.Management. Automation. SwitchParameter =
If set to true, the input will be echoed as star characters (*). The output will
then be a Securestring object.
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3 [@3% -5\sSecureString
froot.Arrays.Connec 2> -Debug
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4 -Erroréction Required: False. Position: named. Accept pipeline input: False. Accept
L} 2> -Errorvariable wildcard characters: false
Cay -OutBuffer
function Get-IsaDomainSet [ <2 -OutVariable ead-Host "BeenuTe ma Domain Set'a™))
=K 2> -Prompt
=) if (1$ISA) | 2y -Verbose
Wirite-Verbose "llogrmouyaemca B ISA cepeepy”
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Write-Verhose "BosppawmaeM colepximoe Habopa OOMEHHHX IMMEeH'™
$ISA.RuleElenments.DomainNameSets. Item($Donaindet)
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lﬂstartl '% * IsaToolbox.ps1 - Po... I@a) 23:38

o8]
-]




PowerGUI

. Demol - 192.168.1.80 - Remote Desktop
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.Sftware AD Cmdlets

b1 17151 00JIeryeHms padoThel ¢ Active

[aHTHOVI CTPOKI.

$u = Get-QADUser dsotnikov
$u.TsProfilePath = 'c:\profile'
$u.CommitChanges()

Import-Csv users.csv | New-QADUser
-ParentContainer mydomain.local/test

= becruiareH, mpexkpacHas IOaaepKKa.



o\/\/’s PowerTab

IapaMeTphl
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& Demol - 192,168.1.80 - Remote Desktop ._._

£ windows PowerShell

[PS Desktopl: Set—ExecutionPolicy
[PS Desktopl: . .\isatoolbhox.psl

PyHkuuu paa pasoTm ¢ ISA 3arpyxeHn
[PS Desktopl: $ISA = Get—-IsaArray
[PS Desktopl: $ISA.RuleElements._

remotesigned

$ISA.RuleElements.

SISA.RuleElements.ComputerSets

[18]1 1-34 [341]

! Startg i Windows PowerShell




& Demol - 192,168.1.80 - Remote Desktop

# windows PowerShell

[PS Desktopl: Set—ExecutionPolicy remoteSigned

[PS Desktopl: . .\isatoolbox.psl

PyHkuuu paa pasoTm ¢ ISA 3arpyxeHn

[PS Desktopl: $isa = Get—IsafArray

[PS Desktopl: Import—IsaDomainSet baddomains.txt

Beenute uma Domain Set’a: Banned domains
Moayuyaem 06bEKT HAGOPA AOMEHHBIX WMEH
floeaBaseM CcTPOKM U3 dauaa
CoxpaHseM U3MEHEHUA

[PS Desktopl: Get—-IsaDomainSet "Banned domains"

ERBOSE: BosspawaeM cooepXuMoe HAGOpa AOMEHHBIX MMEH
ahoo.com

rambler.ru

altavista.com

[PS Desktopl: Clear—i_
Clear—i
Clear—IsaBDomainSet

[11 1-3 <3/6>1



ell Community
Extensions

I I PYyHKLIVN:

st; Resolve-Host
p/Disconnect-TerminalSession
ip; Write-BZip; Write-GZip

MHOXECTBO [OpYyrux...

m Active Directory
CkaumBaTh TYT -



1ogkntodeHnsa Kk COM obbekTy ISA

param ([string]$Name="*")
$Root = New-Object -comObject "FPC.Root"
if( $root.Arrays.Count -gt 0)

{
$root.Arrays|?{$_ -like $name}
}
else
{

if ($name -eq "*")

{

$name = read-host "Enter name of the ISA array"

¥

$root.Arrays.Connect($name)



) U N3MEHEHne noptoB SSL coeanHeHnn

# lNogknoyaemMcs K com-00bLeKTy
$isa = .\Get-IsaArray.psl

# CMOTpUM Kakue OuanasoHbl MOPTOB YyXe pas3peLlleHbl
$isa.ArrayPolicy.WebProxy.TunnelPortRanges

# [HobaBnsgem aOuanasoH NopToB
$isa.ArrayPolicy.WebProxy.TunnelPortRanges.AddRange(
"SSL 1234", 1234, 1234)

# Ypnansem AOnanasoH

$isa.ArrayPolicy.WebProxy.TunnelPortRanges.Remove("SSL
1234")

# lNpumeHaeM u3MeHeHud
$isa.ApplyChanges()



{acTpoek ISA

# lNogkniovaemcsa K com-O0ObLEKTY
$isa = .\Get-IsaArray.psl

# 3anucbiBaeM TeKyLLyl OaTy B HYXXHOM popmaTe B NEPEMEHHYI0
$date = Get-Date -Format "yyyy-MM-dd"

# OKCropTUpyeM HACTPOWKM MOSINTUK
$ISA.ArrayPolicy.ExportToFile(
' "c:\logs\ISA-Policy-$date.xml",0,"", "Exported at $date")



;:V'V' A

# [MogkniovyaemMcsi K com-0ObekKTy
$isa = .\Get-IsaArray.psl

# 3anucbiBaeM TeKyllUyl OaTy B HY)XHOM dopmaTe B MNepeMeHHYIo
$date = Get-Date -Format "yyyy-MM-dd"

# lNonyyaem nonuTtukn, BblIBMpaem nonb3oBaTenbckne, dopMaTtupyemM M COXpPaHsAeMm
$ISA.ArrayPolicy.PolicyRules | where {-not $ .System} |
select Order, Name, Enabled,
@{Name="Type"; Expression={
switch($_.type){
@ {"Access"};
1 {"Publishing"};
2 {"Web Publishing"}
}
1}
@{Name="Action"; Expression={
if($_.action -eq 9){"Allow"}else{"Deny"}
}s
EnableLogging, Description |
ConvertTo-HTML | Set-Content "c:\reports\Report-$date.html"

Send-SmtpMail -To "CIO@domain.ru" -Subject "SPAM" -AttachmentPath
"c:\reports\Report-$date.html"



€ MOPThl OTKPbITbl CHAPYXXM Ha MEXCETEBOM 3JKpaHe.

param ([int[]]$ports=@(25,80,443))
$wc = new-object System.Net.WebClient

foreach ($port in $ports)
{

$url = "http://www.utorrent.com/testport.php?port=$port"
$ret = $wc.DownloadString($url)

new-object psobject | select @{N="Port"; E={$port}},
@{N="State"; E={$ret -match "port $port is open"}}




DAMMUCTbI 3aBNOYHOT

# CmMOTpMM npoueccbl Ha OPYromM KOMIMbOTEPE
[System.Diagnostics.Process]::GetProcesses("PCO1")

# OTnpaBnsem noyty

$smtp = New-Object System.Net.Mail.SmtpClient

$smtp.Host = "localhost™

$smtpclient.Send("from@domain.ru", "to@domain.ru", " Tema",
"Tekct coobuweHna")

# Hekogupyem URI CTpOKY
$string = "%DO%IF%DO%BE%D0O%B2%D0%B5%D1%80%D0%A8%D0%B5%D0%BB%D0O%BB «
[System.Uri]: :UnescapeDataString($string)

# lNony4aem npon3BOSibHOE 4YUCIIO
$rnd = New-Object random
$rnd.Next(1,100)

# ®OyHKuma Out-Notepad

function Out-Notepad {

$file = [System.IO.Path]::GetTempFileName()
$input | Out-String | Set-Content $file
notepad.exe $file }



1X OOBbEKTOB

# Cnmcok oOLwmx nanok
Get-WmiObject Win32 Share -ComputerName "PCo2"

# CmeHa MeTKMm gucka

$disk = Get-WmiObject Win32 LogicalDisk |
where {$_ .deviceld -eq "C:"}

$disk.VolumeName = "Main"

$disk.Put()

# 3anyckaem npouecc Ha OpYyrom KommbroTepe
$proc = [wmiClass]"\\PCO2\ROOT\CIMV2:win32 process"”
$proc.create("Calc")

# Cnucok yctaHosreHHoro 10O
Get-WmiObject Win32_ Product | sort vendor | format-table name, vendor, version

# lMnaHkn namsTm
Get-WmiObject Win32_ MemoryDevice |
Format-Table Deviceld,
@{label="Size"; expression={$ .EndingAddress - $ .startingAddress}}

# Ton 10 3acopuTenen noYToBbIX AWMKOB Exchange 2003

Get-WmiObject -Class Exchange Mailbox -Namespace ROOT\MicrosoftExchangev2 |
sort size -Descending | select -first 10 |

Format-Table *DisplayName, Size, TotalItems



3HblIEe Merno4n

# bbicTpaa BbIbOpka napameTpoB

${function:...}={process {$0bject=% ;
$args[0]|%{$0bject.($_)}}}

Get-Process powershell | ... Id

dir p* | ... Fullname

# bbicTpbIN For
1..10 | foreach {"Yucrno $ "}

Get-Content .\computers.txt | foreach { ping.exe $ -n 1 |
Select-String "OtBet" }

# PerynsapHble BblpaXeHus
Get-Content ftp.log |
where {$_ -match "~(\S+) .+USER (\S+)"} |

foreach {"lO3ep $($matches[2]) 3awen Ha FTP B
$($matches[1])"




ERSHELL U VBS



L

naneHue annosB, co3faHHbIX OO 3a4aHHOM AaThbl

set objNamedArgs=Wscript.Arguments.Named

path=objNamedArgs.item("path")

killdate=date() - objNamedArgs.item("killdate")
recur=objNamedArgs.item("recur"

wscript.echo path, killdate, recur

arFiles = Array()

set fso = createobject("scripting.filesystemobject")

'Huyero He ygnansem, noka npoberaem no BO3BpalleHHOMY Habopy dansioB.
"Habop MOXeT ObiTb mepemeLuaH.
'Co3gaém mMaccuB hannoBbiX OOBLEKTOB, 4YTOObLI 3TOr0 M3bexarb

SelectFiles path, killdate, arFiles, recur

nDeleted = ©
for n = @ to ubound(arFiles)

on error resume next 'in case of 'in use' files...
arFiles(n).delete true

if err.number = @ then

nDeleted = nDeleted + 1

end if
on error goto ©
next

Serv-1V, http:/forums.microsoft.com/TechNet-RU/ShowPost.aspx?PostID=1686126&SiteID=40



aneHue c¢annos, co3gaHHbIX A0 3aAaHHOW AaThbl

i

sub SelectFiles(sPath,vKillDate,arFilesToKill,bIncludeSubFolders)
on error resume next
' pobaBnsiem amnbl Ha yaaneHve B MaccuB

set folder = fso.getfolder(sPath)
set files = folder.files
for each file in files
' Ha BCHAKMM CryYan OTCrexmBaeM OWKnbKM JocTtyna K
' cBouncTtBy Date
dtlastmodified = null
on error resume Next
dtlastmodified = file.datelastmodified
on error goto 9
if not isnull(dtlastmodified) Then
if dtlastmodified < vKillDate then
count = ubound(arFilesToKill) + 1
redim preserve arFilesToKill(count)
| set arFilesToKill(count) = file
end if
end if
next

if bIncludeSubFolders then

for each fldr in folder.subfolders

SelectFiles fldr.path,vKillDate,arFilesToKill,true
next
end if

end sub

Serv-1V, http:/forums.microsoft.com/TechNet-RU/ShowPost.aspx?PostID=1686126&SiteID=40



all: YnaneHue channnoB, co3gaHHbIX OO 3aA4aHHOM AaThbl

# lNonyyaem TekyLwiyto pary
$DateX = Get-Date
# “lNpubaBnsem” K HeM MUHYC 7 OHEWN
$DateX = $DateX.AddDays(-7)

# lNonyyaem cnucok dpanroB B Kartarnore

Dir -Recurse |

# BblOnpaem Te rge gata cosgaHus MeHblle $dateX
where {$_ .LastWriteTime -1t $Datex} |

# byato Obl yoansiem oTtobpaHHble dhansibl

Del -Whatif




19 00 y4YeTHbIX 3anucAx nornb3oBaTenen Ha

yAaJieHHOM KOMINbHOTEepe

On error Resume Next
Const ForReading = 1, ForWriting = 2, ForAppending = 8

T3k 3k 3k 3k 3k 3k 3k >k %k %k >k 5k 3k 5k 3k 3k >k %k %k %k 3k 5k 5k 5k 3k >k >k %k %k %k >k 5k 3k 5k 5k >k %k %k *k %k *k *k

strComputer = "193.125.10.5"

strUser = "Andy_user"
strPassword = "PASSWORD"
strDomain = ""

T3k 3k 3k 3k ok 3k 3k >k %k %k >k 5k 3k 5k 3k 3k >k %k %k %k 5k 5k 5k 5k 3k >k >k %k %k %k >k 5k 3k %k %k >k %k %k *k %k *k *k

Err.Clear
'--- [llogkntoyaemca ---
Set objSWbemLocator = CreateObject ("WbemScripting.SWbemLocator")
If (Err.Number <> @) Then
WScript.Echo "Error (objSWbemLocator) : " & Err.Number & " " & Err.Description
WScript.Quit
End If
| Err.Clear
Set objSWbemServices = objSWbemLocator.ConnectServer ( _
strComputer, _
"root\cimv2", _
strUser, _
strPassword, _
"MS_409", _
"ntlmdomain:" & strDomain)

© Andy_user, http:/ /forum.sysadmins.ru/ viewtopic.php?t=79925&start=0



A 00 y4eTHbIX 3anucsaX nonb3oBaTernen Ha

yAaJieHHOM KOMINbHOTEepe

If (Err.Number <> @) Then
WScript.Echo "Error (objSWbemServices) : " & Err.Number & " " & Err.Description
WScript.Quit

End If

Err.Clear

Set file object = CreateObject("Scripting.FileSystemObject")

Set list = file object.OpenTextFile("./Rezult.log",ForWriting,True)

Set colAcc = objSWbemServices.ExecQuery ("Select * from Win32 UserAccount")

WScript.Echo "O6HapyxeHo " & colAcc.Count & " y4eTHbIX 3anucein."

For Each ttt in colAcc

list.Write ttt.Caption & " " & vbCrLf

list.Write " " & "Caption : " & ttt.Caption & vbCrLf

list.Write " " & "Name : " & ttt.Name & vbCrLf

list.Write " " & "Description : " & ttt.Description & vbCrLf
list.Write " " & "Domain : " & ttt.Domain & vbCrLf

list.Write " " & "SID : " & ttt.SID & vbCrLf

list.Write " " & "SIDType : " & ttt.SIDType & vbCrlLf

list.Write " " & "Disabled : " & ttt.Disabled & vbCrLf

list.Write " " & "Lockout : " & ttt.Lockout & vbCrLf

list.Write " " & "PasswordChangeable : " & ttt.PasswordChangeable & vbCrLf
list.Write " " & "PasswordExpires : " & ttt.PasswordExpires & vbCrLf
list.Write " " & "PasswordRequired : " & ttt.PasswordRequired & vbCrLf

list.Write ™ -----------mmmmmm - - " & vbCrLf

Next
list.Close

© Andy_user, http:/ /forum.sysadmins.ru/viewtopic.php?t=79925&start=0



pmauusa oo Y4EeTHbIX 3anunucsx nonb3oBaTeneun

Ha yaadJieHHOM KOMINMbHOTEepe

# Monyyaem y4deTHble OaHHble C APYroro KOMMbkTepa, yKasaB ApYyrne Y4YeTHble OaHHble

$Accounts = Get-WmiObject -ComputerName scenicl2 Win32 UserAccount
-Credential (Get-Credential)

# BbiBOOMM KONMMYECTBO 3armncemn
"ObHapyxeHo $($Accounts.Count) y4yeTHbIX 3anucen”

# BbiBoauM BblOpaHHble CBOWMCTBA B BWOE aABTOMATMYECKM BbIPOBHEHHOW Tabnuupbl
$Accounts | Format-Table Caption, sid*, disabled,
lockout, password*, description -AutoSize

# BbiBOoOMM TO Xe camoe B HTML chaunn
' $Accounts | Select Caption, sid*, disabled,
lockout, password*, description |
ConvertTo-Html | Set-Content Accounts.html



>Q Ofib3oBaTenen He BXxoamBLKX B gomMmeH X n bonee
b OHewn

var sDomain = ""; // enter your domain here.
var iCutOffDays = @; // last login cut-off in days.

var TRUE = 1;

var ForReading = 1;

var ForWriting = 2;

var DAYMSECS = 86400000; // number of milliseconds in a day
var DomObj, CollObj, sSubDir;

var iNumUsers = 0;

var CutOff;

var WSHShell = new ActiveXObject("WScript.Shell");
var fs = new ActiveXObject("Scripting.FileSystemObject");

1 WSHShell.Popup("Starting Last Log Report " );

CutOoff = new Date();
CutOff.setTime( CutOff.valueOf() - iCutOffDays*DAYMSECS );

DomObj = GetObject("WinNT://" + sDomain );
CollObj = new Enumerator(DomObj);

© Paul Stuart, Paul.Stuart@schroders.com



OK nonb3oBaTternen He BxoauBLnx B goMmeH X u bonee

OHewn

for ( ; !CollObj.atEnd(); CollObj.moveNext())
{

var Obj = CollObj.item();

if ( Obj.Class == "User" )

{

iNumUsers++;

try

{

if ( Obj.LastLogin < CutOff.valueOf() )
WriteLOG( Obj.name + " " + Obj.LastlLogin );

}
catch( ErrorObj )

{
WriteLOG( Obj.name + " has never logged in" );
}
}
}

WriteLOG("Total number of users is " + iNumUsers );

WSHShell.Popup("Finished");
WScript.Quit();

© Paul Stuart, Paul.Stuart@schroders.com



Orib3oBaTernen He BXxoauBLLUMX B AaomMmeH X u bonee
OHewn

,OK

[111777777777777777777777777777777777777777777777777777777777777777777777777777777
// WritelLOG

//
var LogFile = new Object();

function WritelLOG( sLoglLine )
{

var d = new Date();

if ( LogFile == null )

{

LogFile = fs.OpenTextFile( ".\\Logfile.txt" , ForWriting, TRUE );
LogFile.WriteLine( sLogLine );

}

else

{
LogFile.WriteLine( sLogLine );

}
}

© Paul Stuart, Paul.Stuart@schroders.com



\

CNUCOK Nnonb3oBaTerien He BXoAUBLUUX
B aomMeH X n bonee oHeu

# lMonyyaem Tekywlyw aaty
$DateX = Get-Date

# “IpnbaBnsem” Kk Hem MUHYC 3 Mecsua
$DateX = $DateX.AddMonths(-3)

# lNonyyaem oObekTbl M3 AD C yKasaHHbIMW CBOWCTBaMU
Get-QADUser -IncludedProperties Name, LastlLogon |

# Bblbnpaem c lastlogon mMeHblie $DateX

Where {$ .lastlogon -1t $Datex} |

# byato 6bl ygandem oToOpaHHble YYeTKM
Disable-QADUser -WhatIf
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