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e * IsaToolbox.ps1 - PowerGUI Script Editor

File Edit View Debug Tools Help
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Function Get-Isalrray ([string] $Nawe="+")
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$Root = Hew-Object -ComObject "FPC.Root"
if({ $root.Arrays.Count -gt 0)
{
froot.Arrays|?{$_ -like $name}
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$name = Read-Host - AsSecureString <System.Management. Automation. SwitchParameter =
If set to true, the input will be echoed as star characters (*). The output will
then be a Securestring object.
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} (@98 - \sSecureString
froot.Arrays.Connec 2> -Debug
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4 -Erroréction Required: False. Position: named. Accept pipeline input: False. Accept
L} 2> -ErrorYariable wildcard characters: false
<2y -OutBuffer
function Get-IsaDomainSet [ <2 -OutVariable ead-Host "BeenuTe ma Domain Set'a™))
=K 2> -Prompt
=) if (1$ISA) | <2 -Verbose
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Write-Verhose "BosppawmaeM colepximoe Habopa OOMEHHHX IMMEeH'™
$IZA.RuleElenments.Domainlamelets. Item($Domainiet)
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Sdftware AD Cmdlets

7151 o0neruenus padborel ¢ Active Directory

$u = Get-QADUser dsotnikov
$u.TsProfilePath = 'c:\profile'
$u.CommitChanges()

Import-Csv users.csv | New-QADUser
-ParentContainer mydomain.local/test

dTCH, IIPCKpaCHasd IOAACPIKKA.
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& Demol - 192,168.1.80 - Remote Desktop

£ windows PowerShell

[PS Desktopl: Set—-ExecutionPolicy remotesigned
[PS Desktopl: . .\isatoolbhox.psl

PyHkuuu paa pasoTm ¢ ISA 3arpyxeHn

[PS Desktopl: $ISA = Get—-IsaArray

[PS Desktopl: $ISA.RuleElements._

$ISA.RuleElements.

ISA.RuleElements.ComputerSets

i & Start}i Windows PowerShell




& Demol - 192,168.1.80 - Remote Desktop

# windows PowerShell

[PS Desktopl: Set—ExecutionPolicy remoteSigned

[PS Desktopl: . .\isatoolbox.psl

PyHkuuu paa pasoTm ¢ ISA 3arpyxeHn

[PS Desktopl: $isa = Get—IsafArray

[PS Desktopl: Import—IsaDomainSet baddomains.txt

Beenute uma Domain Set’a: Banned domains
Moayyaem 06bEKT HAGOPA AOMEHHBIX WMEH
floeaBaneM CTPOKH U3 dauaa
CoxpaHseM U3MEHEHUA

[PS Desktopl: Get—IsaDomainSet "Banned domains"

ERBOSE: BosspawaeM coONepXMMOe HAGOpAa AOMEHHBIX MMEH
ahoo.com

rambler.ru

altavista.com

[PS Desktopl: Clear—i_
Clear—i
Clear—IsaBomainSet

[11 1-3 <3/6>1
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odeHnss K COM obbekTy ISA

param ([string]$Name="*")
$Root = New-Object -comObject "FPC.Root"
if( $root.Arrays.Count -gt 9)

{

$root.Arrays|?{$_ -like $name}

¥

else

{

if ($name -eq "*")

{

$name = read-host "Enter name of the ISA array"

¥

$root.Arrays.Connect($name)




) U u3aMeHeHune noptoB SSL coeanHeHumn

# lMogknioyaemMmcst K com-00beEKTY
$isa = .\Get-IsaArray.psl

# CMOTpMM Kakume OmanasoHbl MOPTOB YXe pa3peLlUeHbl
$isa.ArrayPolicy.WebProxy.TunnelPortRanges

# [JobaBnsem Omanas3oH NOpPTOB
$isa.ArrayPolicy.WebProxy.TunnelPortRanges.AddRange(
"SSL 1234", 1234, 1234)

# Ypnansem ananasoH

$isa.ArrayPolicy.WebProxy.TunnelPortRanges.Remove("SSL
1234")

# lNpumeHaeM n3MeHeHud
$isa.ApplyChanges()




acTpoek ISA

# lMogknioyaemMmcst K com-00beKTY
$isa = .\Get-IsaArray.psl

# 3anucblBaeM TeKyLYyH OaTy B HYXXHOM opmaTe B NEPEMEHHYI0
$date = Get-Date -Format "yyyy-MM-dd"

# OKcrnopTMpyem HacTPOWKM MOMUTUK

$ISA.ArrayPolicy.ExportToFile(
“ "c:\logs\ISA-Policy-$date.xml",0,"", "Exported at $date")




# lNopgknioyaemcsi K com-00beKTy
$isa = .\Get-IsaArray.psl

# 3anucbiBaeM TeKkywyl OaTy B HYyXXHOM popmaTe B NEepeMEHHYI0
$date = Get-Date -Format "yyyy-MM-dd"

# lMony4yaem nonuTukn, BbIOMpaemM NOfb30BaTENbLCKNE, (opMaTUPyEM M COXPaHSEM
$ISA.ArrayPolicy.PolicyRules | where {-not $ .System} |

select Order, Name, Enabled,

@{Name="Type"; Expression={

switch($_.type){
@ {"Access"};
1 {"Publishing"};
2 {"Web Publishing"}

}
}1s
@{Name="Action"; Expression={
if($_.action -eq ©){"Allow"}else{"Deny"}
}s
EnablelLogging, Description |
ConvertTo-HTML | Set-Content "c:\reports\Report-$date.html"

Send-SmtpMail -To "CIO@domain.ru" -Subject "SPAM" -AttachmentPath
"c:\reports\Report-¢$date.html"




bl OTKPbITHI CHAPYXXM Ha MEXCETEBOM 3KpaHe.

param ([int[]]iports=@(25,80,443))

$wc = new-object System.Net.WebClient

foreach ($port in $ports)

{
$url = "http://www.utorrent.com/testport.php?port=$port"
$ret = $wc.DownloadString($url)
new-object psobject | select @{N="Port"; E={$port}},
@{N="State"; E={$ret -match "port $port is open"}}




rPaMMUCTbI 3aBUOYIOT

# CmoTpymMm npoueccbl Ha OpYyrom KomrbloTepe
[System.Diagnostics.Process]::GetProcesses("PCO1")

# OTnpasnsem no4ty

$smtp = New-Object System.Net.Mail.SmtpClient

$smtp.Host = "localhost"

$smtpclient.Send("from@domain.ru", "to@domain.ru", " Tema",
"TekcT cooOLieHna™)

# [ekogupyem URI CTpPOKY
$string = "%DO%9F%DO%BE%DO%B2%D0%B5%D1%80%D0%A8%D0%B5%D0%BB%D0%BB«
[System.Uri]: :UnescapeDataString($string)

# lMony4yaem npoun3BorfibHOE YMCOo
$rnd = New-Object random
$rnd.Next(1,100)

# OyHKuMa Out-Notepad

function Out-Notepad {

$file = [System.IO.Path]::GetTempFileName()
$input | Out-String | Set-Content $file
notepad.exe $file }




# Cnmncok obwux nanok
Get-WmiObject Win32 Share -ComputerName "PCo2"

# CmeHa MeTKMm gucka

$disk = Get-WmiObject Win32 LogicalDisk |
where {$_ .deviceld -eq "C:"}

$disk.VolumeName = "Main"

$disk.Put()

# 3anyckaem npouecc Ha ApYyrom KomnbroTepe
$proc = [wmiClass]"\\PCO2\ROOT\CIMV2:win32 process"
$proc.create("Calc")

# Cnucok ycrtaHosreHHoro 10O
Get-WmiObject Win32 Product | sort vendor | format-table name, vendor, version

# lNnaHkn namartu
Get-WmiObject Win32_ MemoryDevice |
Format-Table Deviceld,
@{label="Size"; expression={$ .EndingAddress - $ .startingAddress}}

# Ton 10 3acopuTenen noYToBbIX AWMKOB Exchange 2003

Get-WmiObject -Class Exchange Mailbox -Namespace ROOT\MicrosoftExchangev2 |
sort size -Descending | select -first 10 |
Format-Table *DisplayName, Size, TotalItems




# bbicTpaa BbIDOpka napameTpoB

${function:...}={process {$0bject=$% ;
$args[0]|%{$0bject.($_)}}}

Get-Process powershell | ... Id

dir p* | ... Fullname

# bbicTpbIN For

1..10 | foreach {"Yucrno $ "}

Get-Content .\computers.txt | foreach { ping.exe $ -n 1 |
Select-String "OtBet" }

# PerynapHble BblpaXXeHus
Get-Content ftp.log |
where {$_-match "~(\S+) .+USER (\S+)"} |

foreach {"lO3ep $($matches[2]) 3awen Ha FTP B
$($matches[1])"




ERSHELL U VBS




thannoB, co34aHHbLIX A0 3aAaHHOMN AaTbl

set objNamedArgs=Wscript.Arguments.Named

path=objNamedArgs.item("path")

killdate=date() - objNamedArgs.item("killdate")
recur=objNamedArgs.item("recur"

wscript.echo path, killdate, recur

arFiles = Array()

set fso = createobject("scripting.filesystemobject")

"Huyero He ymandem, noka npoberaeMm no BoO3BpalleHHOMY Habopy dansos.
'Habop MoxeT ObiTb MepemMellaH.
'Co3gaém MaccuB hansioBbiX OOBLEKTOB, YTOObI 3TOro M3bexarb

SelectFiles path, killdate, arFiles, recur

nDeleted = @
for n = @ to ubound(arFiles)

on error resume next 'in case of 'in use' files...
arFiles(n).delete true
if err.number = @ then
nDeleted = nDeleted + 1

end if

on error goto ©
next

Serv-1V, http:/forums.microsoft.com/TechNet-RU/ShowPost.aspx?PostID=1686126&SiteID=40




chaninoB, cozgaHHbIX 40 3aAaHHOU AaThbl

sub SelectFiles(sPath,vKillDate,arFilesToKill,bIncludeSubFolders)
on error resume next
' pobaBnsem annbl Ha ygarneHue B MaccuB

set folder = fso.getfolder(sPath)

set files = folder.files

for each file in files

' Ha BCAKWA CrnyyYam OTCrexuBaem OLMbKM JocTyna K
' cBoucTtBy Date

dtlastmodified = null

on error resume Next

dtlastmodified = file.datelastmodified
on error goto ©

if not isnull(dtlastmodified) Then

if dtlastmodified < vKillDate then
count = ubound(arFilesToKill) + 1
redim preserve arFilesToKill(count)
set arFilesToKill(count) = file

end if

end if

next

if bIncludeSubFolders then

for each fldr in folder.subfolders

SelectFiles fldr.path,vKillDate,arFilesToKill,true
next

end if

end sub

Serv-1V, http:/forums.microsoft.com/TechNet-RU/ShowPost.aspx?PostID=1686126&SiteID=40




I: YaaneHue channoB, co3gaHHbIX A0 3a4aHHOW AaThbl

# lNonyyaem TekyLwiyto pary

$DateX = Get-Date

# “lNpubaBnsem” K HeM MUHYC 7 OHEWN
$DateX = $DateX.AddDays(-7)

# lNonyyaem cnucok dpanroB B Kartarnore

Dir -Recurse |

# BblOnpaem Te rge gata cosgaHus MeHblle $dateX
where {$_ .LastWriteTime -1t $Datex} |

# byato Obl yoansiem oTtobpaHHble dhansibl

Del -Whatif




1 00 y4YeTHbIX 3anucAX Nofib3oBaTesie Ha
yAaneHHOM KOMMNbloTepe

On error Resume Next
Const ForReading = 1, ForWriting = 2, ForAppending = 8
¥ 3k 3k sk 5k >k ok >k Sk 5k >k 3k >k Sk 3k sk 5k 3k Sk >k sk ok sk 5k >k Sk ok sk 5k >k ok >k sk 5k >k ok >k Sk ok k ok %k 3k
strComputer = "193.125.10.5"
strUser = "Andy_user"
strPassword = "PASSWORD"
strDomain = ""
¥ 3k 3k 3k 5k >k ok >k sk 3k >k 3k >k Sk 3k sk 3k 3k Sk >k sk 3k sk ok >k Sk ok sk 5k >k ok >k sk 3k >k ok >k Sk ok k ok %k 3k
Err.Clear
'--- [llogkntoyaemca ---
Set objSWbemLocator = CreateObject ("WbemScripting.SWbemLocator")
If (Err.Number <> @) Then
WScript.Echo "Error (objSwWbemLocator) : " & Err.Number & " " & Err.Description
WScript.Quit
End If
Err.Clear
Set objSWbemServices = objSWbemLocator.ConnectServer ( _
strComputer, _
"root\cimv2", _
strUser, _
strPassword, _
"MS_409", _
"ntlmdomain:" & strDomain)

© Andy_user, http:/ /forum.sysadmins.ru/ viewtopic.php?t=79925&start=0




00 y4yeTHbIX 3anUcaxX nonb3oBaTenen Ha
JIeHHOM KOMMbloTepe

If (Err.Number <> @) Then
WScript.Echo "Error (objSWbemServices) : " & Err.Number & " " & Err.Description
WScript.Quit
End If
Err.Clear
Set file object = CreateObject("Scripting.FileSystemObject")
Set list = file object.OpenTextFile("./Rezult.log",ForWriting,True)
Set colAcc = objSWbemServices.ExecQuery ("Select * from Win32 UserAccount")
WScript.Echo "O6HapyxeHo " & colAcc.Count & " y4eTHbIX 3anucein."
For Each ttt in colAcc
list.Write .Caption & " " & vbCrLf
list.Write "Caption : " & ttt.Caption & vbCrLf
list.Write "Name : " & ttt.Name & vbCrLf
list.Write "Description : " & ttt.Description & vbCrLf
list.Write "Domain : " & ttt.Domain & vbCrLf
list.Write "SID : " & ttt.SID & vbCrLf
list.Write "SIDType : " & ttt.SIDType & vbCrLf
list.Write "Disabled : " & ttt.Disabled & vbCrLf
list.Write "Lockout : " & ttt.Lockout & vbCrLf
list.Write "PasswordChangeable : " & ttt.PasswordChangeable & vbCrLf
list.Write "PasswordExpires : " & ttt.PasswordExpires & vbCrlLf
list.Write "PasswordRequired : " & ttt.PasswordRequired & vbCrLf
list.Write " & vbCrLf
Next
list.Close

© Andy_user, http:/ /forum.sysadmins.ru/viewtopic.php?t=79925&start=0




MauuAa 06 yYeTHbIX 3anucax nonb3oBaTenen
Ha yaaneHHOM KoMnbloTepe

# Monyyaem y4deTHble OaHHble C APYroro KOMMbkTepa, yKasaB ApYyrne Y4YeTHble OaHHble

$Accounts = Get-WmiObject -ComputerName scenicl2 Win32 UserAccount
-Credential (Get-Credential)

# BbiBOOMM KONMMYECTBO 3armncemn
"O6bHapyxeHo $($Accounts.Count) y4yeTHbIX 3anucen”

# BbiBoauM BblOpaHHble CBOWMCTBA B BWOE aABTOMATMYECKM BbIPOBHEHHOW Tabnuupbl
$Accounts | Format-Table Caption, sid*, disabled,

lockout, password*, description -AutoSize

# BbiBOoOMM TO Xe camoe B HTML chaunn
- $Accounts | Select Caption, sid*, disabled,
lockout, password*, description |
ConvertTo-Html | Set-Content Accounts.html




BaTeneu He BxoamBLLIUX B gomeH X un bonee
OHewn

sDomain = ""; // enter your domain here.
iCutOffDays = @; // last login cut-off in days.

TRUE = 1;
ForReading = 1;

ForWriting = 2;

DAYMSECS = 86400000; // number of milliseconds in a day
DomObj, CollObj, sSubDir;

iNumUsers = 0;

Cutofe;

WSHShell = new ActiveXObject("WScript.Shell");
fs = new ActiveXObject("Scripting.FileSystemObject");

WSHShell.Popup("Starting Last Log Report " );

CutOoff = new Date();
CutOff.setTime( CutOff.valueOf() - iCutOffDays*DAYMSECS );

DomObj = GetObject("WinNT://" + sDomain );
CollObj = new Enumerator(DomObj);

© Paul Stuart, Paul.Stuart@schroders.com




)BaTesrien He BXxoauBLIMX B AoMeH X n bonee
OHewn

for ( ; !CollObj.atEnd(); CollObj.moveNext())
{

var Obj = CollObj.item();

if ( Obj.Class == "User" )

{

iNumUsers++;

try

{

if ( Obj.LastLogin < CutOff.valueOf() )
WriteLOG( Obj.name + " " + Obj.LastlLogin );

}
catch( ErrorObj )

{

WriteLOG( Obj.name + " has never logged in" );

WriteLOG("Total number of users is " + iNumUsers );

WSHShell.Popup("Finished");
WScript.Quit();

© Paul Stuart, Paul.Stuart@schroders.com




)BaTesrien He BXxoauBLIMX B AoMeH X n bonee
OHewn

[111777777777777777777777777777777777777777777777777777777777777777777777777777777
// WritelLOG

//
var LogFile = new Object();

function WritelLOG( sLoglLine
{

var d = new Date();

if ( LogFile == null )

{

LogFile = fs.OpenTextFile( ".\\Logfile.txt" , ForWriting, TRUE );
LogFile.WriteLine( sLogLine );

}

else

{

LogFile.WritelLine( sLoglLine

}
}

© Paul Stuart, Paul.Stuart@schroders.com




COK nosib3oBaTerien He BXOoAUBLUUNX
B gomeH X v bonee gHew
# [Monyyaem Tekywyto pary

$DateX = Get-Date

# “IpnbaBnsem” Kk HeMm MUHYC 3 Mecsua
$DateX = $DateX.AddMonths(-3)

# lMonyyaem o6bekTbl M3 AD C yKasaHHbIMW CBOWCTBaMMU
Get-QADUser -IncludedProperties Name, LastLogon |
# Bblbnpaem c lastlogon mMeHblie $DateX
Where {$ .lastlogon -1t $Datex} |

# byato 6bl ygandem oToOpaHHble YYeTKM
Disable-QADUser -WhatIf
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