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[loa 3alimMTon nHdopmaLlnmm
NOHMMaETCS NopAaOoK M npasuna
NPUMEHEHNS NPUHLINMOB U CPEACTB
3aWunTbl MHdOpMaLUN.




MeTtoawr obecrieueHms THPOPMAITHAH.

n nQaBOBbIe METO/lbl 3aKOHOAATEJIbHO YCTaHaBJIMBAKOT MpaBusia
NCnoJsib3oBaHNA daHHbIX OrpaHNYeHHOIro JoCTyna 1 yCraHaBJIMBaAKOT MEPY
OTBETCTBEHHOCTU 3a HapyLwleHNne 3TUX rnpaBurl.




=« CornacoBaHHblE KpUTEPUM OLIEHKN BE30MacHOCTH
MHJOOPMALIMOHHBLIX TEXHONOMMN €BPOMNENCKUX CTPaH

« MexnyHapoaHbin ctaHgapT ISO/ IEC 17799:2000
«YnpaBneHne nHdopmMaLMoHHON BEe30NaCHOCTbLIO -
NHdpopMaLIMOHHbIE TEXHOMOIMNN. »

« MexnyHapoaHbin ctaHaapT ISO/ IEC 15408 «
ObLwme Kputepum 6eszonacHOCTU MHADOOPMALMOHHbIX
TEXHOMOrMM», KOTOPbIN HAa AAaHHLIN MOMEHT
Npu3HaeTcs ogHUM N3 Hanboree PyHKLUNOHaNbHbIX
cTaHaapToB B cdpepe MHAPOPMaLIMOHHOM
6e3onacHocTtu (UB).




OpraHHB AITMOHHBIE U AAMUHUCTPATUBHBIC

MCTOABDBI.

« OpraHnsaymoHHble U
agMNHNCTPaTUBHbIE
METoAbl — 3TO MeTOob!
HanpaBleHHbIE B
OCHOBHOM Ha paboTy C
nepcoHarsriom.

e[1ponyckHOM pexum

e[lopagok xpaHeHns
OOKYMEHTOB

e[lopagok y4yéta u
YHUYTOXEHUSA
OOKYMEHTOB

eCobntoaeHne
3aLUUTHBIX Mep npwu
NPOEKTUPOBAHUM U
paspaboTke
KOMMbIOTEPHON
CUCTEMBI.

e[logaeprkka NpaBUITbHON
KoHpurypaumm OC.

eKoHTponb »ypHanoB
paboThl.

o KOHTPOsb CMEHbI
naponen

eBLisiBrieHve YA3BUMOCTH
B cucTtemMe 3allinThbl.

e[lpoBeaeHve
TECTUPOBAHUS CPEACTB
3aLUMTbI MHpOpMaLUW.




MH}KeHepHo—TeXHHqGCKHe MEPOIIPUATHUA.

= VIHXeHepHO-TeEXHUYECKME
MEPONPUATUA HanpaeBlieHbl HA
3awmTy nHpopmaumm ot
HeCaHKLMOHNPOBAHHOIO AOCTYyna K
KOMMNbIOTEPHON CUCTEME,
pe3epBMpOBaHMNE BaXKHbIX
KOMIMbIOTEPHbLIX CUCTEM,
pa3paboTKy 1 peanusaumio
NporpamMMHbIX U annapaTHbIX
KomMnrekcoB 6e3onacHOCTU U T.4.

< OxpaHa nomeLleHnn
C KOMMblOTEPaMM

< CurHanunsauus

+»3BYKOM30MALMSA U
9KpaHMpoBaHue
nomMeLLeHnmn

cnonb3oBaHue
CpeacTB 3aWunTbl:

S dnsnyecknx
«»AnnapartHbix
»lporpaMmMHbIX

KpunTorpadon4ecKmx




AHTHBHPYCHASA 3aITTATA

KomnbloTepHble BUPYChI — 3TO BUA BpeaoHocHoro MO, nporpaMmbl KOTOPOro
CNOCcOOHbI co3aaBaTh M BHEAPSATb CBOW KOMUU B PECYPChI KOMMbIOTEPHBLIX CUCTEM,
ceTen 1 NpounsBoaUTb AeCTBUS Oe3 Begoma nonb3oBaTens, npuBoasimne K

HeXeraTelrlbHbIM NMocneacTtBNAM.




‘ Kaaccudukarnmsa BUPycoB

[To cpene obutaHus:

o dannosble
o 3arpysoyHble
o  Pannoso - 3arpy3oyHble
o CeTteBble
1o LLeNnoCTHOCT!:
o  MoHonUTHbIE
o pacrnpenenéHHble




Pa3rpysqubIe BUPYCHI

= 3arpy3oyHblie BUPYChI - 3TO pa3HOBUAHOCTb
BUPYCOB, KOTOPbLIE NOCIe 3anycka 3apaxator,
KakK OMUCKETLI, TaK U HEMNOCPEOCTBEHHO caMm
XECTKUN OUCK, 3anncbiBasdCb BMECTO MaBHOU
3arpy3o4Hou 3anucu.
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DdartAoBBIE BUPYCEHI

= CyuwecTByoT BUpPYChI, 3apa)atLime dannbl, KOTOpble coaepKaT UCXOOHbIE
TEKCTbl Nporpamm, 6ubnmoteyHble nnm oo beKTHble Moaynn. BoamoxkHa
3anuncb BUpyca 1 B dpansnbl AaHHbIX, HO 3TO crny4vaeTcd Nnbo B pesynbraTte
owmnbkm BUpyca, nnbdo npu nposiBEeHNN ero arpeccmBHbIX CBOUCTB. Makpo-
BUPYCbl TaKXXe 3anmcbiBalOT CBOU KOA B ddausibl AaHHbIX - AJOKYMEHTbI UMnn
SNEKTPOHHbIE Tabnuubl, - OAHAKO 3TU BUPYCbl HACTOMNBLKO CrneunuuyHbl, YTo
BbIHECEHbI B OTAESbHYIO rpynmny.

aleksandrservis




‘ PesuaeaTanie BUPYCHI

[Moag TepmuHom "pesmaeHTHocTh" (DOS'oBCKMIN ) NOHMMAaETCs CNOCOBHOCTL BUPYCOB

OCTaBMnsATb CBOM KOMUMN B CUCTEMHOM NaMSATU, NepexBaTbiBaTb HEKOTOPbIE COObLITHUS
(Hanpumep, obpalleHus K pannam unm guckam) v Bbi3biBaTb NPU 3TOM NpoLeaypbl
3apakeHnsa obHapyXeHHbIX 00bEKTOB (halnoB U CEKTOPOB).




‘ HapaBHTHq€CKH€ BUPYCHI

= KoMmnbloTepHble BUpYChbl — PasHOBUAHOCTb CaMOBOCMPOU3BOASALLIMXCS
KOMMNbKOTEPHbLIX NPOrpamMmm, KOTopble pacnpoCTpaHATCH, BHeApAa cebs B
NCNOMHAEMbIN KOA4 OAPYruX nporpaMmm uUnmn B JOKYMEHThLI crieymanbHoro gpopmara,
coaepxalume MakpokoMmaHabl, Takme, kak MS Word n Excel. MHorne Bupycbl BpeasaT
OAaHHbIM Ha 3apaXX€HHbIX KOMMbIOTEPAX, XOTS MHOrAA UX €OUHCTBEHHOU LENbIO
SIBNSETCA NULLb 3apaKeHUe Kak MOXXHO OOrbLLEro KofiM4yecTBa KOMMNbIOTEPOB.
B obwwem cnoBoynotTpebrneHnm K KOMNbOTEPHBIMU BUPYCaMU NPUYUCHSIOT BCE
BpPE€AOHOCHbIE NPOrpamMmmebl, Takne Kak ceTeBble U ddannoBble YePBU, TPOSIHCKNE KOHN,
NporpamMmmbl-LUMNOHBI.

BHuMaHue, 310 orpabneHuel
HemeaneHHo BcTaebTe B Auckosoa

cTto 6akcos!




‘ Bupycer-ueBuanMkn

« Stealth-Bupycbl (Ctanc) unmn Bupycbli-HeBUANMKHU
ABNAKTCA Pa3HOBUAHOCTbIO PE3NOEHTHbLIX BUPYCOB
(MOCTOSIHHO Haxo4ATbLCA B OrnepaTuMBHOM NaMATN).
Stealth-Bunpycbl danscndonumpytoT MHPopMaLUuto
NPOYUTAHHYIO N3 AMCKa TakK, YTO nporpamma,
KOTOpPOW npegHa3sHayeHa ata MHdopmauns
nony4yaeT HEBEPHbIE OaHHble. OTa TEXHOMOIMUS,
KOTOPYIO, MHOraa, Tak n HasbiBaloT Stealth-
TexHosiormen, MoXeT ncnosnb3oBaTbca Kak B BOOT-
BUpycax, Tak u B oannoBbIX BUpycax.




