3awmnTta nHcpopmaumun




CopepxaHue pabotbl

3aLimTa nHdopmMaLmu.

3aLinTa OT HECAHKLIMOHWUPOBAHHOIO A0CTYNa K
MHopmMaLnn.

3allnTa ¢ UCnonb30BaHUEM NaPOSIEN.
buomMeTpnyeckne CUCTEMbI 3aLLIUTHI.

dusnyeckasa 3allimTa AaHHbIX Ha ANCKaX.

3allnTa OT BPDEAOHOCHbIX MPOrpamMm.
BpedoHOCHbIE ¥ aHTUBUPYCHbLIE NPOrpamMmbl.
KoMNbOTEPHbIE BUPYCHI U 3aLLXTa OT HUX.
CeTeBble YepPBU 1 3aLLUTA OT HUX.
TposHCKME NporpamMmmbl U 3aLLKUTa OT HUX.
XaKepckue YTUnmTbl 1 3aLlimTa OT HUX.

QaknueHne




3alwumTa Mchopmau,M

3awiuma - cucrtema Mep no obecneyeHnto
be3onacHOCTM C  LUenbl  COXpaHeHus
rocygapCTBEHHbIX " KOMMEpPYECKNX
CEKPETOB. 3awuTta obecne4ynBaeTcs
coongeHnem pexunma CEKPETHOCTMN,
NMPUMEHEHNEM OXPaHHbIX cucTem
cuUrHanumsaumm " HabnwaeHus,
Mcnonb3oBaHUEM LN POB 1 Naporeun.



awuma uHgopmMmayuu
npeacraBnsgeT cobon
OEeATENbLHOCTL MO
npeanoTBpaLLeHNIO YTEYKN
3awuaemMou

MHJ opMaLnK,
HeCaHKLMOHUPOBAHHbIX U
HenpegHaMepeHHbIX
BO3EeNCTBUN Ha
3aluLaemyto
MHJOOPMAaLUIO, TO ECTb
npouecc, HanpaBneHHbIN
Ha JOCTUXKEHMe 3TOro
COCTOSAHMUS. .
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NHpopmayuoHHas 6e3onacHoCmMb — 3T0

COCTOAHME 3alUULLEHHOCTU NHPOPMAaLMOHHON
cpenbl.

B BblMUCIUTENBHOU TEXHUKE TMOHATME ©Ee30MacHOCTU
nogpasymeBaeT
HaJEeXHOCTb paboTbl KOMMbLIOTEPA,
COXPAHHOCTb LUEHHbIX AaHHbIX,
3awnTy UHQopmMauunm OT BHECEHUA B Hee U3MeHeHUu
HeYyNONMHOMOYEHHbLIMN NnLamMu,
COXpPaHeHWe TanHbl NEPENUCKN B ANEKTPOHHOMN CBA3MN.
Bo Bcex UMBUNM3OBaAHHbLIX CTPaHax Ha 6e3onacHOCTM rpaXkgaH

CTOAT 3aKOHHbI, HO B BbIYNCITUTESNIBHOM TEXHUNKE

NnpaBoripnMMeHNTENbHAA TMPakKTUKa [MOKa HE pa3BuUTa, a
3aKOHOTBOp‘-IeCKI/II7I npouecc He YycClieBaeTrT 3a pa3BUTUEM
TEXHOMNOIMMN, N HaAEXHOCTb pa6OTbI KOMIMBbHOTEPHbIX CUCTEM
BO MHOIOM OlNnpaeTcd Ha Mepbl CaMO3aLLNTHI.



~ HecaHKUUWOHUPOBaHHI bu‘/’l/

0OCTYN

HecaHkyuoHupogeaHHbIU

docmynn - [eiicTBUS, HapyLLatoLL
YCTaHOBIMEHHbIVM NOPAA0K AOCTyNna
NNn npaBuna pasrpaHnyeHunsi, 0oc
K nporpaMmmam 1 AaHHbIM, KOTOPbIV
nony4vatoT aboOHEHTHI, KOTOPbIE HE
NPOLUNY PErmcTpaumio N He UMeLoT
npaBa Ha O3HaKOMIIeHne nnmn paodc
C 3TUMU pecypcamm.

[lna npegoTrepalleHud
HeCaHKUMOHNUPOBAHHOIO A0CTyNa
OCYLLIECTBISAETCA KOHTPOSIb AOCTYNa.
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~~3aujmuTa c Mcnonb30BaHMEM

napornewu

Q, meraotaop

[1ns 3awmTbl OT HECAHKLMOHNMPOBAHHOIO JOCTYyNa K

nporpammam M AaHHbIM, XPaHALLMMCH Ha KOMMNbIOTEPE,
NCNonb3yKTCA Naposiu.

KomMmnbloTep paspeluaeTt 4oCTyn K CBOUM pecypcaM TOSIbKO
TeM NOoJib30BaTeNAM, KOTOPbIe 3aperncTpupoBaHbl 1 BBEMNU
npaBuUbHbIW NAPOrb.

Ka)kgomMy KOHKPETHOMY NOMb30BaTEN0 MOXET ObITb
paspeLlleH gOCTYN TONbKO K onpeaerneHHbIM
MHJOOPMaLMOHHbLIM pecypcam.

[Mpy 3TOM MOXET NPOM3BOAUTLCHA PErMCTPALIMA BCEX MOMbITOK o
HeCaHKUMOHMPOBAHHOIO OocTyna. :



3awuma c ucnonb308aHuUeM Nnaposisi NCrorb3yeTcs Npu
3arpyske oriepauyoHHOM CUCTEMBI

Bxoa no naponto MoXeT BbiTb yCTaHOBMEH B Nporpamme BIOS
Setup, KOMMNbIOTEP HE HAYHET 3arpy3Ky onepaLyoHHON

CUCTEMbI, ECINN HE BBeAEH NpaBunbHbIN Naponb. Npeogonetb
Takylo 3aLLUTY HEMEerko.

OT HECaHKLIMOHMPOBAHHOIO A0CTYyNa MOXET ObITh 3aLLULLEHbI
KaXXObIn OUCK,

Kakgasa nanka,
KaXXabl dpann nokanbHOro KoMmnbelotepa.

Ons HUX MOryT ObITb YCTaHOBIEHbI OnpeaeneHHble npasa
[JocTyna

NOMNHbLIN OOCTYN,

BO3MOXXHOCTb BHECEHUA U3MEHEHUN,
TOJIbKO YTEHUE,

3anucb 1 ap.

[TpaBa MOryT ObITb PasfUYHbLIMM A5 Pa3NNYHbIX
nonb3oBaTtenen.
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- BunomeTtpuuec cCTeMbl

3alUTDI

B HacTosLwee Bpems Ang 3awmTbl OT HECAHKLIMOHUPOBAHHOIO
OocTyna K nHdgopmMmaunm Bce 6onee 4acTo UCNOMb3YTCS
6uomMempu4yeckue cucmembl uOeHMugukayuu.

Ncnonb3yeMmble B 3TUX CUCTEMAaX XapaKTEPUCTUKN SBNSAIOTCS
HEOTBbEMIIEMbIMWN KQ4eCTBaMU NIMYHOCTU YENOoBeEKa U
MO3TOMY HE MOryT ObITb YTEPSAHHLIMU U NOAAENAHHBIMM.

K bnomeTtpuyeckmm cnctemam 3aLnTLI NHdoOpMaLUn

OTHOCATCA CUCTEMDbI I/I,El,eHTI/I(*)I

Mo oTnevyaTkam nanbLEeB;
Mo XapakTepUcTUKaM peyu;

Nno pagyxHou obornouyke rmasa;” .

No U306pakeHunto nnua;

Mo reoMeTpun NagoHn PYKN.

-

MK

RS232/RS485 [




nanbLeB

OnTn4yeckne ckaHepbl CYUTbIBAHUS
OTNeYyaTKoB NarbLeB
yCTaHaBNMBaloTCSA Ha HOYTOYKH,
MbILLW, KInaBuaTtypbl, pnaw-anucku, a
TakxKe NMPUMEHSAIOTCS B BUae
OTAENbHbIX BHELLUHUX YCTPOWUCTB U //
TepMnHanoB (Hanpumep, B /4
asaponopTax n baHkax). |

. OnTyeckui ckarep oTneyatka nanbLia,
Ecnu y3op oTnevartka nanbsua He BMOHTUPOBAHHbIVE B HOYTOK
coBnagaeT C y30pOM A0MYyLEHHOro
K MHpopMaummn nonb3oBaTens, 10
O0CTyn K Hdhopmaumm
HEBO3MOXXEH. .
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— igeHTupunkaumns

Mo XapakTepucTmkam pedmn

ioeHTuduKaumna 4Yenoseka no
roniocy — oauH U3 TpagMUNOHHbIX
CnocoboB pacrno3HaBaHus,
MHTEPEC K 3TOMY METOAY CBSA3aH U
C NPOrHo3amm BHegpeHUs
rof10COBbIX MHTEP{ENCOB B
onepaunoHHbIE CUCTEMBI.

[onocoBada naeHTUpmKaums
BEeCKOHTaKTHa 1 CYLLECTBYIOT
CUCTEMbI orpaHnyeHnsa goctyna Kk il
MHAdOpMaLMM Ha OCHOBaHUK
4AaCTOTHOro aHanm3a peyu. ,

Structure of the prototype Appearance of the prototype
-

‘ou are
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—  VlpeHTndunkaumna no pagy>xHowu

00O0J104Ke rnasa

Pagy>xHaa obonoyka rnasa sBnsercs
YHUKaNbHOW ONA KaXX40ro YenoBeka
BMOMETPUNYECKON XapaKTEPUCTUKOMN.

N3o0b6pakeHune rnasa BblOeNaeTcs n3a
N300pakeHnst nuua n Ha Hero
HaKnaablBaeTca cneuunanbHas
MacKa LTpux-koaos. PesynbsraTtom
SIBNSIETCA MaTpuLa,
NHAnBMAyarnbHas ang Kaxaoro

Ons naentudukaummn no pafyRFsiHd6onouke rmasa
NPUMEHSIIOTCSH CneuuanbHble CKaHepbl, MOAKIIYEHHbIE K
KOMMboTepy.



/lneHTnnKaLmna rno nsobpaxeHunto nmua

[na ngeHtTmdoukaumm NMMYHOCTU YaCcTo UCMNOSb3YHTCA
TEXHOOrMn pacno3HaBaHus No nuuy.
Pacno3HaBaHue YenoBeka NnpoucxoguT Ha
PACCTOAHUMN,

oeHTudpunkaumMoHHbIe NPU3HAaKM y4YnUTbIBarOT doopmy
nnua, ero UBET, a TakKe uBeT Bosioc. K BaXHbIM
npu3Hakam MOXHO OTHECTU TakKXe KoopaAnHaThbl ToOYEK
nvua B MecTax, COOTBETCTBYHOLLMX CMe' '~ “olizn
(bpoBw, rmasa, HOC, YLK, POT 1 OBarn).

B HacTosiLee BpeMsi HAYUMHAETCA Bblau:
HOBbIX 3arpaHnacrnopToB, B MUKPOCXeEME
KOTOPbIX XpaHUTCA LUndpoBas dotorpad
Bragenbua.




oeHTndmkauma no nagoHu pyku

B buomeTpuke B Liensax
naoeHTudunkaumnm ncnonba3yeTcs
npocTasi reoMeTpusi Pykn —
pasmMepbl U PopMa, a TakxKe
HEKOTOpble NHPOPMALIMOHHBbIE
3HaKu Ha TbINbHOW CTOPOHE PYKM
(0bpasbl Ha crmbax mexay
danaHramu nanbueB, Y30pPbl
PacnonoXXeHnst KODOBEHOCHBIX
cocyaoB).

CkaHepbl uaeHTUudmKaumm Nno NagoHu |
PYKW YCTaHOBMNEHbI B HEKOTOPbIX
asaponopTax, baHkax n Ha aTOMHbIX -
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= du3nyeckas 3aWmTa

Ons o6ecnequml$HaHH bIX HA AMCKax

CKOPOCTW YTEH anmcum u
HaOEeXHOCTU XpaHEHUA OAaHHbIX r
Ha XXEeCTKUX Anckax

ncrnonbaytoTcs RAID-maccuBbl
(Redundant Arrays of Independent

Disks - N3ObITOYHbLIV MaccuBs
He3aBUCUMbIX OUCKOB).

HecKonbKo XXeCTKMUX AUCKOB
noakno4atoTcst K RAID -

KOHTpONNepy, KOTopbIn
paccMaTpuBaEeT UX Kak eauHbIN
NOrnM4ecKknn HoCUTENb

nHdopmaumu. &~




CnocoObl peanunsauymn RAID-maccuBa

AnnapamHsbiu lIpoepaMMHbIU

AnnapartHbin guckoBbi  [lporpammHbin RAID-maccue
MacCuB COCTOMUT U3 peanunayeTtca Nnpu NOMoLLM
HECKOJTbKUX XKECTKUX cneumnanbHoro gpaneepa. B
OUCKOB, nporpaMmmMHbIV MaccuB
yrnpaenaemMsbix npu OpPraHn3yoTcs OUCKOBbIE
NOMOLLIN pasfenbl, KOTopble MOryT
cneunanbHOU NnaThbl 3aHMMaTb KaK BECb AUCK, TaKu ero
KOHTponnepa RAID- yacTb. [1porpammHbie RAID-
MaccuBa. MacCCHBbI, KaK NpaBuo, MeHee

HaOeXHbl, YeM annapaTHble, HO
obecneyunBaloT boree BbICOKYHO

CKoggch aboTbl C AaHHbIMW.
Pacrinama 3a Hal0exXHoCcmb —

chakmuyeckoe cokpaujeHue OUCKOB8020 MpocmpaHcmea

AASLAA
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= 3awumTa 9

OT BPeAOHOCHbIX MPOorpamMmm

BpeaoHocHasa nporpamma (bykBarnbHbIN NepeBO/
aHrnoasbivHOro TepmmHa Malware, malicious —
3NOHaMepPEeHHbIN U software — NporpamMMHoOe
obecneYyeHune, XXaproHHoe Ha3BaHue — «ManBapb»,
«MasioBapb», «MblfIOBapb» U gaxe
«MbIITOBapHA») — 3TIOHAMepEeHHada nporpamMmma, 1o
eCTb Nporpamma, cosgaHHas co 3/1bIM YMbICIIOM

(@\: 1 3NbIMWU HAMEPEHUAMMN.
E
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’\J AN
-
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" BpeaoHOCHbIe nporpaMmmbli

-

Bupycsi,
4yepBH,
TPOSHCKHUE U
XaKepCcKue
MPOrpaMMBbI

4

2 1S

IHInuoHckoe,
peKJIaMHOe
IMMpOrpaMMHOeE
odecreyeHue

(¥ /

o\

IloTennmnanabHO
OIlaCHoe
NporpaMMHOe
obecreyeHue

\¥




AHTUBUPYCHbIle

nporpamMmmbil

%=9)BpEMeHHble aHTUBUPYCHbIE NPporpamMmbl obecnedynBaroT
KOMIMJIEKCHYIO 3aujumy npo2pamMm 1 JaHHbIX Ha

KOMIMbIOTEPE OT BCEX TUMOB BPEAOHOCHbIX NPOorpamMm u

METO0B UX MPOHUKHOBEHMS HA KOMIbHO

NIHTepHeT,

nokanbHag ceTb,

9NEeKTPOHHagA NnoyTa,

CbEMHbIE HOCUTENN MHPOoPMaL M.

|El,J'IFl 3aLlliNTbl OT BPE€AOHOCHbIX MNMporpamMmm Ka>xaoro Tmna B
dHTUBUPYCe npeaycMoTpeHbl otaelJibHbl€ KOMIMNOHEHTHI.

lMpunyun pabombl aHMUBUPYCHbBLIX MPO2pPaMM OCHOBaH
Ha NpoBepKe hanso., 3arpy304HbIX CEKTOPOB ANCKOB U
onepaTMBHOWU MNaMATU U NMOUCKE B HUX U3BECTHbIX U HOBbIX
BPEOOHOCHbIX Nporpamm.

epcun 70

AH]"BMPC .

Kacnepckory

A
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= AHTUBUPYCHbIE NporpamMmmel

Ans noucka uzeecmHbix Ppe00HOCHbLIX
npo2pamMm UCNoSb3YTCA CUTHATYPbI.

CuzHamypa — 310 HeKoTopasi NOCTOSAHHAs Dr.WEB
rnocrefoBaTenbHOCTb NPOrpaMMHOTO Koaa, @%5
cneunduyHas anst KOHKPETHON BPeO4OHOCHOM - T
nporpamMmmel. Ecnu aHTnBMpYyCcHas nporpamma : I TS e

OOHapYXXUT TaKyto NocrieaoBaTesibHOCTb B
kKakoM-nnbo anne, To dann cuntaeTcs
3apaeHHbIM BUPYCOM 1 NOASIEXUT NEYEHUIO
NN yaanexHuio.

Jns noucka HoebIx 8UPYCcOE UCTONb3YHTCS
anropuTMbl 9BPUCTUYECKOIO CKAHUPOBAHUA, T.
€. aHanusa nocrieqoBaTenbHOCTM KOMaH4 B
npoBepsseMomM obbekTe. Ecrnn
«noao3puTenbHasa» NocneaoBaTesibHOCTb
KOMaH[, 0OHapy>XnBaeTCsl, TO aHTUBUPYCHas

nporpamMmma BblgaeT coobLieHne o BO3MOXHOM o\
29naAwWeHIIIA Ob+akKTa '




BonbLIMHCTBO aHTUBUPYCHbLIX MPOrpaMm coYeTaeT B cebe
YHKUUU MOCMOSIHHOU 3auumbl (AaHTUBUPYCHbIN

MOHWUTOP) N ¢byHKUUU 3au,umsbl no mpeboeaHuro
nosib3o8ameJsisi (QHTUBUPYCHbIU CKaHep).

AHMueupyCHbIU MOHUMOP 3arnyCKaeTca aBTOMaTU4eCKM Npu
cTapTe onepaumoHHON CUCTEMbI U paboTaeT B Ka4ecTBe
doOHOBOIo CUCTEMHOIO MNMpoLiecca, NpoBepsia Ha
Bpe4OHOCHOCTb coBepLUaemMble ApyrumMmm nporpaMmmamm
aencteuda. OcHoBHas 3agada aHTUBUPYCHOro MOHUTOpPA
COCTOUT B 0becrnevyeHnn makcmmMmaribHoOu 3aLmTbl OT
BPEOOHOCHbIX NporpamMmm npu MMHMManbHOM 3aMearieHnum
paboTbl KOMMbIOTEpPA.

AHMueUpPYyCHbIU CKaHep 3anyCcKaeTcsd Mo 3apaHee
BbIOpaHHOMY pacnmMcaHuio U B NPOU3BOSIbHbIA MOMEHT
nonb3oBaTenemM. AHTUBUPYCHbIN CKaHep NPOM3BOAUT NMOUCK
BPEOOHOCHbIX NPOrpaMm B onepaTtnBHOM NamsTh, a Takke Ha
)KECTKMX N CETEBbIX JMCKaxX KOMMbIOTEpPA.



— [1pn3Haku 3apaxeHna KomnbroTepa

BbIBOJ, HA 3KpaH HENPEOYCMOTPEHHbLIX COOOLLEHNN UITN N30DpaKEHUH;
nogada HenpeaycMOoTPEHHbIX 3BYKOBbIX CUTHA0B;

HeoXnagaHHOEe OTKPbITUE U 3aKpbiTUe noTka CD/DVD anckoBoaa;
NPOW3BOSIbHbIN 3aMyCcK Ha KOMIMbIOTEPE KaknX-nmbo nporpamm;

YyacTble 3aBMcaHusi n coon B pabote KOMNbIOTEPA;

MeaneHHasa paboTta KoMrboTepa Npu 3anycke NporpamMmm;
NCYE3HOBEHWNE UMM UBMEHEHKNE dbalIIOB U NMarok;

yacToe obpalleHne K XEeCTKOMY AUCKY (4acTo Muraet namnodka Ha
CUCTEMHOM Br1oKe);

3aBUcaHNe UnNn HeoXnaaHHoe noseaeHne bpaysepa (HanpUMep, OKHO
nporpaMmbl HEBO3MOXHO 3aKpPbIThb).

HekoTopble XxapakTepHble NPU3HaKMN NOpaXKeHUs1 CETEBbIM BUPYCOM
4yepes ANEeKTPOHHY MOYTY:

APYy3bA NI 3HAaKOMbIE TOBOPAT O NOJ1Iy4YEHHbIX OT BaAC COO6LLI,€HI/IF|X,
KOTOPbIE Bbl HE OTINPAaBJIAIN,

B BalLleM MOYTOBOM SILLMKE HaxoamnTcs 60nbLIoe KONMM4eCcTBo
coobLeHuin 6be3 obpaTHOro agpeca 1 3aronoska. o



s —
— HencrtBnd npm Halimniynm rnpnaHakoB

3apakeHns KoMnbloTepa

[Tpexxae yeM mpeANIPUHUMATH KaKHe-TN00 TeUCTBUsI, HeOOXOTUMO
COXPAHMUTh PE3Y/IBTaThl pAOOTHI Ha BHEIIHEM HOCUTeTe (IHCKeTe,
CD- uiu DVD-nucke, ¢iaii-kapTe u mp. ).

Ilanee HEOOXOIUMO:

OTKJIFOYUTH KOMITBIOTEP OT JIOKAJIbHOU ceTHU U MIHTepHeTa,
€C/IN OH K HUM ObLIT IIOIK/TIOYEH;

eCJIM CUMITTOM 3aPa)KeHUsI COCTOUT B TOM, YTO HEBO3MOYKHO
3arPY3UTHCS C YKECTKOTO IMCKA KOMITbIOTepa (KOMITBIOTEP BbIJAET
O1IMOKY, KOTZIa BbI €r0 BKJII0YaeTe), IoIpo00BaTh 3arPy3UThCS B
peXXrMe 3alIUThl OT CO0eB HWJIH C IMCKa aBapPUMHOMN 3arPy3KH
Windows;

3allyCTUTb AHTUBUPYCHYIO IIPOTPaMMY.
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~ KoMnbloTepHbie BUPYChI

M 3alumTa OT HUX

KoMmnbromepHbie supychbl ABNAOTCS BPeOOHOCHbIMU
nporpamMmmamMm, KOTopble MOTyT «Pa3MHOXKaTbCS»
(camoKkonnpoBaTbCsl) U CKPbITHO BHEAPSATH CBOU KOMNUK B
dannbl, 3arpy304Hble CEKTOPbI AUCKOB N JOKYMEHTHI.
AKTUBM3aLNS KOMMNbIOTEPHOTO BUPYyCa MOXET Bbl3blBaTb
YHUYTOXEHNE NPOrpaMmm 1 JaHHbIX.

Ha3BaHne «gupyc» rno OTHOLLUEHUIO K KOMMNbIOTEPHBLIM
nporpamMmmam npuLuio n3 bMonorMm MMeHHoO no r

CNOCOBHOCTU K CaMOPa3MHOXEHMUIO.

Mo «cpede o6uMaHusi» UPYChI MOXHO pa3fern g
3arpy3oyHble, annoBbie N MaKpOBUPYCHI.




3arpy3o4Hble BUPYChl

3a2py304YHbie 8UPYChI 3apa)katoT 3arpy304HbIN CEKTOP
MMOKOro Unm »XecTkoro Ancka.

[MpuHUMN OENCTBNSA 3arpy304HbIX BUPYCOB OCHOBAH Ha
anropuTMax 3arnycka onepaLmoHHOW CUCTEMbI NMpPW
BKIIOYEHUM UNN Nepe3arpy3ke KoMnbloTepa.

[1pn 3apaxeHnn OUCKOB 3arpy304Hble BUPYChbI
«NOACTaBNAKT» CBOU KO BMECTO NnporpamMmeil,
nony4yatroLlen ynpasneHue npu 3arpyske cCUCcTeMbl, U
OTOAaloT yrnpasieHne He opurMHaribHoOMy Koay
3arpysudmka, a kogy supyca. ['lpy nHdpununpoBaHnm gucka
BUPYC B OOMbLUMHCTBE Clly4YaeB NepeHoCnUT
OpUrMHanbHbLIN 3arpy304HbIN CEKTOP B KAKOMN-NTNOO
OpYyron cekTop gmcka.

lMpogunakmuyeckas 3aujuma om 3a2pPy304HbIX
8UPYCO8 COCTOUT B OTKa3e OT 3arpy3ku onepaLmoHHOM
CUCTEMbI C TMOKNX JMCKOB M YCTaHOBKe B BIOS BaLlero
KOMMbIOTEPA 3aLUNTbI 3arpy304HOro cekTopa oT



dannoBbie BUPYChH

daunoenie supychbl pasniniHbIMK cnocobammn BHEOPSIOTCS B
NcnonHMMble doaunsbl U OObIYHO aKTUBU3NPYHOTCA MPU UX 3anyckKe.
[Tocne 3anycka 3apaXxeHHOoro goanna BMpyc HaxoauTcd B ornepaTtuBHOU
NaMATU KOMMNbIOTEPA U SIBMIAETCH aKTUBHbBIM (T. €. MOXET 3apaxaTtb
apyrvne dansnbl) BNAOTb 40 MOMEHTa BbIKIHOYEHNSA KOMMNbIOTEPA UM
nepesarpys3ku onepalmMoHHON CUCTEMBI.

[MpakTnyecku Bce 3a2py304HbIe U ¢halsioeble sUpycChl pe3uGeHMHbI
(cTUpatloT AaHHblE Ha AMUCKaX, U3BMEHSIIOT Ha3BaHUs U apyrue aTpuoyThbl
dhannos nT. 4.).

JleueHue om pe3udeHMHbIX eUpPycoe 3aTPYOAHEHO, TaK Kak Aaxe nocrne
yaaneHua 3apaxeHHbIX pannos ¢ ANUCKOB, BUPYC OCTAeTCA B
ornepaTtuBHOW NamMATU 1 BO3SMOXHO NOBTOPHOE 3apakeHne dpaunsos.

lpopunakmu4veckas 3awuma om ¢hausioebix eUpPyco8 COCTOUT B
TOM, YTO HE PEKOMEHOYETCS 3anyckaTb Ha UCNOMHEHNE ddannbl,
NOSTy4YEHHbIE N3 COMHUTESbHbBIX UICTOYHUKOB 1 NpeaBapuTENbHO HE
NPOBEPEHHLIE aHTUBUPYCHBLIMU NMPpOorpaMmmMmamu.



MakpoBupychl

Cywecmeyrom MakKpoeupychbl OJisi UHmMe2puUpo8aHHO20
ogbucHo20 npunoxeHusi Microsoft Office. MakpoBupycCbl
doakTn4eckun aBnATCA MakpokoMaHgamm (MakpocamMmu), Ha
BCTPOEHHOM A3blKe nporpammmpoBaHunsa Visual Basic for Applications,
KOTOpble MOMELLATCA B JOKYMEHT.

MakpoBupycbl cogepXxaTt cTaHOapTHbIE MAaKPOChI, BbI3bIBAKOTCS
BMECTO HUX U 3apaxkatoT KaXKabl OTKPbIBAEMbIN UM COXPaHSEMbIN
OOKYMEHT.

Makpoeupycbi s18./1513H0mMcsl 02PaHU4YeHHO Pe3UOeHMHbIMU.

lMpogbunakmuyeckas 3awuma om MakKpo8upycoe COCTOUT B
NpenoTBpaLleHnn 3anycka Bupyca. ['1py oTKpbITUM JOKYMEHTA B
npunoxeHunsx Microsoft Office coobLiaeTcst 0 NPUCYTCTBUU B HUX
MaKpOCOB (MOoTEHUMaribHbIX BUPYCOB) U npeasiaraetcsd 3anpeTnTb UX
3arpysky. Belbop 3anpeTta Ha 3arpy3Kky MakpOCOB HaAeXHO 3aLlUNTUT
BaLl KOMMNbIOTEP OT 3apaXXeHNs MakpoBUpycamm, 0aHaKO OTKIHOY
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CeTeBble YepBW 1 3alUUTA-OT
- HUX

CeTeBble YepBMU SBMATCS BPeJOHOCHBIMM NMporpaMmmMamu,
KOTOPbIE MPOHMKAIOT Ha KOMIMbKOTEP, UCMNONb3YS CEPBUCHI
KOMIMbIOTEPHbIX CETEN. AKTUBN3ALINSA CETEBOIO YEPBHA MOXET
BbI3bIBaTb YHUYTOXEHME NMPOrpaMm 1 JaHHbIX, @ TaKkKe
NOXULLIEHNE NepPCOHanbHbIX AaHHbIX MNOMNb30BaTENS.

[1ns cBOEro pacnpocTpaHeHUsi CETEBbIE YEPBU UCMONb3YOT
pa3HOOOpa3Hbie cepBUCHI rMOBanbHbIX U JTOKAmNbHbIX
KOMIMbIOTEPHbIX CETEN: BCEMUPHYIO NayTUHY, 3NEKTPOHHYIO MNOYTY
nT. Ao

OCHOBHbIM NPU3HaKOM, N0 KOTOPOMY TUMbI YEPBEN Pa3nnU4aroTCs
MeXxay cobomn, sBNsieTcda crnocod pacnpocTpaHeHUs YePBA — KakK
OH NnepeaaeT CBO KOMUIO Ha yaarneHHble KoMmnbloTepbl. OgHaKo
MHOIMe ceTeBblE YEPBU NCNONb3YHOT Bonee oaHoro cnocoba

pacnpocTpaHeHUs CBOUX KOMWUI MO KOMMbIOTEPAaM FoKalbHbIX U
rmoAANLUKLIY CAOTAIN !



Web-4epBWu

OTOenbHYo KaTeropuio COCTaBnAT Yepeaeu, Ucnosib3yroujue
0J1s1 ceoe20 pacrpocmpaHeHUs web-cepeepabl.
3apaxeHue nponcxogmT B ABa atana. CHa4ana 4yepBb
NPOHMKAET B KOMIMbIOTEP-CEPBEP U MOANDULIMPYET web-
CTpaHULUbl cepBepa. 3aTeEM YEPBb «XKOET» MOCETUTENEN,
KOTOpble 3anpawinsaoT MHGopMaLUo C 3apaeHHOoro
cepBepa (Hanpumep, OTKpbIBalOT B bpay3epe 3apakeHHYH
web-CcTpaHuuy), u Taknm obpa3omM NPOHUKAET Ha apyrue
KOMMbIOTEPHI CETM.

Pa3HoBMAHOCTLIO Web-4yepBeun aBNAKTCA CKpUnmMbI —
aKTMBHbIE 3NeMeHThI (NporpamMmbl) Ha A3blkax JavaScript Unm
VBScript.

lpogunakmuyeckas 3aujuma om web-4yepeeu COCTOUT B
TOM, YTO B Bpay3epe MOXKHO 3anpeTuUTb NONYyYEHUE akTUBHbIX
9N1eMEHTOB Ha foKalbHbIM KOMMNbIOTEP.

Ewe 6onee adodpekTnBHbI Web-aHTUBUPYCHbIE MPOrpamMmsil,
KOTOPble BKITHOYAKT MEXCETEBOM 3KPaH U MOAYNb MPOBEPKU
CKPUNTOB Ha A3blKax JavaScript nnun VBScript



Me>xceTeBou aKpaH

Mexxcemeeou 3kpaH (bpaHOMay3ap) — 3TO NporpaMMHoe nnu
annapaTHoe obecneyeHne, KOToOpoe NpoBepsieT
MHopMaLMIo, BXOOALLYIO B KOMMbIOTEP N3 NOKaNbHOU CeTu
nnun MIHTepHeTa, a 3ateM NMbO OTKIOHAET ee, NMMbo
NponycKaeT B KOMIMbIOTEP, B 3aBUCUMOCTM OT NapamMeTpoB
bpaHamayapa.

MexxceTeBon aKkpaH obecrnevnBaeT NPOBEPKY BCEX web-
CTpaHuL, NOCTyNaKrLMX Ha KOMIMbIOTEP Mosib3oBaTENS.
Kakgasi web-cTpaHuua nepexBaTbiBaeTCAa N aHanmanpyeTcs
MEXCETEBbLIM 3KpaHOM Ha NMPUCYTCTBME BPEOOHOCHOIO Koaa.

PacnosHaBaHne BpeJOHOCHbIX NporpamMm NponcxoauT Ha
OCHOBaHUN 6a3s, NCNoNb3yeMbIX B paboTe MeXCeTEBOIO
9KpaHa, 1 C MOMOLLbI 3BPUCTUYECKOro anroputma. bassbli
coaepkaT ornnmcaHne BCeEX U3BECTHbIX HA HACTOSILLIUA MOMEHT
BPEJOHOCHbIX NporpamMm n crnocoboB nx 00e3BpeXnMBaHUS.
Jepucmuyeckul asicopumm No3BonseT obHapyXmBaTb
HOBbIE BUPYCHhI, €LLie HE ONUCaHHbIE B 6a3ax.



[louTOBbLIE YEPBYU

lToumoesblie Yyepeu A5 CBOEro pacrnpocTpaHeHUs NCMOSb3YHOT
9NIEKTPOHHYIO NOYTY.

UepBb NMOO OTChINAET CBOK KOMUIO B BUE BIOXEHUS B
9NIEKTPOHHOE NMNUCLMO, MO0 OTChINAET CChISIKY Ha CBOW dpann,
PAacCrOSIOXKEHHbIN Ha KakoM-Nnbo ceTeBoM pecypce. B nepsom
clly4ae Kof 4YepBsi akTUBMUINPYETCA NPU OTKPbITUK (3anycke)
3apakeHHOro BIOXEHUSs, BO BTOPOM — MNPW OTKPbITUM CChINKN Ha
3apaxeHHbIn dpann. B obounx cnyvasx adodpekT oguHakoB —
aKTUBU3UPYETCA KoL YepBs.

UepBb nocne 3apaxeHust KOMMbloTepPa HaYMHAET paccbinaTtb cebs
No BCEM afpecam ANEKTPOHHOU NOYThbl, KOTOPbIE NMEIOTCS B
aJpeCcHOU KHUre nonb3oBaTens.

lMpogbunakmuyeckas 3aujuma om rMo4YmMoebix Yyepeel COCTOUT
B TOM, YTO

HE PEKOMEHAOYETCA OTKPbIBATb BITOXKEHHbIE B NOYTOBbLIE
COO6LLI,€HI/IFI Cbal/lﬂbl, noJsftyvyeHHble N3 COMHUTEIbHbLIX
MCTOHYHUKOB.

PEKOMEHAYETCS CBOEBPEMEHHO CKaymBaTb 13 IHTepHeTa U
VCTAHABMVBATE OOHOBMNEHUS cucTeMbl be3lonacHoOCTu



/
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~——  TposiHCKue nporpamMmmbl

M 3aLgmTa OoT HUX

TposiHCKkasi npo2pamMmMa,
mposiHey (OT aHrn. trojan) —
BpeOOHOCHad nporpamma,
KOTOpagq BbIMOSIHAET
HeCaHKUMOHMPOBAHHYO
nonb3oBartenem nepenavy
yrnpaBneHnsa KOMMNbLITEPOM
yaaneHHoOMY Nnonb30BaTento, a
TaKke OeNUCTBUA Mo yaaneHuro,
mMoandukaumm, coopy u
nepeckbinke MHpopmauum
TPETLUM NNLLAM. |




_ TposiHCKUe YTUNUTHI yOaneHHOoro

dAMWHNCTPUPOBaAHNA

TpOFIHCKI/Ie nporpamMmmMmbl 3TOroO KriaccCa ABJTAKTCA YTUITUTaMU
yaanlneHHOoOro agaMmHnNCTpupoBaHmA KOMMblOTEPOB B CETH.
YTUnntol CKPbITOroO yrnpasJieHNA No3BOJIAKOT NMPUHUMATb UJ1n
OTCblJ1aTb Cbaﬁﬂbl, 3allyCKaTb U YHUHTOXATb NX, BbIBOOAUTb

coo0LLieHNs, cTMpaTb MHopMaLnto, nepesarpykaTb
KOMMbIOTEP U T. A.

[1pn 3anycke TPOAHeEL yCTaHaBNMBaET cebs B CUCTEME U 3aTEM
crieguT 3a HeW, NPy 3TOM Mosb30oBaTento He BblaaeTcd
HUKaKNX COODLLEHNN O OENCTBUAX TPOSIHCKON NporpamMmmsbl B
cucteme. B pesynbsrarte «nonb3oBartenb» 3TOU TPOAHCKOU
nporpamMmmbl MOXET U HEe 3HaTb O ee NPUCYTCTBUU B CUCTEME,

B TO BpeM4A KaK €ro KOMrbTEP OTKPbIT A4 yaaJrieHHOro
yrnpaBJlieHNA. A
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— I POAHCKME nporpamMmmbl - LLUMNOHDbI

TposiHCKue npo2paMMbl — WIMUOHbI OCYLLECTBNAIOT
9NEKTPOHHbIU LUMMOHAaX 3a Nofb3oBaTenem
3apaKeHHOro KoMnbkoTepa: BBOAMMAZA C KnaBunaTypbl
MHJOPMaLMA, CHUMKU 3KpaHa, CNNCOK aKTUBHbIX
NPUNoXeHnn n JencTend Nofb3oBaTens ¢ HUMU
COXPaHATCS B KAKOM-nnMbo dbanne Ha Anucke u
nepmnognyeckn oTnpaBnAaTCA 3NOYMbILLNTEHHUKY.

TpoAHCKMe nporpamMmbl 3TOrO T1MNa YacTo UCMOSb3YHTCH
ONS KpaXXn MHpopmMaLuun nonb3oBartenen pasnnyHbix
CUCTEM OHJTAaMHOBbLIX NriaTeXxen n 6aHKOBCKNX CUCTEM.



PeknamHbie nporpamMmmbil

PeknaMHble npo2pammbi (aHrn. Adware: Advertisement —
peknama u Software — nporpamMmMHoe obecrie4eHmne)
BCTpaMBaKOT peknamMy B OCHOBHYIO MOJIE3HYIO NporpaMmmy
N MOTYT BbINOSTHATL PYHKLUIO TPOSHCKMX NpOorpamMmm.
PeknamHble nporpammbl MOTYyT CKPbITHO coObupaTb
pasnn4yHy0 MHOPMaLNIO O NMosb3oBaTtene KoMnbloTepa U
3ateM OTnpaBnsATh ee 3NoyMbILUNEHHUKY.

3awunTa OoT TPOAHCKUX nporpamm. TposHCK1E nporpaMmmbl
4aCTO U3MEHAIOT 3arnnucm CUCTEMHOrO peecTpa
onepaunoHHOMN CUCTEMbI, KOTOPLIN COOAEPXKUT BCE
cBeQeHns 0 KOMNbOTEPE U YCTAaHOBNEHHOM
nporpaMmMHOM obecneyeHnn. [na nx yoaneHus
HeobxoaMMo BOCCTAaHOBITIEHNE CUCTEMHOIO PeecTpa,
NO3TOMY KOMMOHEHT, BOCCTaHaBNMBaoLMN CUCTEMHbIW
peecTp, BXOOAUT B COBPEMEHHbIE OnepaLoHHble
CUCTEMBbI.



/
~— Xakepckue yTunuTbl

M 3alumMTa OT HUX
CeTeBble aTaku

Cemeeble amaku Ha yOaJieHHbIe cepeepbl PEANN3YIOTCS C
NOMOLLbIO cneunanbHbIX NporpamMm, KOTopble NocbiNakT Ha
HUX MHOTOYUCNEHHbIE 3anpoChkl. ITO NPUBOAUT K OTKa3y B
obcnyXnBaHmu (3aBMcCaHUIO cepBepa), ECIn pecypchl
aTakyemMoro cepBepa HeoCTaTouHbl Ang 00paboTkn BCcex
NoCTynarLLMX 3anpoCcoB.

HekoTopble xakepckue yTunmtbl peannayoT paTtanbHble
CeTeBble aTaku. Takne yTUnmTbl UCMONb3YOT YA3BUMOCTU B
onepaLnoHHbIX CUCTEMAX U NPUMNOXEHUAX U OTNPaBRSAoT
creyuanbHO 0OPMIIEHHbIE 3aMpochl HA aTakyeMble
KOMMbIOTEPBLI B CETU. B pe3ynbrate ceTeBom 3anpoc
creyuanbHOro BUaa Bbi3blBAae€T KPUTUYECKYIO OLLMOKY B
aTakyeMoM NpUNoXeHun, n cuctema npekpatiaet padboty. | a



_—YTVnuTbI B3noma yaaneHHbIX

KOMMbIOTEPOB

Ymunumesi e3noma ydasnieHHbIX KOMMLOMepPos
npeaHasHaveHbl Ans NPOHUKHOBEHUS B yaaneHHble
KOMMbIOTEPSI C LiErblo AarnbHenLwero ynpasneHns uMu
(Mcrnonb3ys MeToabl TPOSAHCKUX NPOrpaMmm Tuna yTunuT
yaaneHHoro agMUHUCTPUPOBAaHUSA) UNW NS BHEOPEHUS
BO B3rIOMaHHY0 CUCTEMY APYrMX BPeOOHOCHbIX
nporpamm.

YTUnuTbl B3nomMa yaaneHHbIX KOMMbITEPOB 0ObIYHO
MCMONb3YIOT YA3BMMOCTM B ONepaLNoOHHbIX CUCTEMAX
UMW MPUNOXKEHUSAX, YCTaHOBMNEHHbIX Ha aTaKyeMOoM
KOMMbIOTEpE.

lMpoghunakmuyeckas 3auyuma om makux XaKkepcKux

ymusium COCTOUT B CBOEBPEMEHHOW 3arpy3ke 13
MHTepHeTa 0OHOBNEHMN CUCTEMbI BE30MACHOCTU ,



PyTKNTDI

PyTKUT (OT aHrn. root kit — «Habop ANA nony4eHns npas
root») — NporpamMmma unu Habop nporpamMmm a4
CKPbITOro B3ATUS N0 KOHTPOJTb B3NIOMaHHOW CUCTEMBbI.

OTO YTUIMANTLI, UCMOSb3yeMble A1 COKPbITUS
BpeaOHOCHOU akTUBHOCTU. OHM MaCKMpYOT
BPEeAOHOCHbIE NMporpammebl, YTOObI N30eXxaTb UX
oDHapyXeHUs aHTUBUPYCHbLIMWU NMPporpaMmmamMu.

PyTKNTbl MOAUULMPYIOT OnepaunoHHY CUCTEMY Ha
KOMIMbOTEPE U 3aMEHAIOT OCHOBHbIE €€ OYHKLMK, YTOODI

CKPbITb CBOE COOCTBEHHOE NPUCYTCTBUE U OENCTBUS,
KOTOpble NPeanpPUHMMAET 3MI0YMbILLITIEHHUK Ha
3apaKeHHOM KOMMbHOTEpE.



/

~——3aluunTa OT XakepCKux aTtak, CETEBbIX

YyepBeN N TPOAHCKUX NPOrpamMmm.

3awjuma KoMnbromMepHbIX cemeut VN OTAENbHbIX
KOMMbIOTEPOB OT HECAHKLMOHNPOBAHHOIO A0CTYNa MOXET
OCYLLECTBMAATLCS C MOMOLLbI MEXCETEBOIO 3KpaHa.

Mexxcemeesou 3kpaH NO3BOJSIAET:

briokmpoBaTb Xakepckune DoS-aTtakuy, He rnponyckasi Ha
3alluLLaeEMbIA KOMMNbIOTEP CETEBLIE MNAKETHI C
onpegeneHHbIX

cepBepoOB (onpeneneHHbIX IP-aapecoB UM AOMEHHbIX
NUMEH);

He gonyckaTb NPOHUKHOBEHME Ha 3alluLLaeMbIN
KOMMNbLIOTEP
CeTeBbIX YepBeun (novToBbIX, Web 1 Ap.);

NpPenaTCTBOBaTb TPOSHCKMM nporpamMmmam oTnpaBndaTb
KOHJOUAEeHUMasrbHy0 MHOpMaLUo O Nonb3oBaTerne U |



/

et Knaccugpukaumn OB
No OCOOEHHOCTSAM anropntmMa

lMpocmeliwue supychbl - Napa3nTUYECKNE, OHU N3MEHSIIOT COAEPKNMOE
channoB 1 cekTopoB Aucka 1 MOryT ObITb JOCTATOYHO JIErKO OOHapPYXEHbI U
YHUYTOXEHbI. MOXXHO OTMETUTL BUPYCbI-PENNMKaTOPbl, Ha3blBaeMble
4YepBsAMU, KOTOPbIE PACNPOCTPAHSAOTCS MO KOMMbIOTEPHbLIM CETAM,
BbIYMCNAOT apeca CETEBbIX KOMMbIOTEPOB U 3arnnCbIBalOT MO 3TUM agpecam
CBOW KOMuw.

3BeCTHbI 8UpPYCbI-He8UOUMKU, Ha3biBaeMble cmeJic-eaupycamu, KOTopble
OYeHb TPYOHO OBHapYyXuTb 1 06e3BpeanTb, TaK Kak OHU NepexsaTbiBaloT
obpalleHns onepaumMoHHON CUCTEMbI K MOPaXXeHHbIM dpannam u cektopam
OVUCKOB W NOACTAaBIAT BMECTO CBOEro Tefla He3apaXKeHHble y4acTKu gucka.

Haunboree TpyaoHO 0OHapyXnTb 8UPYCbI-MymaHmMbI, COAepXxaline
anropuTMbl LUMPPOBKMN-pacLLNGPOBKN, Briarogaps KOTOPbIM KOMUX O4HOMO U
TOrO e BUpyca He UMEKT HN OHOW NOBTOPSOLLIENCA LEeNOYKM DanUTOB.

IMeloTcs 1 Tak Ha3blBaeMble K8a3U8UPYCHbIE UM « TPOSHCKNE »
nporpamMmsbl, KOTOPbIE XOTS U HEe CNOCOBOHbI K caMopacnpoCTPaHEHUo, HO
O4Y€eHb OMacHbI, Tak Kak, MackMpysachb Nnog, rnonesHyto nporpammy, paspyLuatoT



=

IHopmaLumna ceroaHsa cTouT
Ooporo n e€ Heobxoanmo
oxpaHaTb. MaccoBoe
NPUMEHEHNE NepPCOHarbHbIX
KOMMbIOTEPOB, K COXaleHuto,
OKa3anocb CBA3aHHbIM C
NosiBIIEHNEM
CaMOBOCMNPOU3BOASILLINXCS
nporpamm-BMpycos,
NPENATCTBYHOLWMX HOPMaSibHOW
paboTe KoMnbTEPA,
paspyLuaroLmx pannosyto
CTPYKTYPY OANCKOB U HAHOCSLLNX
yuepb XxpaHMMomn B KOMMbOTEPE
MHdopmauunu.

A



Buabl 1 MeTOABI 3aIUTHI HHPOPMAIIUH

Bun 3anmmrol

MeToa 3alIUThBI

Ot cboeB
obopynoBaHuA

 ApxuBmupoBaHue cpannos (Co cxxaTuem unu
6e3);
* pesepBUpoBaHue pannoB

OT cnyyanHou
noTepu nnu
UCKaXXeHuns
UHdopmaLum,
XpaHsAaLWencs B
KOMNbIOTEpE

e 3anpoc Ha noaTBepPXKAeHUe BbINOJIHEHUA
KOMaHA, U3aMeHALWnx pann.;

* yCTAaHOBKA cneuunaribHbIX aTpMoyToB
AOOKYMEHTOB U NporpamMmm;

* BO3MOXXHOCTb OTMEHbl HEBEPHOro
AEeNCTBUA UNN BOCCTAHOBIIEHUA OLUMOOYHO
yaaneHHoro hanna;

* pasrpaHu4YeHue AocTyna nosfib3oBaTtesiemn K
pecypcam ¢annoBon CUCTEMbDI

43



Buasl 1 MeTOABI 3aIIUTHI HPpOPMAITUH

Buja 3amurel

MeToa 3alIUTHI

OT npegHamMepeHHOro
UCKaXXeHus, BaHAanusma
(koMnbOTEPHBLIX
BUPYCOB)

*O0wume meToabl 3aWNTbI UH(pOpPMaALIUUK;
* npodunakTuyeckme Mepbl;

* UICNONIb30BaHUEe aHTUBUPYCHbIX
nporpamMmm

oT
HeCaHKLMOHUPOBAHHOIO
(HeneranbHOro) gocryna
K UH(popmaLuun

(ee ncnonb3oBaHuA,
U3MeHeHwus,
pacnpocTpaHeHus)

* llindppoBaHue;

* NaponMpoBaHue;

* KANEKTPOHHbIE 3aMKN»;

* COBOKYNHOCTb aAMUHUCTPATUBHbLIX U
npaBoOXpPaHUTENbHbIX Mep




3aKknvyeHue

[MogBoas ntorn, cnegyet yNnoMsHYTb O TOM, YTO M3BECTHO MHOXKECTBO CIly4aes,
Korga dompMel (He TONbKO 3apybexHble) BeayT Mexay cobon HacTosLwmne
«LLINMUOHCKME BOWHbI», BEPOYHA COTPYAHUKOB KOHKYPEHTA C LIENbLIO MNONnyvYeHns
Yyepes HUX AOCTyna K tHhopmaumm, COCTaBNSAOLLYH0 KOMMEPYECKYO TalHYy.
PerynnpoBaHune BonpocoB, CBA3aHHbLIX C KOMMEPYECKOW TanHOW, eLle He
nony4uno B Poccunm goctatodHoro passutus. Mimeroweecs 3akoHoaaTenbCTBO
BCE e He obecnevnBaeT COOTBETCTBYHOLLLENO COBPEMEHHbBIM peanunsim
perynupoBaHus OTAerNbHbIX BOMPOCOB, B TOM YMCIe U 0 KOMMepYecKkon TanHe. B
TO XXe BpeMsi Hago oTaaBaTb cebe OTYET, UTO yLepb, MPUYMHEHHbIN
pasrnaweHnemM KOMMEPYECKOW TarHbI, 3a4acTyo UMEET BeCbMa 3HaYUTESbHbIE
pasmepsbl (ecrnn nx BooOLLE MOXXHO OLEHUTL). Hannine Hopm 06
OTBETCTBEHHOCTU, B TOM YMNCNE YrOoSIOBHON, MOXET NOCIYXUTb paboTHUKaM
NpenocTepeXXeHneM OT HapyLLEHU B AaHHOW 0bnacTun, Nno3Tomy uenecoobpasHo
noapobHO NPONHMOPMMPOBATL BCEX COTPYAHUKOB O NOCNEACTBUAX HAPYLUEHUM.
XoTernocbk Obl HAAEATLCSA YTO CO34aloLLasnCcsa B CTpaHe CUCTeEMa 3aLLuUThI
NHdopmMaLuunm n dopMrUpoBaHNE KOMIIEKCA MeP MO ee peanusaumn He npuBeaeT
K HeobpaTMMbIM NOCNEeaCTBUAM Ha NyTU 3apoxaatouierocs B Poccuu
NHOOPMALIMOHHO - MHTENNEKTYarbHOro 06 begMHeHNa CO BCEM MUPOM. e
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