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CopepxaHue paboTbl

® 3amiura I/IHgbOpMag,I/II/I.

[ _ BaMI/ITa OT HECAHKITMOHWPDOBAHHOT'O TOCTYIIA K
I/IHgleQMaLI,I/II/I.

1. 3a1MTa C MCMOIB30BAHUEM ITAPOJIEM.

2. buoMeTrpuyeckue cCiCTeMBbI 3aLIIWTHI.

® dusmnyeckas 3allIMTA JaHHBIX Ha JIUCKaX.

® 3ammTa OT BpeJOHOCHBIX MTPOTrPAMM.

1. BpenoHOCHBIe ¥ aHTUBUPYCHBIE TPOTPAMMBIL.
2. KoMIiplOTEepHBIE BUPYCHI U 3a1IUTA OT HUX.

3. CeTeBble YePBY U 3aLIUTA OT HUX.

4. TposiHCKHe MPOrPaMMBI Y 3a1IIMTA OT HUX.

5. XaKepCcKWe YTUIWTHL U 3a1IIMTa OT HUX.
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3awuTa nHpopmMmaLmga

be3onacHOCTM C  LEenbl  COXpaHeHUus
rocygapCTBEHHbIX " KOMMEpPYECKNX
CEeKPETOB. 3awurta obecne4ynBaeTcs
coonageHnem pexunma CEKPETHOCTMN,
NPUMEHEHNEM OXpPaHHbIX cucTem
curHanusaumm " HabnaeHus,
McnonbL3oBaHMEM LN POB 1 Naporeun.



A/

awuma uHgopmMmayuu
npeacTaBnisieT cobon
NEATENbHOCTL MO
npenoTBpaLLEeHNIO YTEYKN
3aluaemMmoun
MHdopMauuu,
HEeCaHKLUMOHNPOBaHHbLIX U
HenpeaHaMepPEHHbIX
BO3OEeNCTBUU HA
3aluiiaemyto
MHJOPpMaLNIO, TO ECTb
npoLecc, HanpaBneHHbIN
Ha JOCTUXKEHME ITOro
COCTOSIHUS. .
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KOHCbI/I,EI,eHLI,I/IaJ'I bHOCT [ocTynHocT
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COCTOAHME 3alUULLEHHOCTU NHPOPMAaLMOHHOMN
cpenbl.

BbIYUCIINTENBHON TEXHUKE MNOHATUE 6e30nacHOCTU
noapasymeBaeT
HaOEeXHOCTb PaboTbl KOMMNBLIOTEPA,
COXPaHHOCTb LIEHHbIX AaHHbIX,

3awunTy MHOpMaUMM OT BHECEHUA B Hee WU3MEHEeHUu
HEeYNONHOMOYEHHbIMMN NLaMU,

coxpaHeHue TaliHbl Nepenuckn B 3NIeKTPOHHOW CBA3N.

Bo Bcex UMBUNN30BaHHbIX CTpaHax Ha 6e3onacHOCTM rpaxkagaH

CTOAT 3aKOHbl, HO B  BbIMUCINUTENbHON  TEXHUKE
npaBoNpUMEHUTENbHAsA MpakTMKa MNoka He pasBuTa, a
3aKOHOTBOPYECKMA MPOLIECC HEe YycrneBaeT 3a pa3sBUTUEM
TEXHONOIMN, N HAAEXHOCTb PAbOThl KOMMbLIOTEPHbLIX CUCTEM
BO MHOrOM OMMPaeTCsa Ha Mepbl caMo3aLLUTbI.




- AHKLIUOHUND
AOCTYynN

HecaHkyuoHupogeaHHbIU

docmynn - [eicTBxS, HapyLUatoLL
YCTaHOBMNEHHbLIVM NOPAA0K AOCTYyNa
UKW NpaBuna pasrpaHnyeHmnst, 0oc
K nporpaMmmam 1 AaHHbIM, KOTOPbIV
nony4vatoT aboOHEHTbI, KOTOPbIE HE

NPOLUMY perncTpaumio n He UMeroT
npaBa Ha O3HAaKOMIIeHne nnun paobc
STUMUN pecypcamu.

[1na npegoTtepalleHud
HeCaHKUMOHWUPOBAHHOIO AOCTYyNa
OCYLLECTBMSETCSA KOHTPOSb AOCTYynNa.

—




-—-3aujuTa c UCnosnb30oBaHUEM
napornewu

Q) meractop

[ns 3awmTbl OT HECAHKLMOHNMPOBAHHOIO JOCTYNa K

nporpamMmmam v AaHHbIM, XPaHALLMMCA Ha KOMMbIOTEPE,
NCNonb3yKTCH naposiu.

KomMmnbioTep paspeluaeTt AOCTYn K CBOUM pecypcaM TOSIbKO
TeM NOoJNib30BaTeNAM, KOTOPble 3apermcTpupoBaHbl 1 BBEMNU
npaBUIbHbIW NAPOrb.

Ka)kgomMy KOHKPETHOMY MOSib30BaTESH0 MOXET ObITb
paspeLleH AOCTYN TONbKO K onpeaeneHHbIM
NHJOOPMAaLIMOHHbLIM pecypcam.

[Mpy 3TOM MOXET NPON3BOAUTLCS PErNCTPaLMA BCEX NOMbITOK o
HeCaHKUMOHMPOBAHHOIO OOCTVNA. :
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3awuma c ucnosb308aHuUeEM napoJis NCMonb3yeTcs Npu
3arpyske ornepaLnoHHON CUCTEMbI

Bxon no naposto MOXeT ObITb yCTaHOBMNEH B NporpaMmme BIOS
Setup, KOMMbIOTEP HE HAYHET 3arpy3Ky onepaLnoHHOM

CUCTEMBbI, ECNN HE BBeAEH NpaBuIbHbIi Napornb. [peogoneTb
Takylo 3aLLUTYy HEMNETKO.

OT HECaHKLIMOHMPOBAHHOIO AOCTYrNa MOXET ObITb 3aLLMULLEHbI
KaXkOblN OUCK,

Ka)kgaa nanka,
Ka)XObl doann NokanbHOro Komnekotepa.

[ns HUX MoryT ObITb YCTAHOBIEHbI ONpeAerneHHbIe NpaBa
oocTtyna

NOnHbLIN OOCTYN,

BO3MOXXHOCTb BHECEHUA UBMEHEHUMN,
TOJ1IbKO YTEeHWe,

3anucb 1 ap.

I'IpaBa MOTYyT ObITb pa3JyindHbiMU OJ14 Pa3JINYHbIX A
NnoJib3oBaTteJien.
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SUOMeTpUYecKme CUCTEMb

3alUTDI

B HacTosee BpeMs Ang 3awnTbl OT
HeCcaHKLUMOHMPOBAHHOIO JocTyna K MHdopmauun Bce
bonee YyacTo ncnomnb3yTcs 6uoMempuYyeckue
cucmembl uGeHMuguKkayuu.

V|CI'IOJ'Ib3yeMbIe B 3TUX CUCTEMAaX XapPaKTEPNCTUKUN ABITAKOTCAH
HeEOTbeEMJIEMbIMU Ka4eCTBaAMU JINMHOCTU YEJIOBEKA U
MNO3TOMY HE MOTYT ObITb YTEPAHHBIMA U I'IOLI,,EI,eJ'IaHHbIMI/I

K BnomeTpunyeckmm cnctemam 3. , n«
OTHOCHATCS CUCTEMbI MOEHTUQ s — Q
No oTnevyaTkam nanbLues; ] . \
MO XapakTepUCcTMKam peyu; .
no pagy>kHon obornouyke rnasa (
No N300paXxeHuto Nnua;
Mo reoMeTPUn NaoHN PYKAN. A
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nanbLeB

OnTnyeckne ckaHepbl CHYUTbIBAHUS
OTMeYyaTKoB narsbLeB
yCTaHaBIMBAKOTCS HA HOYTOYKMN,

MbILLIW, KNaBuaTypbl, ONaLw-Anckn, a |

TaKke NPUMEHSATCA B BUae
OTAENbHbLIX BHELLHUX YCTPOUCTB U
TepMMHanNoB (Hanpumep, B
asponopTax n baHkax).

Ecnu y3op oTnevartka nanbsua He
coBnagaet C y30pOM A0MYyLLEeHHOro
K MHpopMaummn nonb3oBaTens, 10
O0CTyn K Hdpopmaumm
HEBO3MOXEH.

Q

. OnTUYeCKuMi ckaHep oTneyaTka nanbLia,
BMOHTUPOBAHHBIN B HOYTOYK
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VgeHTupunkaumns

Mo XapakTepucTukam pedmn

ioeHTuduKaumna Yenoseka no
rosflocy — o4uH U3 TpagMUNOHHbIX
cnocoboB pacrno3HaBaHus,
NHTEPEC K 3TOMY METOAY CBSA3aH U
C NpOrHo3amun BHeApPEHNS
ronocoBbIX MHTEP(ENCOB B
onepaunoHHbIE CUCTEMBI.

[onocoBada naeHTUPmKaums
GEeCKOHTaKTHa U CYLLECTBYIOT
CUCTEMbI OrpaHnyeHnsa goctyna kK i S
iGhMaLI A BoosaEl ‘
4AaCTOTHOrO aHarmn3a peyun.

Structure of the prototype

earance of the prototype
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oeHTndprkaumsa no pagyxHou

00O0J104Ke rnasa

2 PagyxHaga obornouyka rrnasa siBnsietcy
YHUKANbHOW ONA KaXX40ro YenoBeka
BMOMETPUNYECKON XapaKTEPUCTUKOMN.

N3ob6paxkeHune rnasa BblOeNAeTcs n3
N300pakeHnst Nuua 1 Ha Hero
HaKnaablBaeTcsa cneuuanbHas
Macka LTpux-koaos. PesynsraTtom
ABNSIETCA MaTpuua,
nHAnBMayarnbHas anga Kaxmaoro

Onsa noeHTudunkaumm no pdiffesH@doonoyke rnasa
NPUMEHSAIOTCS creyuanbHble ckaHepbl, MOAKMIYEHHbIE K
KOMMbIOTEPY.
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—lVlneHTndukaumnsa no n3obpaxeHuto nuua

[1na ngeHtTmdoukaumm NMMYHOCTU YacTo UCMNOSb3YHTCA
TEXHOSI0MMN pacno3HaBaHMs No nuuy.
Pacno3HaBaHue YyenoBeka npoucxoguT Ha
PACCTOAHUMN,

oeHTUdpnKkaumMoHHbIe NPU3HAaKM y4YnUTbIBaroT oopmy
nnua, ero UBET, a TakKe uBeT Bosioc. K BaXHbIM
Npu3HaKkam MOXXHO OTHECTU TakKKe KoopaAuHaThbl TOYEK
nvua B MecTax, COOTBETCTBYHOLLMX CMe!' '~ “oLizn
(bpoBu, rmasa, HOC, yLIKn, POT 1 OBan).

B HacTosiLee BpeMsi HAUMHAETCA Bblau:
HOBbIX 3arpaHnacrnopToB, B MUKPOCXEME |
KOTOPbIX XpaHUTCA LundpoBas otorpad
Bragenbua. ,




" MpeHTudukaumsa no nagoHu pyku

B buomeTpuke B Liensax
naeHTudunkaumnm ncnonba3yeTcs
npocTasi reoMeTpusi pykn —
pasMepbl U PopMa, a TakkKe
HEeKOoTopble MHPOPMALIMOHHbIE
3HaKW Ha TbINbHOW CTOPOHE PYKU
(0bpasbl Ha crmbax mexay
danaHramu nanbLEeB, Y30pPbl
PACMNONOXEHUA KPOBEHOCHbIX
cocyaos).

CkaHepbl naeHTUduKauum no NagoHn - .
PYKW YCTAHOBMNEHbI B HEKOTOPbIX
asponoprtax, baHkax n Ha aTOMHbIX :
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| duilnyeckKas saWimTta

[ns o6ecnequMl$HaHH bIX HA ID‘M CKaX

CKOPOCTW YTEH anmcun u
HaOEeXHOCTU XpaHEHUA AaHHbIX ' 1
Ha XXEeCTKUX AnCKax

ncrnonbayoTcs RAID-maccuBbl
(Redundant Arrays of Independent
Disks - N3ObITOYHbIN MAccuB
He3aBUCUMbIX OUCKOB).
HeCcKonbKOo XXeCTKUX AUCKOB
noaknto4atoTcs K RAID -
KOHTPOMNepyY, KOTOPbIA
paccMaTpuUBaET UX Kak eanUHbIN
NOrM4ecKmnn HocuTenNb

nHdpopmaumu. &~
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= CnocoObl peanusa

——
umn RAID-maccuBa

AnnapamHbiu llpoepaMMHbIU

AnnapartHbi guckoBbi  [lporpammHbin RAID-maccus
MacCuB COCTOMUT U3 peanuayeTtca Nnpuv NOMoLL
HECKOJbKUX XXECTKUX cneunanbHoro gpaneepa. B
OVCKOB, nporpaMmmMHbIA MaccuB
yrnpaendaeMblX npu OpPraHn3yroTcs AUCKOBbIE
MOMOLLN pasfenbl, KOTopblie MOryT
cneunanbHOU NnaTbl 3aHMMaTb Kak BECb OUCK, TaKu ero
KOHTponnepa RAID- yacTb. [lporpammHbie RAID-
MaccuBa. MacCCUBbI, KaK NpaBuo, MeHee

HaOeXHbl, YeM annapaTHble, HO
obecne4nBaloT Ooriee BbICOKYHO

CKoggch aboTbl C AaHHbIMW.
Pacrinama 3a Ha0exXHocmb —

chakmuyeckoe cokpaujeHue OUCKOB8020 MpocmpaHcmea
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OT BPeAOHOCHbIX MPOorpamMm

BpeaoHocHasa nporpamma (bykBarnbHbIN NepeBoO/
aHrnoasbivHOro TepmmHa Malware, malicious —
3NMOHaMepPEeHHbIN U software — NporpamMMHoe
obecnevyeHune, )XxaproHHoe Ha3BaHUe — «MarnBapby,
«MasioBapb», «MblNIOBapb» U gaxe
«MbIITOBapHA») — 3NTIOHAMepEeHHada nporpamMmma, 1o
eCTb Nnporpamma, cosgaHHas co 3/1bIM YMbICIIOM

1 3NbIMWU HAMEPEHUAMMN.
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Bupycsl, yepswy,
TPOSIHCKHE U
XaKepcKue
NMPOrpaMMbl

4

g e

pefoOHOCHbIEe NporpaMmmbi

:

IHInuoHckoe,
pPeKJIaMHOe
IMPOrpaMMHOE
od0ecreyeHue

(¥ /

o

IloTeHninaabHO
oIlacHoOe
nmporpaMmMHOe
od0ecreueHue

¥




A\HTUBUNPYE
nporpamMmmbil

=8)BpPEMEHHbIE aHTUBUPYCHbIE MPOrpamMmmbl 06ecneunsatoT
KOMIMJIEKCHYIO 3aujumy npo2pamMm 1 JaHHbIX Ha
KOMIMbIOTEPE OT BCEX TUMOB BPEAOHOCHbLIX NPOrpamMm u

Mr Goagle Securify

METOO0B NX MPOHNKHOBEHUSA Ha KOMIMbHO
VIHTepHeT,
noKarnbHas CeTb,

9NEeKTPOHHaZA Nno4Ta,

CbEMHbIE HOCUTENN MHOPMaLIUN.

|El,J'IFl 3adllUNTbl OT BPEAOOHOCHbIX MPorpamMmm Ka>xaoro Tmna B
aHTUBUpyce npeaycMoTpeHbl otaesibHbl€ KOMIMOHEHTHI.

lNMpuryun pabombl aHMUBUPYCHbBLIX MPO2pPaMM OCHOBaH
Ha NpoBepKe hannos, 3arpy304HbIX CEKTOPOB OUCKOB U
onepaTtMBHOW MNaMATU U NOUCKE B HUX U3BECTHbIX U HOBbIX
BPEOOHOCHbIX MporpamMmm.

A
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——  AHTUMBUpPYCHbIE NporpamMmmbl

Ansi noucka uzeecmHbix 8peJOHOCHbIX
npoapamMm UCTOSb3YTCA CUTHATYpbI. —
Cuz2Hamypa — 3TO HeKOoTopas NOCTOSAHHAs Dr.WEB
nocrenoBaTenbHOCTb NPOrPaMMHOrO KOAa, q %
cneundunyHasa gnsa KOHKpeTHOW BpegoHOCHOM Y
nporpamMmmel. ECnu aHTnBUpYCHas nporpamma ——

OOHapYXXMT TaKyto NocreaoBaTesibHOCThL B
KakoM-nnbo danne, To hann cuntTaeTcs

3apaxXeHHbIM BUPYCOM U NOONTEXNT Ne4YeHnto
Uiin yaaneHuto.

Jns noucka HoebIx 8UPYCcOE UCTONb3YHTCS
anropuTMbl 9BPUCTUHECKOIO CKAHUPOBAHUA, T.
€. aHanusa nocnegoBaTenbHOCTU KOMaH/ B
npoBepaeMomM obbekTe. Ecnun
«nogo3puTenbHasa» nocnegoBaTesibHOCTb
KOMaH[ 0OHapy>XnBaeTCs, TO aHTUBUPYCHas
nporpamMmma BblgaeT coodLeHne 0 BO3MOXHOM Al

-._‘n--“ ..--n -
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BONbLUMHCTBO @aHTUBMPYCHbLIX NpOrpamMm coveTaeT B cebe
PYHKUUU MOCMOSSHHOU 3aujumbIl (AHTUBNPYCHbIN
MOHUTOP) N pyHKUUU 3auyumsi no mpeboeaHuro
nosib3o8ameJsisi (QaHTUBUPYCHbIN CKaHep).

AHMueUPYCHbIU MOHUMOP 3arnyCcKaeTcss aBTOMaTUYECKU MPpU
cTapTe onepaumMoHHOW cUcTeMbl U paboTaeT B KavyecTBe
dpOHOBOro CMCTEMHOIO NpoLecca, NPoBepsist Ha
BPEOOHOCHOCTb COBEPLLUAEMbIE APYrMMU MporpamMmmamm
nencteus. OCHOBHasdA 3agada aHTUBUPYCHOIO MOHMUTOPA
COCTOMUT B obecnevyeHnn makcmmMmanbHOW 3aLLUnTbl OT
BPEOOHOCHbLIX NporpamMmm npyu MUHUMaribHOM 3aMeaneHnm
paboTbl KOMMbIOTEPA.

AHmMueupycHbIl CKaHep 3anyCcKaeTcsd Nno 3apaHee
BbIOpPaHHOMY pacnucaHuio U B NPOMU3BONbHbIA MOMEHT
nonb3oBaTenem. AHTUBUPYCHbIA CKaHEP NMPON3BOANT MOUCK
BPEJOHOCHbIX MPOorpaMm B OnepaTMBHOW NaMATH, a Takke Ha
)KECTKMUX U CETEBLIX ANCKaX KOMMbIOTEPA. A




1 IpU3HaKu 3apa*keHmnda KoMmnbrTepa

BbIBOJ, HA 3KPaH HENPEOYCMOTPEHHbBIX COOOLLEHNIN UITN N30DpaKEHNN;
nogada HenpeaycMoTPEHHbIX 3BYKOBbLIX CUTHAIOB;

HeoXnaaHHOE OTKPbITME U 3aKpbiTUe noTka CD/DVD anckoBoaa;
NPOW3BOSIbHbBIN 3anyCK Ha KOMMbIOTEPE KaknX-nmbo nporpamm;

YyacTble 3aBMcaHunsi u coom B paboTte KOMMNbIOTEPA;

MeaneHHasa paboTta KoMrbroTepa npu 3anycke NporpamMmm;
NCYE3HOBEHWNE UMY U3MEHEHNE dbanIoB U Narok;

yacToe obpalleHne K XECTKOMY AUCKY (4acTo Muraet riamnodka Ha
cUCTEMHOM b6110Ke);

3aBUCaHNe UNn HeoXnaaHHoe noBeaeHne bpaysepa (HanpUMep, OKHO
nporpamMmMbl HEBO3MOXKHO 3aKPbITb).

HekoTopble xapakTepHble NPU3HaKku NopaxeHUsi CETEBbIM BUPYCOM
Yyepes AMEKTPOHHYIO MOYTY:

ApPy3bA NI 3HAaKOMbIE TOBOPAT O MNOJ1Iy4YEeHHbIX OT BaC COO6LLI,€HI/IF|X,
KOTOPbIE€ Bbl HE OTMNPaBJIAIIN,

B BaLLleM MOYTOBOM SILLUKE HaxoamTcsa 60nbLIOe KONMYeCcTBO
coobLieHuin 6be3 obpaTHOro agpeca n 3aronoska. o
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— Hencresmnd nnpn Harimdmm npn3HaKkoB

3apaXkeHnsa KomnbloTepa

[Tpexxze yeM mpeANIPUHUMATH KaKHe-TN00 TeUCTBUsI, HeOOXOTUMO
COXPAHMUTh PE3Y/IBTaThl paOOTHI Ha BHEIIHEM HOCUTeTe (IHCKeTe,
CD- unmu DVD-nucke, ¢iaii-kapTe u mp. ).

Ilanee HEOOXOIUMO:

@ OTKJIIOUUTDH KOMITBIOTEP OT JIOKAJIbHOU ceTy U MIHTepHeTa,
€C/IN OH K HUM ObLI IIOIK/TIOYEH;

@ e CUMIITOM 3apa)XeHUsI COCTOUT B TOM, YTO HEBO3MOXXHO
3arPy3UTHCS C KECTKOTO JUCKA KOMITbIOTEPA (KOMITbIOTED BhIZIA€T
OIIMOKY, KOT/Ia BbI €r0 BKJIIOYaeTe), MOMPoO0BaTh 3arPy3UThCS B
peXXrMe 3alIUThl OT CO0eB HJIH C IMCKa aBapPUMHOMN 3aTPy3KH
Windows;

@ 3anmyCcTUTh aHTUBUPYCHYIO IIPOrPaMMY.




- KomnbloTepHbie BUPYChLI
N 3aLlUUTa OT HUX

KoMmnbromepHbie supychbl ABNAOTCS BPeOOHOCHbIMU
nporpammamMm, KOTopble MOTYT «Pa3MHOXaTbCS»
(camokonupoBaTbCsl) U CKPbITHO BHEOPATH CBOU KONWUU B
dpannbl, 3arpy304Hble CEKTOPbI ANCKOB U AOKYMEHTHI.
AKTUBM3aALMS KOMNBIOTEPHOIO BMPYCa MOXET BbI3bIBaTb
YHUYTOXEHNE NPOrpaMmm U JaHHbIX.

Ha3BaHne «gaupyc» rno OTHOLLUEHUIO K KOMMNbIOTEPHBLIM
nporpammam npuLlsio n3 6MosiorMm MMeHHoO no 1

CNOCOBHOCTU K CaMOPa3MHOXEHMUIO.
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* 3arpy3o4Hble BUPYChl

3azpy304YHbie sUpyChl 3apaxatoT 3arpy304HbIN CEKTOP
rMOKOro NIN XXEeCTKOro AMCKA.

[TpnHUKMN OencTeua 3arpy3oyHbiX BUPYCOB OCHOBAH Ha
anroputmax sanycka onepaumoHHOU CUCTEMbI NMPU
BKMNIOYEHUN UMK nepesarpyske KoMmnblotepa.

[1pn 3apaxkeHnn gUCKOB 3arpy3o4Hble BUPYChI
«NOACTaBMNAKT» CBOWU KO BMECTO Nnporpammbil,
nony4yarLlien ynpasneHne npu 3arpy3ke cuctemsl, 1
OTAAKT yNpaBneHne He opurmMHanbHOMY Kooy
3arpysuyuka, a kogy supyca. ['lpn nHdpuunpoBaHmm gucka
BUPYC B OONbLUNHCTBE Cny4YaeB NepeHOCUT
OpUrnHarbHbIN 3arpy304HbIN CEKTOP B KAKOM-NTNDO
OpPYron cekTop Amncka.

lMpogunakmuyeckasi 3aujuma om 3a2py304HbIX
eupycoe COCTOUT B OTKa3e OT 3arpy3ku ornepaLmoHHOM
CUCTEMbI C TMOKMX OMCKOB U yCTaHOBKe B BIOS Ballero a
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dannoBble BUpYChI

daunoenie supychbl pasniNiHbIMK cnocobamn BHEOPSAIOTCS B
ncnonHnmble dannbl K 06bIYHO aKTUBU3NPYHOTCA MPU UX 3anycKe.
[Tocne 3anycka 3apaXXeHHOoro gpansa BMpyc HaxoanTcd B ornepaTtMBHOMU
NaMATU KOMMNbIOTEPA U SIBMIAETCHA aKTUBHbBIM (T. €. MOXET 3apaxaTtb
apyrue dannbl) BAOTb 40 MOMEHTA BbIKITHOYEHNA KOMMNbKOTEPA UM
nepesarpysku onepalmoHHON CUCTEMBI.

[MpakTnyecku Bce 3a2py304HbIe U ¢halsioeble sUpPyChl pe3uGeHMHbI
(cTUpaloT gaHHble Ha AUCKaX, U3MEHSIIOT Ha3BaHUS U Apyrue atpmuodyThbl
dannos nT. 4.).

JleueHue om pe3udeHMHbIX 8UpPycoe 3aTPYOAHEHO, TaK Kak Aaxe nocre
yaaneHua 3apaxXeHHbIX pannos ¢ ANCKOB, BUPYC OCTaAETCS B
ornepaTtuBHOW NamMsATU 1 BO3SMOXHO NOBTOPHOE 3apakeHne dpansnos.

lpopunakmu4veckas 3awuma om ¢hausioebix eUpPyco8 COCTOUT B
TOM, UTO HE PEKOMEHOYETCS 3anyckaTb Ha UCNOMHEHNE ddannbl,
NOSTy4EHHbIE N3 COMHUTENbHbBIX UICTOYHUKOB M NpeaBapuTENbHO HE

NPOBEPEHHbIE aHTUBMPYCHbLIMU NPOrpaMmmMamu. -
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MakpoBupychl

Cywecmeyrom MakKpoeupychl OJisi UHmMe2puUpo8aHHO20
ogbucHo20 npunoxeHusi Microsoft Office. MakpoBupycCbl
doaKTUYEeCKU ABNAKTCA MakpokoMaHgamum (MakpocamMmu), Ha
BCTPOEHHOM A3blKke nporpammmpoBaHuna Visual Basic for Applications,
KOTOpble MOMEeLLaTCA B JOKYMEHT.

MakpoBupychl cogepkaT CTaHAaPTHbIE MaKPOChI, BbI3bIBAOTCS

BMECTO HUX U 3apaxkaroT KaXabl OTKPbIBAEMbIN UM COXPaHSEMbIN

[OKYMEHT.
Makpoeupychl ssen1ssromcsi o2paHU4eHHO pe3u0eHMHbIMU.

lMpoghunakmuyeckas 3awuma om MaKkpo8upycoe COCTOUT B
npegoTBpaLleHun 3anycka Bupyca. ['pn oTKpbITUM JOKYMEHTA B
npunoxeHusax Microsoft Office coobLiaeTcsi 0 NPUCYTCTBUU B HUX
MaKpOCOB (NOTEHUMarbHbIX BUPYCOB) U NpeaaraeTca 3anpeTuTb UX
3arpysky. Belbop 3anpeTta Ha 3arpy3Kky MakpOCOB HaAeXHO 3aLlUNTUT
BalLl KOMMbIOTEP OT 3apaXXeHUs1 MakpoBMpYycammn, 0OgHaKO OTKITHOY




HUX

CeTeBble YepBU ABMATCA BPe4OHOCHLIMUY MporpamMmmamMy,
KOTOpble NPOHNKAIOT HA KOMMbIOTEP, MCNOSb3YA CEPBUCHI
KOMMNbIOTEPHLIX ceTeN. AKTUBU3ALNA CETEBOIO YepBA MOXET
BbI3bIBaTb YHUYTOXEHME NMporpamMm U JaHHbIX, a Takke
NOXULLEHME NepCOoHarnbHbIX AaHHbIX NOMNbL30BaTENA.

[1ns cBOEro pacnpocTpaHeHns CETEBbIE YEPBU UCMONb3YHT
pa3HoobOpa3Hbie CepBUCHI IMObanbHbIX U NTOKamNbHbIX
KOMIMbIOTEPHbIX CETEN: BCEMUPHYIO NayTUHY, ANEKTPOHHYIO NOYTY
nT. A

OCHOBHbIM NMPU3HaKOM, N0 KOTOPOMY TUMbI YEPBEN Pa3nnU4aroTCs
MeXxay cobou, sBNsieTca crnocod pacnpocTpaHeHUs YEPBS — Kak
OH nepedaeT CBO KOMUIO Ha yaarneHHble KoMmnbloTepbl. OgHaKo
MHOIMe ceTeBbIE YEPBM NCMNOMNb3YIOT bonee ogHoro criocoba
pacnpocTpaHEeHUs1 CBOMX KOMWUI MO KOMMNbKOTEPAM NOKamNbHbIX U
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| Web-4epBin

OTaenbHY0 KaTeropuio COCTaBNSAT Yepau, ucnosib3yruwue
OJ1s1 c80€e20 pacripocmpaHeHUsi web-cepeepbl. 3apaeHune
npoucxoguT B ABa 9Tana. CHavyana 4yepBb NPOHMKAET B
KOMMbIOTEP-CEPBEP N MOANDULINPYET web-CTpaHULbI
cepBepa. 3ateM YepBb «KAET» NOCETUTENEN, KOTOPbIE
3anpalumBaoT MHOPMAaLMIO C 3apaXXeHHOro cepBepa
(Hanpumep, OTKPbIBAKOT B Opay3epe 3apaKeHHYH web-
CTpaHuuy), U Takum obpas3om NMPOHUKAET Ha apyrue
KOMMNbIOTEPHI CETMW.

Pa3HoBMOHOCTLIO Web-4yepBeu ABNAOTCA CKpUNnmMbI —
aKTUBHbIE aNeMeHThbl (MporpamMmabl) Ha A3blkax JavaScript nnm
VBScript.

lpoghunakmuyeckasi 3awyuma om web-4epeeu COCTOUT B
TOM, 4YTO B Dpay3epe MOXKHO 3arnpeTnTb Nosly4eHNe akTUBHbIX
9N1eMEeHTOB Ha NoKanbHbIN KOMNLIOTEP.

Ewe 6bonee apdekTUBHbI Web-aHTUBUPYCHbIE MPOrpaMmmebl,
KOTOPbIE BKITIOYAIOT MEXCETEBOM 3KPaAH N MOAYNb NPOBEPKN | o
CKPUMTOB Ha A3blkax JavaScript nnun VBScript :
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MeXceTeBoun aKkpaH

Me)xcemeeou 3kpaH (bpaHOMay3p) — 3TO NPOrpamMmHoOE Unu
annapaTtHoe obecnevyeHne, KOTopoe NPoBEPSIET
NHJ OpPMaLKIO, BXOOALLYIO B KOMMNbLIOTEP M3 NOKaNbHOWU CETU
nnn MIHTepHeTta, a 3ateM Nnbo OTKNOHSAET ee, nMMbo
NPOMNYyCKaeT B KOMNbIOTEP, B 3aBMCUMOCTU OT NapamMeTpoB
bpaHamayapa.

MexxceTeBoWn aKkpaH obecnevmBaeT NPoOBEPKY BCeX web-
CTPaHuL, NOCTYNaKLLMX HA KOMMNbIOTEP MOSb30BaTESS.
Kaxkaast web-cTpaHuLa nepexBaTbiBaeTCs U aHanu3npyeTcs
MEXXCETEBbIM 3KPaHOM Ha NMPUCYTCTBUE BPEAOHOCHOIO Koaa.

PacnosHaBaHue BpeAoHOCHbIX NporpaMmm NponcxoamT Ha
OCHOBaHUM 6a3, cnonb3yemblX B paboTe MeXCeTeBOoro
9KpaHa, U C MOMOLLIbIO 3BPUCTUYECKOro anroputma. ba3sbi
coaep)aTt onncaHue Bcex N3BECTHbIX HA HAaCTOALLMA MOMEHT
BPEOOHOCHbIX NporpamMm 1 cnocobos nx obe3BpexmBaHus.
JepucmuyecKulU asi2opumm rno3BonseT ooHapyXnBaTb
HOBbIE BUPYChI, eLle He onncaHHbIe B ba3ax.

A
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[louTOBbLIE YEepBU

Moumoesie Yyepeu ONsl CBOEro pacnpoCTpPaHEeHUs UCMNONb3YT
9NEKTPOHHYIO MOYTY.

UepBb NMOO OTCbITaeT CBOKO KOMUIO B BUE BIIOXEHWA B
9NEKTPOHHOE NUCbMO, MO0 OTCLINAET CChISIKY Ha cBOW (hanr,
PacCnonoOXeHHbIN Ha KakoM-NMbo ceTeBOM pecypce. B nepeBom
cllyyae Ko YepBd aKTUBU3NPYETCHA NPU OTKPLITUM (3anycKe)
3apakeHHOro BroXeHus, BO BTOPOM — MPU OTKPbITUW CChISTKN Ha
3apaxeHHbin hann. B obonx cnyvaax apdekT oanHakoB —
aKTUBU3NPYETCH KoL YepBs.

UepBb nocne 3apaxeHus KoMnbloTepa Ha4MHaeT paccbinaTth cebs
o BCeM agpecam SNeKTPOHHOM NOYTbI, KOTOPbIE MMEIKOTCS B
aJpeCcHON KHUre nonb3oBaTens.

lpoghunakmuyveckas 3aujuma om rnoYMoe8bix 4yepeeu COCTOUT
B TOM, YTO

HE PpeKOMeHAYETCA OTKPbIBATb BJIOXKEHHbLIE B NOYTOBLIE
cooOLLEeHNS qDaI/IJ'IbI, NnoJstyveHHble N3 COMHUTESIbHbIX

NCTOYHUKOB.

peKoMmeHayeTcqd CBoeBpEMEHHO CKa4vyNBaTb N3 MHTepHeTa U A

IHARIMNRATEL ODHORIMAHIEG CV OMBI DERONACHO / !



/ ~ TposiHCKMe NporpamMbil

M 3aLgmMTa OT HUX

TposiHCKkasi npo2pamMma,
mposiHey (OT aHrn. trojan) —
BpedoHOCHas nporpamMmma,
KOTopas BbINOSIHAET
HeCaHKUMOHMPOBAHHYO
nonb3oBarenem nepenavy
yrnpaBneHns KOMMNbITEPOM
yaaneHHoOMY Nnonb30BaTento, a
TaKke OeUCTBUA Mo yaaneHuo,
mMoaundukauymm, coopy u
nepecoblnke MHopmMaLuum
TPETLUM NULAM. |




VIIarieHHOro
dAMWHNCTPUPOBaAHNA

TposiHCKMe nporpamMMbl 3TOro Kiacca ABNAKTCH YTUNMTamu
yAaneHHoro aagMMHUCTPUPOBAHUS KOMMNbIOTEPOB B CETMW.
YTUNUTbI CKPbITOrO yrpaBneHns No3BONSAT NPUHUMATb UMK
oTcbinaTb hannbl, 3anyckaTb U YHUYTOXaTb UX, BbIBOAUTb

coobLeHns, cTtupaTb MHopMaLumio, nepesarpyxaTtb
KOMMbIOTEP U T. A.

[1pu 3anycke TpodAHeL, ycTaHaBNMBaeT cebda B CUCTEME U 3aTEM
ceauT 3a Heu, Npu 3TOM NosSib30BaTENo He BblOaeTCcH
HUKaKNX COOBLLEHUIN O AENCTBUSIX TPOAHCKOU Nporpammebl B
cucteme. B peaynbraTe «nonb3oBaTeNb» 3TOU TPOAHCKOW
nporpammbl MOXET U HE 3HaTb O ee NMPUCYTCTBUU B CUCTEME,
B TO BPEMS KaK ero KOMMnbTepP OTKPLIT 4N4A yaaneHHOoro
yrpaBneHuns. A

f/’_\n B e —
~— ITPOAHCKMNE YTUIINTDb
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~— 1 POAHCKMEe nporpamMmmbl - LLUMNOHDbI

TposiHCKue npo2paMMbl — WIMUOHbI OCYLLECTBNAIOT
9NEKTPOHHbIU LUMMOHAaX 3a Nofb3oBaTenem
3apa)KeHHOro KoMnbloTepa: BBOAMMAA C KnaBmaTypbl
NHOPMaLNA, CHAMKU 3KpaHa, CMMCOK aKTUBHbIX
NPUNoOXXeHUn n 0encTend Nonb3oBaTens ¢ HUMU
COXPaHSATCS B KAKOM-nnMbo dbanne Ha Ancke u
nepmognyecKkn oTnpaBniAaTCA 3NOYMbILLUNEHHUKY.

TpoAHCKMe nporpamMmbl 3TOrO T1MNa YacTo UCMOSbL3YHTCH
ONS KpaXXn MHpopMauunn nonb3oBartenen pasnmyHbix
CUCTEM OHJTaMHOBbLIX NriaTeXXen n 6aHKOBCKNX CUCTEM.
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PeknamHble nporpamMmmel

PeknamMHbie npo2paMmMbl (aHN. Adware: Advertisement —
peknama un Software — nporpaMmmMmHoe obecneyeHme)
BCTpanBalT pekriamy B OCHOBHYIO MOJIe3Hy nporpammy
N MOTYT BbINOSTHATE QOYHKLUIO TPOSAHCKUX NpOorpamMm.
PeknamHble nporpammbl MOTYT CKPbITHO cobupaTthb
pPas3nnU4yHy0 MHOPMaLMIO O NMoSib3oBaTesie KoMMnbloTepa u
3aTeM OoTnpaBnATb €€ 3/10YMbILLUJTIEHHUKY.

3alunTa oT TPOSAHCKUX NporpamMm. TpostHCKMe nporpammbl
4acTO U3MEHSAIOT 3arnmMcu CUCTEMHOIO peecTpa
onepawlnoHHON CUCTEMbI, KOTOPLIN COOEPXKNT BCE

cBedeHNs 0 KoMNbTEPE N YCTAHOBTIEHHOM

nporpamMmHomM obecnevyeHunun. [lns nx yoganeHus

HeEobX0aMMO BOCCTAHOBITIEHNUE CUCTEMHOIO PEECTPA,
NO3TOMY KOMMOHEHT, BOCCTaHaBNMBaOLLNUNA CUCTEMHbIN
pPeecTp, BXOOAUT B COBPEMEHHLIE onepaLnoHHbIe

CUCTEMBI. A




— XaKepCKuey

M 3alumMTa OT HUX
CeTeBble aTaku

Cemeebie amaku Ha y0aJieHHble cepeepbl Peann3yroTcs C
MOMOLLIbIO cneyuanbHbIX NPOrpamMm, KOTopble NOChINatT Ha
HUX MHOIOYMCIEHHbIE 3anpochkl. OTO NPUBOAUT K OTKa3y B
obcnyXXnBaHum (3aBUCaHUIO cepBepa), ECrnn pecypchl
aTakyemMoro cepBepa HegocTaTouHbl Anst 06paboTkn Bcex
NOCTYyNatoLLNX 3anpocCcoB.

HekoTopble xakepckune yTunuTbl peannaytoT doaTarbHble
ceTeBble aTaku. Takme yTUnnTbl UCMonb3yoT YA3BMMOCTU B
onepaunoHHbIX CUCTEMAX U MPUNOXKEHUSIX N OTNPAaBASIOT
cneunanbHO oPopMIIEHHbIE 3anpPockl Ha aTakyeMble
KOMMNbIOTEPLI B CETU. B pe3ynbrarte ceteBon 3anpoc
cneymanbHOro Buaa Bbl3bIBAET KPUTUYECKYHO OLLMOKY B
aTakyeMoM NPUNOXeHUU, N cuctemMa rnpekpawjaet padborty. | &



/
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% MINTbI B3TTOMa-
KOMMbIOTEPOB

Ymunumasi e3noma yoasneHHbIX KOMIbOMEpPO8s
npegHa3HaveHbl A NPOHUKHOBEHUS B yAarneHHble
KOMIMbIOTEPSDI C LieSblo AanbHENLero ynpaBneHns MMm
(Mcnonb3ysa MeToabl TPOSAHCKMX NporpamMm Tuna yTunmT
yaaneHHoro aaMMHUCTPUPOBAHUS) UNK ANA BHEOPEHUS
BO B3JTOMaHHY0 CUCTEMY APYrnX BPeOOHOCHbIX
nporpamm.

YTUnnTbl B3rioma yaaneHHbIX KOMMbOTEPOB 00bIYHO
MCMNOSb3YIOT YSA3BMMOCTW B OMnepaLMOHHbIX cucTeMax
UMW NPUNOXEHUNAX, YCTAHOBNEHHbIX Ha aTaKyeMoM
KOMMblOTEpPE.

lMpogunakmuyeckas 3awyuma om maKux XxaKkepCcKux
ymusium COCTOUT B CBOEBPEMEHHOW 3arpy3ke 13
MHTepHeTa 0OHOBNEHNN CUCTEMBI BE30MNACHOCTH

=)
-
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PyTKUTDI

PyTKUT (OT aHrn. root kit — «Habop ANA nony4eHns npas
root») — nporpaMmma unu Habop nporpamm A
CKPbITOro B3SITUS MNOA4 KOHTPOIb B3JTOMaHHOM CUCTEMBI.

OTO YTUNNTbI, UCMNOMNb3yeMbIE A1 COKPbITUS
BpeAOHOCHOU aKTUBHOCTU. OHM MaCKUpYOT
BpPE€AOHOCHbIE NporpamMmebl, YTOObI N30eXxaTb UX
oDHapy>XeHUss aHTUBUPYCHbLIMW NMporpaMmmamMu.

PyTKNTbl MOAUUULMPYIOT OnepaulnoHHY CUCTEMY Ha
KOMIMbOTEPE U 3aMEHAIOT OCHOBHLIE €€ OYHKL MK, YTOODI

CKPbITb CBOE COOCTBEHHOE NPUCYTCTBUE U AENCTBUS,
KOTOpble NPeanpPUHMMAET 3MI0YMbILLITEHHUK Ha
3apaxeHHOM KOMMbIOTEPE.
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~——3allnTa OT XakepCKuUx atak, CETEBbIX

YyepBeN U TPOAHCKUX NPOrpamMmm.

3awjuma koMnbroMepPHbIX cemel N OTAENbHbIX
KOMMbKOTEPOB OT HECAHKLMOHNPOBAHHOIO A0CTYNa MOXeT
OCYLLECTBNATLCA C MOMOLLbIO MEXXCETEBOIO 9KpaHa.

Me>xxcemeeou aKpaH No3BONSET:

briokmpoBaTb Xakepckmne DoS-atakum, He nporyckas Ha
3alumaeMbiv KOMMNbIOTEP CETEBLIE MaKeThbl C
onpeaeneHHbIX

cepBepoB (onpeneneHHbIX IP-agpecoB U gOMeEHHbIX
NUMEH);

He gonyckaTb MNPOHMKHOBEHWE Ha 3aLlMULLaeMbIn
KOMMbIOTEP
ceTeBbIX YepBeun (noyToBbIX, Web 1 Op.);

NpenaTcTBOBaTb TPOSAHCKMM NporpaMmmam oTnpasnAThb
KOHJOUAEeHUManbHy MHOOpMaLMIO O Nofib3oBaTere U
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+ Knaccugunkaumg BUpycoB
MO OCODEHHOCTSAM anropmntmMa

lMpocmeliwue supychbl - Napa3nTUYECKNE, OHU N3MEHSIIOT COAEPKNMOE
channoB 1 cekTopoB Aucka 1 MOryT ObITb JOCTATOYHO JTIErKO OOHaPYXEHbI U
YHUYTOXEHbI. MOXXHO OTMETUTL BUPYCbI-PENNMKaTOPbI, Ha3blBaeMbIe
4YepBsMU, KOTOPbIE PACNPOCTPAHAIOTCS MO KOMMbIOTEPHbLIM CETAM,
BbIYMCNAOT apeca CETEBbIX KOMMbIOTEPOB U 3arnncbiBalOT N0 3TUM agpecam
CBOW KoMuw.

N3BeCTHbI sUpyCbI-He8UOUMKU, Ha3biBaeMble cmeJsic-eaupycamu, KOTopble
OYeHb TPYOHO OBHapYyXuUTb 1 06e3BpeanTb, TaK Kak OHU NepexsaTbiBaloT
obpalleHns onepaumMoHHON CUCTEMbI K MOPaXXeHHbIM dpannam n cektopam
OVUCKOB W NOACTAaBAT BMECTO CBOEro Tefla He3apaXKeHHble y4acTKu gucka.

Haunbornee TpyaoHO 0OHapYyXnTb 8UPYCbI-MymaHmMbI, COAepXxaline
anropuTMbl LUMPPOBKMN-pacLLNdPOBKN, briarogaps KOTOPbIM KOMUX O4HOMO U
TOrO e BMUpyca He UMEKT HN OHOW NOBTOPSOLLIENCA LEeNoYKM DanToB.

IMeloTcs 1 Tak Ha3biBaeMble K8a3U8UPYCHbIE UM « TPOSHCKNE »
nporpamMmsbl, KOTOPbIE XOTS U HEe CNOCOOHbI K caMopacnpoCTPaHEHUo, HO
O4YeHb OMacHbI, Tak Kak, MackMpysacb Nnog rnonesHyto nporpammy, paspyLuatoT
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IHopmaLuna cerogHsa cTouT
O0OpOro n e€ Heobxoanmo
oxpaHaTb. Maccosoe
NPUMEHEHNE NepCOHarbHbIX
KOMMbIOTEPOB, K COXaleHUto,
OoKa3anocb CBA3aHHbIM C
NosiBIIEHNEM
CaMOBOCMNPOU3BOASILLNXCS
nporpamm-Bmpycos,
NPENATCTBYHOLWMX HOPMaSIbHOW
paboTe KOMNbIOTEPA,
paspyLuaoLmx gpannosyto
CTPYKTYPY ANCKOB U HAHOCSLLMNX
yuepb xpaHMMom B KOMMNbKOTEPE

NHdopmauuu.
A



| Wbl 1 METOABI 3aIIUTHI HH{!

Bun 3anmmrol

Al

MeToa 3alUThI

OT cboeB
obopyaoBaHuA

e ApxuBmupoBaHue cpannos (Co cxxaTuem unum
6e3);
* pesepBUpoBaHue pannoB

OT cny4yanHoum
noTepu nnu
UCKaXXeHuns
UHdcpopmaLum,
XpaHswencs B
KOMNnblOTEepe

e 3anpoc Ha noaTBepXAeHUue BbINOSIHEHUA
KOMaHA, U3MeHALWUX annbl;

e yCTAaHOBKA cneuyuanbHbIX aTpMoyToB
AOKYMEHTOB U Nporpamm;

* BO3MOXHOCTb OTME€Hbl HEBEPHOro
AEeUCTBUA UM BOCCTAHOBIIEHUSA OLUMOOYHO
yAaneHHoro hanna;

* pa3rpaHunyYeHue gocTtyna nosfib3oBartenen K
pecypcam ¢ansioBon CUCTEMbI

43



Buasl 1 MeTOABI 3aIIUTHI HPOPMAIIUH

Buja 3amurel

MeTo1 321U THI

OT npegHaMepeHHOro
UCKaXXeHUs, BaHAanusma
(koMnbOTEPHBLIX
BUPYCOB)

*O0wume meToabl 3aWNTbI UH(pbOpPMaALIUUK;
* npodunakTuyeckme Mepbl;

* UICNONIb30BaHUEe aHTUBUPYCHbIX
nporpamMmm

Oor
HeCaHKUMOHNPOBAHHOIO
(HeneranbHOro) gocrtyna
K UH(popmaLum

(ee ncnonb3oBaHuA,
U3MEHeHwus,
pacnpocTpaHeHus)

* lLindppoBaHue;

* MaponupoBaHue;

* K3ANIEKTPOHHbDbIE 3aMKN»;

* COBOKYNHOCTb aAMUHUCTPATUBHbLIX U
npaBoOXpPaHUTENbHbIX Mep
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3aKknovyeHue

[Mogosoas utorn, cneagyet YNnoMsaHYTb O TOM, YTO M3BECTHO MHOXKECTBO CIly4aes,
Korga donpMmbl (He TOSbKO 3apybexHble) BeayT Mexay cobon HacTosLwmne
«LLIMNOHCKME BOWHbI», BEPOYSA COTPYAHUKOB KOHKYPEHTA C LIENbLIO MONyvYeHns
yepes HMX A0CTyna K MHopMaLunm, COCTaBNSAOLLYI0 KOMMEPYECKYHO TalHYy.
PerynnposaHune BoNpoCcoB, CBA3aHHbIX C KOMMEPYECKOW TanHOWN, eLle He
nony4uno B Poccum goctatodHoro pa3sutus. Mimerolweecs 3akoHogaTenbCTBO
BCe Xe He obecnevnBaeT COOTBETCTBYHOLLIEIO COBPEMEHHbBIM peanusm
perynmpoBaHuUsa OTAeNbHbIX BOMNPOCOB, B TOM YMCNe 1 0 KOMMepYeCcKon TanHe. B
TO XXe BpeMsi Hago oTaaBaTb cebe OTYET, UTO yLepOd, MPUIMHEHHbIN
pasrnaleHneM KOMMEPYECKON TanHbl, 3a4aCTy0 MMEET BECbMa 3HAYNTENbHbLIE
pasmepsbl (ecrnn nx BooOLLLE MOXHO OLUEHUTL). Hannine Hopm 06
OTBETCTBEHHOCTU, B TOM YMCIE YrOSIOBHON, MOXET NOCIYXUTb paboTHUKaM
NpenocTepPeXXeHMeEM OT HapyLLEeHNX B AaHHOM obnacTtun, nodTomMy LenecoobpasHo
noapoObHO NPONHMOPMMPOBATL BCEX COTPYAHUKOB O NOCMEACTBUAX HAPYLUEHNN.
XoTernocbk Obl HAAEATLCSA YTO CO34aroLLasnca B CTpaHe cuctema 3allnThl
MHopMaLnm n bopMUPOBaAHNE KOMMNEKCA MEP MO ee peanusaunm He npuseaet
K HeobpaTMMbIM NMNOCNeaCTBUAM Ha NyTu 3apoxgatouierocda B Poccum
NHMOOPMALMOHHO - MHTENSEKTYanbHOro 06 begnHEHNSI CO BCEM MUPOM. e
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