"USB Token"
HOBOE CJ10B0
B BaLLel 0e3onacHocTH




AO «PaunddanseH baHk ABanb» npeanaraet Bam achdekTnBHbIN

cnocob 3awuTbl cyeTa - HoBeuwee yctponcteo USB-TokeH «Secure
Token 318» .

TokeH (aHrn. Token) — 310 KOMNaKTHOE yCTpoMCTBO B BUaAe USB-
Bpenka, KOTopoe CRyXUT ANs aBTopusaummn nonb3oBaTens, 3awmTbl
9NEKTPOHHOW nepenucku, besonacHoro yaaneHHoro gocrtyna K
NHGOPMAaLMOHHBLIM pecypcaM, a Takke HaOeXHOro XxpaHeHust noobbix
nepcoHarnbHbIX gaHHbIX. [1pouie roBopsi TokeH — 310 nogobue USB-
doriewKkn ¢ 3awneHHON NaMATbIO, IAe MOXET XPaHUTbLCA LIEHHas
NHGOPMaLMA: Naponn, undposble cepTUdUKaTbI, KoUK
LUNppOBaHNS N ANEKTPOHHO-UMPPOBLIE NOLMNUCH.




OcHoBHbIe npeumyLlecTBa ucnosnb3oBaHnsa USB-TokeHOB:

- USB-TokeH — 310 ycTponcTBo, obecnednsatowiee 100% rapaHTtumio
6esonacHocTu kntoden SUIM KnneHTa oT XueHnsa BpeaoHOCHbIMU
nporpammamm (TposiHamn) B ceTn IHTepHeT;

- besonacHocTb XpaHeHus KnoyYa — B CBA3M C TEM YTO K1Y
QU reHepunpyeTcsa n3HavanbHO Ha TOKEHE U B TEYEHUU
BCen paboTbl C HUM HUKOr4a €ro He NOKMAAET, XULLEeHne
KItoMa pakT4eCKkn HEBO3MOXHO;

- Ha TokeHe HeBO3MOXXHO COXPaHUTb NPOYY0 MHOPMaLUNIO
kKpome kntoda SLIM. Tem cambiMm Bbl 0b6e3onacute cebs ot
CllydanHOro yganeHus Knioda unm nepesanmcu anna;

- TokeH He MMeEeT cpoKa rogHOCTU N He coaepXnT B cebe
OBWXKYLLIMXCS (MEXaHMYECKNX YCTPOMCTB) NPUXOOSALLUNX B
HErogHOCTb CO BPEMEHEM.

)




Kak npnobpectun?

LWar 1. 3anonHdaete AKT npuema-nepegaym v nepenaete
ornepauuoHucTy. lNonyyaeTe TOKEH.

LWWar2. CkaunBaem u yctaHaBnmMBaem gpamBep :
https://ibank.aval.ua/author_setup.exe

LWar 3. Pernctpupyete Knoym aneKTpoOHHOM NOAMNUCU Ha CBOEM
KOMMNbLIOTEPE N COXPAHAETE Ha TOKEH.

LWar 4. lNMpenoctaBnsiete B baHk CepTudumkaT OTKPbITOro Krntoya
n npuctynaete K pabote!

[Mpn BO3HMKHOBEHUN Npobrem ¢ HacTponkammn USB TokeHa, noxanymncra
obpaluanTech B cryx0y nogaepxku “KnuenT-bark” no ten. 044 490-89-22

CTOMMOCTb NOAKMIOYEHUS YCIYTIu:

Yeayra Tapud
CrouMoOCTb 3a aKTUBALMIO IEPEHOCHBIX CPEACTB 3aILUTHI
nH(pOpMaLIUKU — 3JIEKTPOHHBIX Kimtodei “Secure Token 318” 330 rpH. (B T.u. HAC)
(TOKEHOB)

OcymecTBienue noakiaoueHus B cucteme «KnmeHr-bank»:
- be3 BrIe3ma cnenmanucra becnnarho
- C Bbele3noM cnienuanucTa B npuaenax Kuesa 150 rp=.
- C Bele3ioM crienuanucTa B npuaenax Kuesa u obmacrtu. 300 rpH.




NpaBuna o6ecnevyeHus KOHpUAEHUMNaANbLHOCTU NHdOpPMaLUn
npu pabote ¢ USB-TokeHOM:

- He nepepgaBaute USB-TOKeH TpeTbum nmuyam!

- He coobuwanTe TpeTbMM Nuuam napornb oT Knoden JUT!

B cnyyae ytepu (xuweHuns) nnv nospexaeHuss USB-TokeHa
HemMeaneHHo cBsaXutecb ¢ baHkom 044 490-89-22;




lx Raiffeisen
BANK AVAL
Cnegyowe npaBuna aKcnsyataumm n xpaHeHma obecnevar
ONUTENbHbIN CPOK cry>6bl USB-TOKeHOB:

-Heobxoanmo obeperatb USB-TOKEH OT BO3AENCTBUSA BRarn 1
arpeCccuBHbIX CPpef CUMNbHbIX MEXaHNYEeCKMX BO3OENCTBUI (MageHns ¢

BbICOTbI, COTPSICEHMS], BUOpaumn, yaapoB U T. M.), BO3OENCTBUS
BbICOKMX W HU3KMX TemnepaTyp.

-Heobxoanmo obeperatb USB-TOKEH OT nonagaHunsa Ha Hero npsimMbIx
COSTHEYHbIX Ny4Yeu;

-Heponyctumo Bosgencteme Ha USB-TOKeH CurbHbIX MarHUTHbIX,

ANEKTPUYEeCKnX ninn paamnaunoHHbIX NOsrien, BbICOKOIo HarnpsaxeHnq mn
CTaTN4EeCKOro aJ1IeEKTpn4eCTBa,

-MNpwn nogkntoveHnn USB-TOKEHa K KOMMbIOTEPY HE npunaranTte
N3NNLLHNX YCUNWUN;

-USB-TokeH B Hepabouee BpeMsi HE0ODXoaMMO Bceraa aepxartb

3aKkpbITbIM BO M30exaHne nonagaHnsa Ha pasbem USB-TokeHa nbinu,
rpsi3an, BNarn u T. n.

-He pasbupante USB-TokeH ! B cnyyae HencnpaBHOCTU nnu
HenpaBunbHoro dyHkunoHnposaHna USB-TokeHa obpallantech B baHk.
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IIpy BOBHUKHOBEHUH JTOMOJTHUTEIIBHBIX
BOIIPOCOB IOXKaJIyucra
oOpamranTtech K Bamemy MmeHemKkepy




