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BE30OIIACHOCTD
B CETHU
NMHTEPHET
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Humepuem — 310 00bCIUHECHHBIC
MEXKYy COOOM KOMIIbIOTEPHEBIC CETH,
rimo0anabHas MUpPOBasl CUCTEMA
nepeaayu uHQGopMaIuy ¢ HOMOIIBIO
MH(GOPMALIMOHHO-BBIYMCIIUTEIbHBIX

PECYPCOB.
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CamMble onmacHbIe YIPO3bl
cetu UHTepHeT

*BpenoHocHbIE TPOrpaMMbl
*Kpaxa nndgopmanuu

*XaJIaTHOCTh COTPYIHUKOB
*XaKepcKue aTaku

*@DUHAHCOBOEC MOLICHHUYECTBO
Cnam

*AnnapaTrHbie ¥ MPOrpaMMHbIe COOU
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KoMIbIOTepHBIii Bﬁpyc —
PA3HOBUIHOCTh KOMITBIOTCPHBIX
[IpOrpaMM WU BPEIOHOCHBIN
KOJI, OTJIMYUTECIIbHOU
O0COOCHHOCTHIO KOTOPBIX
SIBJISICTCSI CITOCOOHOCTD K
PA3MHOXKEHHUIO
(camMoOpenInKaIms ).
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KJIACCUD®UKALIUSA
BUPYCOB
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11O ITIOPA’ZKAEMBIM OBBEKTAM

Daiinoevie eupycvl. ITO BUPYCHI-TIAPA3UTHI, KOTOPHIE MPH PACIPOCTPAHCHUM
CBOMX KOIMMH 00S3aTEIBbHO U3MEHSIOT COJIEPKMMOE MCIIOJHAEMBIX (DalJioB, MpH
3TOM (hailjibl, aTaKOBAaHHBIE BUPYCOM, B OOJIBIIIMHCTBE CIIy4acB MOJTHOCTHIO WIIU
JACTUYHO TEPSIOT PabOTOCIIOCOOHOCTD)

3azpyzounsie eupycvl. ITO KOMIIBIOTEPHBIE BUPYChI, 3aAMTUCHIBAIOIIUECS B EPBBII
CEKTOp THOKOro WM >KECTKOr0 JMCKa M BBINOJHSIOIIUECS IIpU 3arpyske
KOMITbIOTEPA.

Ckpunmoegnsie eupycevl. TpeOyIOT HaJIM4YUSg OOHOIO W3 CKPHUIITOBBIX S3BIKOB
(Javascript,  VBScript) a1 camMOCTOSTEIBHOIO  HPOHUKHOBEHUS B
HEeUHOUITUPOBAHHBIC CKPUIITHI.

Makposupycwel. IT0 Pa3HOBUIHOCTh KOMITBIOTEPHBIX BUPYCOB pa3pabOTaHHBIX Ha
MaKpOs3bIKax, BCTPOCHHBIX B Takue MNpukiagHble makeTbl 110, xak Microsoft
Office.

Bupycwi, nopasxcarougue ucxooustit koo. Bupycobl JTaHHOTO THIIA OPAXKAIOT WU
HCXOJIHBIN KOJI ITporpaMMsl, 0o €€ komnoHeHThl (OBJ-, LIB-, DCU- ¢daiinbl) a
Tak k¢ VCL u ActiveX KOMIIOHEHTHI.
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11O ITOPAJKAEMBIM
OINIEPAIIMOHHBIM CUCTEMAM "
IHHIATOOPMAM
DOS
Microsoft Windows
Unix

e[ .1nux




11O TEXHOJIOI USM,
NCITOJIB3YEMbBIM BUPYCOM

Ionumopgpnwvie eupycovi. Bupyc, KOTOpbBI NMpH 3apaXCHUHU HOBBIX (PaWJIOB U
CHUCTEMHBIX 00acTel AucKa mu@pyeT COOCTBEHHBIN KO/I.

Cmenc-eupycol. Bupyc, TOJHOCTBIO WIM YaCTUYHO CKPBIBAIOIIUN CBOE
NPUCYTCTBHE B CHCTEME, IyTeM MepexBara OOpalleHUM K OIepalMOHHOM
CUCTEME, OCYILICCTBIISIIOIINX YTECHWE, 3aluCh, YTCHUE JIOMOJHUTEIbHOU
HHpOpPMALIMM O 3apaX€HHBIX OOBEKTaxX (3arpy304HbIX CEKTOpax, JJIEMEHTax
(hailJIOBOM CUCTEMBI, MAMATH U T. 11.)

Pymxum. ITporpamma wim HaOOp MporpaMm sl CKPBITUS CJIEIOB MPUCYTCTBUS

3JIOYMBIIVICHHHUKA NI BpCI[OHOCHOI;'I IIporpaMmsbl B CUCTEMC.
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11O A3bIKY,
HA KOTOPOM HAIIUMCAH BUPYC

* accemonep
* BEICOKOYPOBHEBBIH SI3bIK IPOrPaMMHUPOBAHUS

* CKPUIITOBBIN S3bIK

* U Jp.

Sey 0&[ e
A,
2% L)tl ll\l JAVA
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110 1OMOTHUTEJIBLHOU
BPEIOHOCHOU (PpYHKIIMOHAJIBLHOCTH

b3kooput. 1TporpaMmebl, KOTOPBIE YCTAHABIMBAET B3JIOMIIIMK HA B3JIOMAHHOM
UM KOMIIBIOTEPE IMOCJIE TMOJYYECHUS NEPBOHAYAIBHOIO JOCTyNa C IEIbIO
MOBTOPHOIO MOJIYYECHUS TOCTYNa K CUCTEME

IInuonv. Spyware — nporpaMMHOE OOECIEUeHUEe, OCYILECTBIISIONIEE
NEATEIBHOCT, 110 CcOOpy UHpOpManuu O KOH(MUTYpAIUA KOMIIBIOTEPA,
JEATEIBLHOCTH MOJIb30BaTEIIS U JII000M ApYyroil KOHPUIACHIMAIbHON HH(OpMAITUU
0€e3 coracusi CaMoro MoJib30BaTElI .

bomnemwvr. OTO KOMIBIOTEpHAsT CETh, COCTOAINIAs U3 HEKOTOPOIO
KOJIMYECTBA XOCTOB, C 3alyIICHHBIMU OOTaMU — ABTOHOMHBIM IMPOTPAMMHBIM
obOecrieueHrueM. OOBIYHO HCMOJIB3YIOTCA JJISI HEJETAJIbHON WM HEOm00pseMOoun
JEATEILHOCTH — PACChUIKK criaMa, nepedopa mnapojei Ha yIaJIEHHOW CUCTEME,
aTak Ha OTKa3 B 00OCITy>KMBaHUHU.
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Co3gaHue U pacupoOCTPAHECHUE
BPEAOHOCHBIX IIPOTPaMM (B TOM YHCJIE
BUPYCOB) IIpecneayercs B Poccun

COINIACHO YTronoBHOMY KoAekcy P® (rimaBa
28, crarbs 273)




PHO KoTopoii B Po
v @6\3 B IIIKOJIAX U BY3¢

TepHOH FpaMOTHOCTI/I
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MexayHapoaHbid /leHb
0eszonacnHoro Uurepuera

OBLIT YUpEXKJIeH 110 MHuIIMaTuBe EBporneickoi
komuccruu B 2004 roy 1 ¢ TE€X MOP BBILIET JTAJIECKO 3a
npeneisl EBporibl.

Ero ormeuator 6osee 70 cTpad Mupa, B ToM uucie u Poccus.
OTmeuaeTcs €KEeroJlHO BO BTOPOMl BTOPHUK (PeBpalis.
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Heas /Ina 0e30macHoro
NHTepHeTA:

«...noapepxka rpaxanaH B 6e3onacHOM, 3STUMHOM U

acdppeKkTUBHOM Ucnonb3oBaHnn NHTepHeT -
TeXHONornn»

Unsafe

Insafe — HekoMMepUecKkast opraHy3anus — IJaBHbIM KOOPJAUHATOP
JIHs1 6e3omacHoro aTepHera B Mupe.
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YcTaHOBUTE KOMIIJICKCHYIO
CUCTEMY 3alIUTHI!

e YCcTaHOBKAa OOBIYHOTO aHTHMBHUpPYCA — BUEpaIIHUM JeHb. CeroHs aKTyajJbHblI TaK
Ha3bIBAEMbIC «KOMILICKCHBIC CHCTEMbI 3alllMTh», BKIKOYAIOIME B CeOs
aHTUBUPYC, (alipBOIII, aHTUCIIaM — (DUIIBTP U €I Mapy — TPOMKY MOJYJIECH s
TIOJIHOW 3AaIUTHI BAILIETO KOMIIBIOTEPA.

* HoBble BUPYCHI MOSBISIIOTCS €KEIHEBHO, MO3TOMY HE 3a0bIBAalTE PEryJISIPHO

OOHOBJIATH 0a3bl CUTHATYp, JIydllle BCEro HACTPOUTh MpOrpaMmy Ha

ABTOMATHYECKOE OOHOBJICHHUE.
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byabTe 0CTOPOKHBI
C JICKTPOHHOM MOYTOM!

» He cTout nepenaBaTh Kakyro-1100 BaxKHYH0 HHOOPMALIMIO Yepe3 AIESKTPOHHYIO

IIOYTY.

*  YCTaHOBUTE 3alPET OTKPBITUSA BIIOKEHUHN JIEKTPOHHOM MOUYTHI, [IOCKOIBKY
MHOTHE BUPYCHI COAEPKATCS BO BIIOKECHUAX U HAUMHAKOT PACHPOCTPAHATHCS

cpa3zy MOCJE OTKPBITHUS BIIOKEHHUS.

e IIporpammsl Microsoft Outlookun Windows Mail momorarot 010kupoBaTh

ITIOTCHIOHAJIBHO OITACHBIC BJIOKCHMUA.
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IHoab3yurtecsh Opaysepamu Mozilla Firefox, Google
Chrome u Apple Safari!

* bOaBIKUHCTBO YEpBEU U BPEAOHOCHBIX
CKPHUIITOB OPUECHTUPOBAHKI 101 Internet
Explorer u Opera.

 IE 10 cux 1op yaep>KuUBaeT NEPBYIO CTPOUKY B
PEUTUHTE TTONYJIIPHOCTH, HO JIMIIb ITOTOMY, YTO
OoH BcTpoeH B Windows.

e Opera ouens nomnynisipHa B Poccum n3-3a ee
MPU3PAYHOTr0 yI00CTBA U PEAIbHO OOIBIIIOTO
YuUCJIa HACTPOEK.

* VYpoBeHb 0€30IaCHOCTH CUJILHO XPOMAET KaK y
OJIHOTO, TaK U y BTOPOTO Opay3epa, Mo3TOMY
JydIlle UM U HE TMOJI30BaThCsl BOBCE.
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OOHoOBJIAANITE ONIEPANMOHHYIO CHCTEMY
Windows!

* IlocTossHHO OOHOBIISIMTE ONEpaMOHHYI0 cucTeMy Windows.

» Kopnopamus Microsoft mneproandecky BBIITYCKAET CIICIHAIbHbIC OOHOBICHUS

0€30IMacHOCTH, KOTOPbIE MOT'YT ITIOMOYb 3aIll[UTUTh KOMITBIOTED.

e OTH OOHOBJICHUS MOTYT MPEAOTBPATUTh BUPYCHBIC U APYTHUE aTaKu Ha

KOMIIBIOTCP, 3aKPbIBas ITIOTCHIHUAJIBbHO OIIACHBIC TOYKH ]




He ornpasiasiure SMS-coo0ienus!

e Ceryac OYEHb MOMYJSIPHBI CAWTHI, IPEIJIArarolue JOCTYNl K 4yXuM SMS wu
pacredyarkaM 3BOHKOB, TakKKe OYE€Hb YacTO IIpU CKauyMBaHUM (PaiijoB Bam
npejjiaraloT BBECTH CBOM HOMEp, WJIM BHE3AITHO MOSBISAETCS OJOKUPYIOIIEE OKHO,
KOTOPOE SIKOOBI MOKHO yOpaTh ¢ MOMOIIBIO OTIpaBku SMS.

 [Ipu otnpaBke SMS, B nydiiem ciydae, MOkHO JuIuThesa 300-600 pyoOnei Ha
cueTy TenedoHa — €Ciu HY»KHO OyAeT OTHpaBUTh COOOIIEHUE Ha KOPOTKUN HOMED
JUIS OTUIAaThI, B XYJIIEM — Ha KOMITBIOTEPE MOSIBUTCS Y>KaCHBIN BUPYC.

 [losToMy HHKOTJAa HE OTIpaBigiiTe SMS-co00IeHHUsS U HE BBOJAUTE CBOM HOMEpP

Tesie()oHa HA COMHUTEIBHBIX caliTaXx MPU PErucTpalum.
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IHoab3yuTech JUNECH3UOHHBIM IPOTrPAMMHBIM

ooecrmeueHueM!

Ecnu BBl CKaYMBaeTe NMUPATCKUE BEPCUU TPOTPAMM

WJIA CBEKEHBKUM B3JIOMIIMK MPOTPAMMBI,
3aIyCKaeTe €ro U CO3HATEIILHO UTHOPUPYETE
NpEayIpPEKICHUE aHTUBUPYCA, OyIbTE TOTOBb |
TOMY, YTO MOYETE MOCEUTh BUPYC HA CBOU
KOMIIBIOTED.

[IpryeM, uem nmporpamma MOIyJISPHEE, TEM BBIIIIE

TaKasd BCPOATHOCTD.

JIuuieH3noHHbIE MporpaMMbl U30aBsaT Bac ot

oA00HOM YyIrpo3bI!
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Ucnoab3yiiTe Opanamaysp!

* Hcnonw3yite Opanamaysp Windows wim apyroi OpaHaMaya3p, OMOBEIIAIONIAN O
HAJIMYUU TOJA03PUTEIBHON aKTUBHOCTH MPH MOMNBITKE BUPYCa WIIN YEPBS

ITOAKIFOYHUTBHCA K KOMIIBIOTCPY.

e OH TaKkXxe MO3BOJISICT 3AMPETUTH BUPYCAM, YEPBSIM U XaKEpaM 3arpyKarhb

IIOTCHOHUAJIBHO OIIACHBIC ITPOI'PAMMBbI Ha KOMIIBIOTCP.




U cnoab3yuTe CJI0KHbIC NAPOoJIu!

« Kak yTBepxknaer craructuka, 80% BCeEX mapoJie — 3TO MPOCTHIE CIOBA: UMEHA,
Mapku Tesie)OHa WIM MAIIMHBI, UMS KOIIKU WJIK COOAaKH, a TaK»Ke Mapojid BPoJie

123. Takue mapoiu CUIbHO 00JerdaroT padoTy B3JIOMIITUKAM.

* B uaeane nmapoyiv JOJDKHBI COCTOSITh MUHHMYM U3 CEMM, a Jy4dllle JIBEHAIIATH
CUMBOJIOB. Bpemsi Ha mo100p maposisi U3 MATH CUMBOJIOB — 2-4 4aca, HO 4TOObI

B3JI0MaTh CEMHCUMBOJIBHBIN I1apoJib, HOTpelyeTcs 2-4 roja.

 Jlyunie ucnonb30BaTh MapoId, KOMOMHUPYIOIIUE OYKBBI pa3HBIX PETUCTPOB,

APl U pa3HbIC 3HAYKH.
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JlesaiiTe pe3epBHbIE KONUU!

« Ilpu maneient yrpo3e [ieHHas HHPOpPMAIUs C BaIIEro
KOMITBIOTEPA MOXKET OBITh yIAJIEHA, a UTO €IIE XYXKE —

ITOXHIIICHA.

* BosbMmure 3a npaBuso 00A3aTEIbHOE CO3AaHUE
PE3EPBHBIX KOMUN BaXKHBIX JJAHHBIX HA BHEITHEM
YCTPOMCTBE —(PIICII-KapTe, ONTUYECKOM JHUCKE,

IICPCHOCHOM JKCCTKOM JIHCKC.
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DOyHKIUA «PoaurebCKUl KOHTPOJIb
o0e3omacur Bac!

e Jlna neTckor TNCUXUKU VIHTEpHET — 3TO MOCTOSAHHAs
yrpo3a IMOJyYEHUS MICUXOJIOTHYECKOW TPABMbl U PUCK

0Ka3aTbCA KEPTBOU MPECTYITHUKOB.

* He crpemutech yrauBarh OT pOJIUTEIIEN KPYT TEM,
KOTOPBIE€ BBl 00CYK/IAa€T B CETH, U HOBBbIX IHTEpHET-

3HAKOMBIX, 9TO IIOMOKCT BaM PCaJIbHO OLICHNBATDH

UH(POPMALINIO, KOTOPYIO BBl BUJUTE B CETH U HE CTaTh

KEPTBOU OOMaHa.
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CIIACUBO 3A
BHUMAHHUE




