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HHTEPHET

Bce 6onbluee KoNMYecTBO AeTeU NnosiyyaeT BO3MOXHOCTb
paboTaTb B MHTEpPHET.
B cBA3n ¢ 3TMm, BCe ocTpee BCTaeT npobrnema obecnevyeHus
0e30nacHOCTM HalMX AeTeu B MHTEpPHET.

0 [MomMMMO OrpOMHOroO KOnm4ectsa BO3MOXHOCTEN, MHTEPHET HECET U
MHOXXECTBO PUCKOB.

0 3avactyio getm v NOoApOCTKA B MOMHOW Mepe He OCO3HaloT BCe
BO3MOXHbIEe NPobnemMsbl, C KOTOPbIMU OHU MO ™~ =~~~ = :

CpenaTb X npebbiBaHne B MHTEpHeTe bore
NX OPUEHTUPOBATLCHA B KMOEPNpOCTPaHCTBE
B3POCIIbIX




llnrocbl OHIaUH - u2p

PasButume

Pa3Bne4yeHue

ObyyeHne

[IpUHATNE CaMOCTOATENbHbLIX PELLUEHNN
Oby4yeHune obLLeHNIO (KOMMYHUKaLNA)
OueHKa peaynbrtatoB CBOEN OEATENbHOCTU

(pedpnekcus)
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PUCKH OHJIAHH-UT'P

BpenoHocHbIEe nporpamMmel
NHTepHEeT-MOLLIEHHUYECTBO

AKTUBHOE BUpTyanbHoe o0OLlleHne npuBoaMT K couuMarbHOW
N30MALNN N TPYOAHOCTAM B MEXIUYHOCTHbIX KOHTaKTax

IHTEepHEeT-XynnuraHcTBO

OHNnawnH nNMpaTcTBO

HekoTopble OHManH — Urpbl MPOBOLMPYIOT arpeccUBHOE NoBeAEHNE
MaTtepunarbl HeXXenaTesibHOro cogepxaHus

A3apTHble Urpsbl




BpeAOHOCHbIe
NPOrpamMmabl

BpeaoHocHasa nporpamma («eupyc», aHrn. malware, malicious  software —
«3rI0HaMepeHHoe nporpamMmMmHoe obecnedeHne») —  nboe nporpaMmmHoe
obecnevyeHne, npegHasHadeHHoe Ans nofyyYeHns HeCaHKUMOHUPOBAHHOIO
OOCTyna K BblMMCIUTENBbHBIM  pecypcaMm, K WHpopmauum, C  Uenblo
HeCaHKUMOHMPOBAHHOIO MCMosfib30oBaHMA pecypcoB OBM wnu npuymHeHus
Bpeda (HaHeceHus yuwepba) snagernbuy MHOPMaUUK, NYTEM KOMUPOBAHUS,
NCKaXXeHns, yaaneHns nnm nogMmeHbl MHopMaLum.
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K BpeZ4oHOCHbIM NporpamMam > K/IACCUDUKALINS] gt
OTHOCSITCSI: BUPYChI, YEPBU U BPEJJOHOCHbIX
«TPOSAHCKNE KOHU» - 3TO 4T/ AN |

KOMIMbIOTEPHbBIE MPOrPaMMbl KOTOPbIE — {63 B

MOTYT HAHECTU BpPE/.

N \vorid Wide Web




NHTepHeT-
MOLLEeHHN4YeCTBO

BupTyanbHoe 3n0 MOXET OoKka3aTbCsl BMOMHE peanbHbIM 1 anyHbiM: B
OHMNaWH-UrPbl UTPaOT XKUBbIE JOAN, CPEAN KOTOPbIX HAXOOATCS MOLUEHHUKM
N BOPbI, «3apabaTbiBaloLiMey» HacTosILME AEHbIM HA NOXULLIEHUN YY>KOW
BUPTYyarnbHOW COOCTBEHHOCTM.

[pakTU4eckn BCE KpaXku CBA3aHbl C
KOHKPETHbIMM CepBepaMn  OHITaNH-Urp.
Kak npaBuno, MOLIEHHMKA WHTEpecyoT
TONbKO MMSA W napornb XepTBbl 6e3
agpeca cepBepa, Ha KOTOpoMm 3Ta
XepTBa 3aperncTpupoBaHa.
CnepoBaTenbHO,

3MOYMBbILLMEHHUK 3Haem, Ha  KakoM
cepBepe UrpaeT ero XeprtBa U, cKopee
BCEro, SIBMSIETCA WIPOKOM 3TOM0 e | A=
cepsepa. P




NHTepHeT —
Xysiu2aHcmeo

Tak e Kak n B 0O6bIYHOW XU3HWU, B MHTepHeTe NoABUITNCb CBOU XYITNTaHbI,
KOTOPblE€ OCINOXHAKT XKU3Hb APYIrMM MNoJib30BaTeJ1AM MHTepHeTa.

X Ha3blBaloT «rpudpepammy, «3agmpamMmmy,
«OYPHBLIMU UrPOKaAMU» . T —— '

u B

; <€ % 2P
Obugunkn  («rpudpepbl»), No  CyTw, - AN T

i
W S

OBOPOBbIE  XYyNUraHbl, OHW  NonyYatoT
YyOOBOSNbLCTBUE, Korga ockoponstoT
OKpPY>KatoLLMX.

O6bl4HO  XynuraHbl U3OeBalOTCA  Hag
OpYyrmMmn, OoCoBEeHHO Hag Ha4dMHaKLWUMK;
MELLAT urpaTbe TOBapuam no KomMaHae;
NCrnonb3yoT HeLEH3YypPHY0 NEKCUKY;
XKYNbHUYAIOT; cO30al0T BMECTE C APYrMMu
«rpupepamn»  bpogsune bGaHabl, UK
Ncnonb3yT  urpy, 4Tobbl gocaxaaTb
KOHKPETHOMY YEI0OBEKY.




HeXXeAdTeAbHOro
Xapakrtepda

K MarepuaniaM HEXeaTeabHOr0 COJAECPKAHNUS OTHOCATCA: MaTepPUAJIbI
MopHOrpapuueCcKoro, HCHaBUCTHUYECKOTO COACPKAHMS, MaTepUabl CyUIIUIaIbHOM
HAIPABJICHHOCTH, CEKTAaHTCKUMHU MaT€pUalibl, MaTE€prUajbl C HECHOPMATUBHOU
JICKCUKOM.




A3QpPTHbIE
Urpbl

Pa3Huiia Mexay WrpoBbIMM CaWTAMU U CAaUTaMHU C a3apPTHBIMH WUIPAMU COCTOUT B
TOM, YTO Ha UTPOBBIX CaTax OOBIYHO COJIEP)KATCSI HACTOJBHBIE U CJIIOBECHBIC UTPHI,
apKaJbl ¥ TOJOBOJOMKH C CUCTEMOW HAYUCIICHUSI OYKOB. 3/1€Ch HE TPATITCS JICHBIU:
HUA HACTOSAIIME, HU UTPOBbIE. B OTIMUKE OT UTPOBBIX CAWTOB, CAUTHI C A3aPTHHIMHU
UTPAaMHU MOTYT JOITYCKaTb, YTO JIFOAU BBIMTPBIBAIOT WM IIPOUTPHIBAKOT UTPOBBIC
nenbru. CaillTel ¢ WrpaMud Ha JACHBIM OOBIYHO COJIEP)KAT WIPHI, CBSI3aHHBI C
BBIMTPHILIEM WJIU TIPOUTPHILIEM HACTOAIMX JACHET.




Kak n3bexartsb
OMNACHOCTU OHAQUH-UTP

[IpekpamniaiiTe Jt00bIe KOHTAKTBI IO 3JIEKTPOHHOM MOYTE, B CUCTEME OOMEHAa MTHOBEHHBIMH
COOOIICHUSIMU WM B YaTax, €CJId KTO-HUOYIb HAUMHAET 33J1aBaTh BaM BOIPOCHI JIMYHOTO XapakTepa Win
coJieprKalllie CeKCcyallbHble HaMeKkH. Hukorna He coramanTecs Ha JIMYHYI0 BCTPEUY C JIFOAbMHU, C
KOTOPBIMU BbI IO3HAKOMUIIUCH B IHTEpHETE.

Hukoraa He OTKphIBaiiTe HUKAKUX BIOXKEHH, MOCTYUBIINX C AIEKTPOHHBIM TUCHMOM, 3a
UCKITFOYEHUEM TEX CIIy4YaeB, KOIZIa Bbl OKUJAETE MOTYUYEHUE BIOKEHUS U TOYHO 3HAETE COACPKUMOE
Takoro (paitna.

CkaumBaiiTe (ailiibl U3 HAIEKHBIX HCTOYHUKOB U 0053aTEIbHO YNTANWTE MPEAYyIPEXIECHN 00 OMAaCHOCTH,
JUIEH3UOHHBIE COIVIAIICHMS U MOJOKEHUS O KOHPUIECHIUATbHOCTH.

[Tocemas BeO-calThl, Hy’>KHO CaMOCTOATENIbHO HabupaTh B 0003peBaTelie aapec BeO-caiiTa win
MOJIb30BaThCA CChUTKOM n3 «M30panHoro» (Favorites); HUKOTIa HE HY)KHO IIEJIKaTh HA CCHUIKY,
COJEPIKALLYIOCS B MOJA03PUTETBLHOM 3JIEKTPOHHOM ITUCHME.

KonTponupyiite cnrcanue CpecTB ¢ BalIlUX KPEAUTHBIX WM JIMLIEBBIX CUETOB. J{JIs1 3TOr0 MOXKHO
UCIIOJIb30BATh, HAIPUMED, YCIyTy HH()OPMHUPOBaHHUA 00 onepaiusax co cueToB no SMS, koTopele
PeI0CTaBIsAI0T MHOTHE OaHKHU B Poccun.

[TomHuUTE, YTO HENB3S1 UTPATh HA IEHBIU. Belb B OCHOBHOM MOA00HBIE Pa3BICUEHHS UCTIOIB3YIOTCS
CO3/aresiMu IS MOTy4YeHus: npuObuIn. Irpoku O0sblle TepSAIOT JEHBIM, HEKEIN BBIUTPHIBAIOT.
Urpaiite B He MEHEE yBJIEKATEIbHBIE UTPHI, HO KOTOPBIE HE MIPEIOJIaraloT UCIOJIb30BAHNE HATUYHBIX
WM O€3HAIIMYHBIX IPOUTPBILIEH/BBIUTPBILIEH.

PerynsipHo ycraHaBnuBaiiTe Ha KOMIIBIOTEPE TOCIEIHUE OOHOBIEHUS O€30MaCHOCTH U aHTUBUPYCHBIE
CpeJICTBA.




MNMpaBsuna 6eaonacHocTn B UHTEpHeTe
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Hukoraa He pacckassisait o
Beerpa cnpawweain pogurenei o \\

cele HezHaKOMbIM NIOARM B

VHTepHeTe: rae Tl XUBeWS W HENOHATHBIX BEWax, \
YUMWBLCSA, He CooBLait Ceol “XOTOpbie Thi BCTPeYaeWS B VIHTepHeTe, |
HOMeED Tenedona. He ropopu Onu pacckaxyr rede, /‘
HUKOMY, fAe PaBOTaloT TBOW YTO MOXHO A€NATD, & UTO HET, \

POANTENH W HOMEPA UX
TenedoHoB.

HUKOTAA He OTBEYANH Ha COOBLIeHUA

OT He3HaKOMUeB B VIHTepHeTe U
He OTNPABNANR UM CMC,

Ecnu HeaHaxoMbIl wenosek npegnaraer

BCTPETUTHLCA WK NUWeT Tebe

OCKOPGHUTENIbHbIE COOBWEHNA — CPA3y
cKkaxu o0 atom poagurenam!

ECnm Thi permcrpupyelssca
Ha cailre, B COUMANLHOR CeTH UK
B 3NeKTPOHHON noMTe,

. NPUAYMait CNOXHLIA Napons,

- cocToawmit u3 undp,
SONbWKHX U MaNeHbXUX GYKB W 3HAKOB.,
Nomuu, 4To TBOH Naponsb
MOXeEWb 3HaTh TONBKO Thi

W TBOW poanTeNnn.

Ecnu B HTepHeTe Thi pewnn
CKAYATh KapTHHKY, ’
WIpY WK Menoauio, a re6a npocar  f
OTNPABUTL CMC — He Aenai atoro! g
Thl MOXeWb NOTEPATL
AGHLIK, KOTOPbIe MOr Gkl
NOTPATHTL HA YTO-TO APYroe.
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Mocewalire cetb BMECTE C AETBMM, NOOWPSIATE HX
AENUTLCA ONBITOM MCNONL30BaHKA ViHTepHeTa

| Hayuwe peteit AOBEDSTH MHTYHUMA -
ecnv ux 8 Viuteprere yro-nubo
BecnoxkouT, nycTb COOBWAI0T BaMm

PpTal

 Nomorure pebeHKy 3aperMeTprpoBaTbes
| B NPOrPaMMax, TPEDYKWMX PervCTPAUMOHHOND
" | MIMeHM 1 3anONHeHHA GOPM, HE NCNONBLIYA NHYHON
uHOpMaLMK (MMs pebeHKa, anpec 3NeKTPOHHOM
| NOYTHI, HOMEp TenedoHa, AOMaWHKA aapec).
[InA 3TOr0 MOXHO 33BECTH CNEUMANbHBIA AAPec
L 3NEKTPOHHON NOMTBI

]

HacrausaitTe, 4ToDbi 4€TH HUKOrAA HE AaBanK
C80ero anpeca, Homepa renedoxa unu Apyron
NMYHON MHBOPMALMH, HANPUMEP, MECTa Yuebbl
| AW MOBUMOro MECTa ANA NPOryNKM

OBvacHrTE AeTam, uTo B MKTepHeTe
1 peansHON XU3HH Pa3HULa MeXay
NPABIUNLHBIM W HENPABUNLHLIM OAUHAX0BA
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[leTam HUKOTAA He CneayeT BCTPeYaTeA
@ C APY3bAMM U3 VHTepHETa, TaK KaK 3TH MKoAW MOryT
0K33aThCA COBCEM HE TEMM, 33 KOro cebs BbIAaKT
L -_/ | MX CNPALMBATL BAC, ECNIA OHU HE YBEPEHbI

(0 KoHTponupyitTe AeHCTBUA RETEH C NOMOLBI
0 COBPEMEHHbIX NPOTPAMM, KOTOPbIE
| OTOUNLTPYIOT BPEAHOE COACPXHMOE, NOMOFYT
- ***. BLIACHHTH, KaKMe CaiTbl NOCELLaeT pebenok

M YTO OH TaMm aenaer

Craxute AETAM, 4TO AANEKO HE BCE, YTO OHM YUTAIOT
Wnv BMAAT 8 VHTepHeTe, - Npasaa, NpuyumTe
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'L 9 Hacrausaitre, YTob! 4€TH YBAKANK HyXKYI0
<

COOCTBEHHOCTD, PACCKAKMTE, YTO HE3AKOHHOE
KONMPOBAHME My3bIKK, KOMNBIOTEPHBIX MIP
W APYIMX NPOrPamMM - Kpaxa

P

,_| D Haywre pereit ysaxars apyrx, ybeputecs,

4TO OHM 3HAIOT O TOM, YTO NPaBuna
XOpOLWero TOHa AEHCTBYIT Be3Ae -
. | paxe B BUPTYaNbHOM MUpe




CNACUBO
3A

BHUMAHUWE




