


3awmTta uHpopmauun

3awiuma - cuctema mMep no obecnevyeHuto
be3onacHOCTM C  UEeNbl  COXpPaHEeHUs
rocygapCTBEHHbIX " KOMMEpPYECKNX
CEKpPETOB. 3awuTta obecne4ynBaeTcs
coonageHnem pexunma CEKPETHOCTMN,
NPUMEHEHNEM OXPaHHbIX cucTem
curHanusaumm " HabnwaeHus,
McnonbL3oBaHMEM LN POB 1 Naporneun.



3awuma uHgopmayuu
npeacraBnsgeT cobon
NeATeNbHOCTb NO
npeaoTBpaLLEHNIO YTEYKN
3almiaemMoun
MHJopMaLuuu,
HEeCaHKUMOHNUPOBAHHbIX U
HenpegHaMepeHHbIX
BO3ENCTBUUN Ha
3almlaemyto
MHOPMaLNIO, TO ECTb
npoLecc, HanpaBneHHbIN
Ha OOCTUXEHME 3TOoro
COCTOAHUA.
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NHpopmayuoHHasi 6e3onacHoCcmMb — 3TO

COCTOSAAHME 3allNLLEHHOCTU MHJOPMAaLMOHHOW
cpeasbl.

B BbluuCcnUTENbHOM TexHUKEe nNoHATME ©0e30nacHOCTU
nogpasymeBaeT
* HaOEeXXHOCTb paboTbl KOMMNBLIOTEPA,

* COXPaHHOCTb LIeHHbIX AAHHbIX,

* 3alUMTy MHPOpMALUUM OT BHECEHUS B Hee U3MEHEeHUu
HeYyNONMHOMOYEHHbLIMU NULaMWN,

* COXpPaHeHue TauHbl NEPENUNCKN B SNEKTPOHHOW CBA3N.

Bo Bcex uUMBUMM3OBAHHbLIX CTpaHax Ha ©0e30nacHoOCTU
rpaXgaH CTOAT 3aKOHbl, HO B BbIYUCIUTENBHON TEXHUKE
npaBonNpuMeHUTENbHaAs NpakTUKa noka He pa3BuTa, a
3aKOHOTBOPYECKUN MpPOLLeCcC He ycrneBaeT 3a pa3BUTUEM
TEXHOSOMMN, U HAOEXHOCTb pPaboTbl KOMMbIOTEPHBLIX
CUCTEM BO MHOIOM OMNMPaEeTcAa Ha Mepbl cCamMo3aLLMUTHI.



HecaHKLUMWOHUPOBAHHbLIU
AoCcTyn

HecaHkuyuoHupoeaHHbIU

docmyii - fencTBxA, HapyLLaloLL
YCTaHOBIIEHHbIN NOPAOO0K OOCTYNE
Nnn npaBuna pasrpaHnyeHuns,
OOCTYN K nporpaMmmMmam 1 AaHHbIM,
KOTOPbIN Nony4vatoT aDOHEHTHI,
KOTOPbIE HE NPOLUSIN PETUCTPAaLINK
HEe UMELOT NnpaBa Ha O3HAKOMITEHU
nnn paboTy ¢ 3TUMN pecypcamu.
[1na npegoTtepalleHnsd
HeCaHKLMOHMPOBAHHOIO AOCTYna
OCYLLECTBIAETCSH KOHTPONb AOCTYyna.




3awmTa ¢ UCNorfib30BaHUEeM
napornewu

Q meraoGaop
R

ﬂ,J'IFl 3alnTbl OT HECaAHKLUMOHNPOBAHHOIO AOCTYIMAa K

nporpamMmam v AiaHHbIM, XPaHSALLMMCA Ha KOMMbIOTEPE,
NCnonb3yKTCH naposiu.

KomMmnbloTep paspeluaeTt 4OCTYyNn K CBOUM pecypcamM TOSMbKO
TeM nonb3oBaTenam, KOTopble 3aperMcTpupoBaHbl U BBENU
NpaBUIbHbIV NAPOrib.

Ka)xgomy KOHKPETHOMY MosSib30BaTenNto MOXET ObITb
paspeLleH OOCTYN TONbKO K onpeaeneHHbIM
NHJOpPMaLMOHHbBIM pecypcam.

[Mpyi 3TOM MOXET NPON3BOAUTLCA PErMCTPaLIMA BCEX MOMbITOK
HecaHKUMOHUPOBAHHOIo AOCTVNA. :



3awjuma c ucnosnb3o8aHuUeM NMNapoJsisi CMonNb3yeTcsa Npu
3arpyske onepaumMoHHOW CUCTEMBI

Bxona no naponto MOXeT bbITb YCTAaHOBIEH B nporpamMmme BIOS
Setup, KOMNbIOTEP HE HAYHET 3arpy3Ky onepaloHHOW
CUCTEMBbI, ECINN HE BBEAEH MPaBUSIbHbIN Naporb.
[lpeogoneTb Takyo 3aLlnUTy HEMerko.

OT HeCaHKLMOHMPOBAHHOIO A0CTYyNa MOXET ObITb 3aLULLEHbI
e Kaxabln OUCK,

e KaXkgas narnka,

* KaXkably dpann nokanbHOro Komnelotepa.

[ns HUX MoryT ObITb YCTAHOBNEHbI ONPeaeneHHble Npasa
oocTtyna

* MOJIHbLIN OOCTYN,

* BO3MOXXHOCTb BHECEHUA N3MEHEHU,
* TOJIbKO YTEHWUE,

* 3anucb 1 ap.

[MpaBa MOryT ObITb Pas3fNYHbIMK AN Pa3NINYHbIX
nonb30oBaTenemn.



bnometTpuyeckue cmctemol
3alMThbI

B HacTosiLiee Bpemsi Ans 3alnTbl OT HECAHKLIMOHMPOBAHHOIO
gocTtyna K tHcopmaumm Bce bonee 4acto NCNosib3yrHTCs
6uomempuyeckue cucmembl udeHmudgbukayuu.

|/|CI'IOJ'Ib3yeMbIe B 3TUX CUCTEMAX XapPaKTEPUCTUKU ABITAOTCAH
HeEOTbEMIJIEMbIMU Ka4v4eCTBaAMU JINHHOCTU YEJ1I0BEKA U
MNO3TOMY HE MOTYT ObITb yTEPAHHBIMU N NOAAEJTaHHBbIMMW.

K bnomeTtpuyeckmm cuctemam 3alNTLI VIHCbOpMaLI,VII/I
OTHOCATCSH CUCTEMbI UOEHTU ™ _ n
* MO OTne4vyaTkam nanbLueBs; e @
N
* 0 paay>XHou oborouke rmasa” "
* MO N300paxeHuto NnMua;

* 10 XapaKTepuUCTVKaM pedu;
* 10 FEOMETPUN NaOOHU PYKM. B\g




geHTumuKaumns no otnevyaTtkam

nanbues
OnTunyeckue CKaHepPbl CHUTbIBAHUA

OTNneYyaTKoB narbLEeB

yCTaHaBMMBalTCA Ha HOYTOYKN,

MbILLW, KNaBuaTypbl, naLu-

OUNCKW, a TaKKe NPUMEHAOTCH B

BMAe oTaeNbHbIX BHELLHUX

YCTPOUCTB U TEPMUHAIOB

(Hanpumep, B asponopTax u

baHkax). . ONTUIecKni CKaHep OTNeHaTKa NabLia,
Ecnu y3op oTnedaTtka nanbua He s i -

coBnagaert C Y30pOoMm

OO0MNyLEHHOro K tHgopmMmauum

nonb3oBaTtens, To AOCTYN K

NMHoOpMaLUNMN HEBO3MOXKEH.




oeHTndomkauyms

Mo XapakTepUCTUKaM peydn

oeHTudunkaumsa yenoseka no
rofiocy — O4uH n3
TPaaANLUMOHHBIX CNOocoboB
pacrno3HaBaHUA, UHTEPEC K
STOMY METOAY CBSA3aH U C P i
NporHo3amMmu BHeApPEHUS
roNoOCOBbIX MHTEP{ENCOB B
ornepaumoHHbIE CUCTEMBI.

[ onocoBas ngeHTudpunkayms
OEeCKOHTaKTHa U CYLLECTBYIOT [
CUCTEMbI OFPAHNYEHUS JOCTYIA Tt
K MHdbopMaLIMn Ha OCHOBaHUN
YaCTOTHOIO aHanm3a peumn. .




MaeHTndukauma no paayxXHow
oboso4ke rnasa

2 PagyxHasa obonodyka rnasa asngercs
YHUKaNbHOW ONs KaX4oro 4yenoseka
brnomeTpumnyeckomn
XapaKkTepUCTMKOWN.

N3obpaxkeHune rnasa BblAensieTcs U3
N300paxxeHns n1uua n Ha Hero
HaknagblBaeTca cneymanbHas
MacKa WTpux-kogos. PesyneraTtom
ABNSIeTCA MaTpumLua,

Nns naentudukaummn no paf YA B REGEA S5 KA0TO

npumeHsitoTcs cneunanbHEEEEFepbI, nogknioueHHble K
KOMMbIOTEPY.




NoeHTudukaumsa no n3oodbpaxeHuto

inuda
[na noeHTundpunkaumm NMYHOCTM YacTo
NCMOSb3YTCA TEXHOMNOINMM pacno3HaBaHms no
nuuy. PacnosHaBaHme YenoBeka nponucxoauT Ha
PACCTOAHUMN,

oeHTUdpnKaumMoHHbIe MPU3HAaKM y4YUTbIBAKOT oopMy
nnua, ero UBeT, a Takke uBeT Borioc. K BaXKHbIM
npu3HaKkam MOXHO OTHECTU TakKXe KoopaunHaTthl
TOYEK nmua B MecTtax, COOTBETCTBYHOLLMX CMEHE
KOHTpacTa (bpoBu, rnasa, HOC, YLUW, |

B HacTosLlee BpemMs HauynHaeTco Bblag
HOBbIX 3arpaHnNacrnopToB, B MUKPOCXEM
KOTOPbIX XpaHUTCA LnudpoBasa oTorpa
Bragensua.




oeHTndrnkaumsa no NagoHu pyKku

B bnomeTpuke B Lensax
naoeHTUUKaumm Ncnonb3yeTcs
npocTas reoMeTpuUsa Pykn —
pasMepbl U PpopMa, a TakkKe
HeKoTopble MHQOPMaLUWNOHHbIE
3HaKW Ha TbINMbHON CTOPOHE PYKK
(0bpasbl Ha crmbax mexay
doanaHramm nansueBs, y30pbl
PACMNONOXEHUA KPOBEHOCHbIX
cocyoB).

CKaHepbl uaeHTUMmKaumm no
NagoHN PYKU YCTAaHOBNEHDI B
HEKOTOPbIX a3ponopTax, baHKax u !
Ha aTOMHbIX 3NEKTPOCTaHLUUAX .




Pusnyeckasa sawmuTa
ool AHHBIX Ha ANCKaX

HaOEeXHOCTU XPaHEHNA OAHHbIX

Ha XecTkux A

ncnornb3yTcsa RAID-MaccuBbl
(Redundant Arrays of Independent
Disks - N30ObITOYHbLIM MaccuB
He3aBUCUMbIX OUCKOB).
HecKonbKo XXeCTKMUX ONCKOB
nogkno4varTcs K RAID -
KOHTpOnnepy, KOTopbIin

NCKaX

paccMaTpuBaEeT UX Kak eanUHbIN
NOrM4YeCcKNn HOCUTENb
MHdopmaumu.



Cnocobbl peanusaunm RAID-maccuBa

AnnapamHbiu lpoe2paMMHbIU
AnnapaTtHbi anckosbit  [1porpaMmmHbIv RAID-MaccuB
MacCcuB COCTOUT U3 peannsyetca npn noMoLL
HECKOMBbKMX KECTKUX cneumankHoro Apansepa. B
NINCKOB, NporpaMmMHbIA MaccuB

OpPraHnN3yrTCA JUCKOBbIE

npaen
ynpasn=eMbIx fpn pasfernbl, KOTopble MOryT

nomowm 3aHMaTb KaK BECb [IUCK, TaKM1 ero
cneunanpbHON NnaTbl YyacTb. [1porpamMmmHbie RAID-
KoHTpornnepa RAID- MaCCUBbI, KaK NpaBuIio, MeHee
MaccuBsa. Ha[eXHbl, YeM annapaTHble, HO

obecrneynBaloT Ooree BbICOKYHO
CKOPOCTb paboThl C AaHHbIMW.

Pacrinama 3a Ha0e)xxHocmp —
hakmuyeckoe cokpauw,eHue OUCKOB8020 rnpocmpaHcmea

AASLAA



3awumTa " /ﬁ'

OT BpeAoOHOCHbLIX MPOrpamMmm

BpeooHocHas nporpamma (OykBanbHbIN
nepeBoad aHIModA3bI4HOro TepMmnHa Malware,
malicious — 3NOHaMepPEHHbIN N software —
nporpaMmmMmHoe obecne4vyeHune, XxXaproHHoe
Ha3BaHMWe — «ManBapb», «ManoBapby,
«MbITOBapb» N gaXe «MbINTOBApPHA») —
3rIOHaMepeHHasa nporpamma, To eCTb

‘PamMmMa, co3gaHHaa co 3/1bIM YMbICITOM

¥ _. M 3NbIMN HAMEPEHUSMM.




BpenoHOCHbIe NporpamMmmbl

-

Bupychi,
yepBwy,

TPOSAHCKMe n

XaKepckue
nporpamMmmbil

J

AR

LLinnoHckoe,
peKkrnamHoe
nporpaMmmHoe
obecneyeHue

& /

N

NoTeHUManbHO
onacHoe
nporpamMmMHoe
obecnevyeHue

&




RHTHBY

= JAHTUBUPYCHbIE NporpaMmbl

=¥)BpEMEHHbIE aHTUBUPYCHbIE NPOrpaMMbl obecneunsaroT
KOMIMJIEKCHYIO 3aujumy npo2paMm 1 JaHHbIX Ha

METOO0B NX MPOHNKHOBEHUS HA KOMIMbK
* /IHTepHeT, "
* JOKallbHas CeTb,
e 3NEKTPOHHAas No4yTa,
* CbEMHble HOCUTENU MHdoOpMaLUN.

D,J'IFl 3aLllNTbl OT BPE€AOHOCHbIX MporpamMmm Ka>xaoro Tmna B
aHTBUpyce npeaycMoTpeHbl otaesibHbl€ KOMIMOHEHTHI.

lNMpuryun pabombl aHMUBUPYCHbBLIX MPO2pPaMM OCHOBaH
Ha nNpoBepKe hannos, 3arpy304HbIX CEKTOPOB ANUCKOB U
onepaTtuBHOW MNaMATU U NOUCKE B HUX U3BECTHbIX U HOBbIX
BPEOOHOCHbIX NMporpamMmm.

Al



AHTUBUPYCHbIE NMporpamMmbl

Ans noucka useecmHbix 8PeOOHOCHbLIX
rnpoz2pamm V1Crorb3yrTCs CUrHaTypbl.

Cuz2Hamypa — 3TO HeKoTopas NOCTOSAHHAs Dr.WEB
nocnenoBaTefibHOCTL NPorpamMMHOro Koaa, 3%5
cneundunyHasa ansa KOHKpeTHOW BpeaoHOCHOM - 25 e
nporpammbl. ECnn aHTUBMpYCHas nporpamma f LTI

OOHapYXXMT TaKylo NocrieaoBaTesibHOCTb B
kakoM-nnbo amnne, To dann cuntaeTcs
3apakeHHbIM BUPYCOM U NOASIEXUT NEYEHUIO
NN yaaneHuio.

Jnss noucka HoebIx 8 UPYCOE UCTOSb3YHTCH
anropuTMbl 3BPUCTUYECKOIO CKaHNUPOBaHUS,
T. €. aHanusa nocrnegoBaTenbHOCTU KOMaH[ B
npoBepsseMom obbekTe. Ecnu
«nogo3puTenbHasa» NocneagoBaTesibHOCTb
KOMaH[, 0OHapy>XnBaeTCcsl, TO aHTUBUPYCHas

nporpamMmma BblgaeT cooblieHne o BO3MOXHOM A
29NAaAWAeHIIIA OBb+akKTa '




BONbLIMHCTBO aHTUBUPYCHBLIX NMPOrpamMm codeTaeT B cebe
pyHKUUU MOCMOSSHHOU 3awumbl (QaHTUBUPYCHbIN
MOHWUTOP) U byHKUUU 3awumsi No mpeboeaHuUro
nosib3oeameJsisi (QHTUBUPYCHbIN CKaHeD).

AHMuUeBUPYCHbIU MOHUMOP 3arnyckaeTcsa aBTOMaTUYECKU
npw ctapTe onepaunoHHON CUCTEMBbI 1 paboTaeT B
KayecTBe POHOBOIo CUCTEMHOIO NpoLecca, NpPoBepPSIA Ha
BPE€OOHOCHOCTb COBEpLUaeMble APYrMMn nporpaMmmMmamu
nencteusi. OCHOBHas 3aada aHTUBMPYCHOIO MOHUTOPA
COCTOMUT B 0DecrneyeHnn makcumManbHOM 3aLmTbl OT
BPE€AOHOCHbIX NporpamMm npv MMHUManbHOM 3aMearieHnn
paboTbl KOMMbIOTEPA.

AHMueuUpyCHbIU CKaHep 3anyCKaeTcd No 3apaHee
BbIOpaHHOMY pacnucaHuio Unn B NPOU3BONbHbIM MOMEHT
nonb3oBaTtenem. AHTUBUPYCHbIU CKaHep NMPOU3BOAUT
NOUCK BPeOOHOCHbIX Nporpamm B onepaTtuBHOW NamsaTH, a
TaKke Ha XXeCTKUX U CETEBbLIX OUCKaX KOMMNblOTepa.



[Ipnu3HaKkm 3apaxeHna KoMnbroTepa

* BbIBOJ Ha 3KpaH HENpeayCcMOTPEHHbIX COOBLLEHNN UNK
N300paxeHum;

* rogada HernpeaycMoTPEHHbIX 3BYKOBbIX CUTHAIOB;
* HeOXWgaHHOe OTKPbITUE W 3aKpbIiTUE rioTka CD/DVD amckoBoaa;
* [PON3BOJSIbHbLIN 3aMNyCK Ha KOMMNbLKOTEPE KaKUX-ITMDO rnporpamMmm;

* YyacTble 3aBucaHua n cboun B pabote KOMNbIOTEPA;

* MeasieHHast paboTa KoMnbKTEpPa NPy 3arycke nporpamm;

* NCYE3HOBEHWE UINMN U3MEHEHKME dhalIIOB U NManok;

* yacTtoe obpalleHue K XXeCTKOMY AUCKY (4acTo MuraeT namrnodka Ha
cUCTEMHOM b6110Ke);

 3aBuCaHMe UNnN HeoXnagaHHoe noeseaeHne bpaysepa (Hanpumep, OKHO
nporpamMmMbl HEBO3MOXKHO 3aKpPbITb).

HekoTopble xapakTepHble NPU3HaKku Nopa)keHnsi CETEBbIM BUPYCOM
4yepes AMEKTPOHHYIO MOYTY:

* Apy3bd Ui 3HAKOMbIE TOBOPAT O NMOJTYHEHHbLIX OT BAC COOGIJ.I,GHI/IFIX,
KOTOpPbIE Bbl HE OTMNPaBIIAIIN,

* B BalleM NOYTOBOM ALLMKE HAaXoaUTCst DOMbLLOE KONIMYECTBO A
coobLleHnn 6e3 obpaTHOro agpeca u 3arorioBka. .



[lencteuna npun HaNnM4nm NpPU3HaKkoB
3apaxeHna KoMnbroTepa

[Mpexae YeM npegnpuHMMaTh Kakne-nmbo aencTems, HeobxogmMmo
COXpPaHUTb pe3ynbraTbl paboTbl HA BHELLIHEM HOCUTENE
(ouckete, CD- unu DVD-gucke, donalu-kapte n np.).

[lanee HeobxoaNMO:

* OTKITIOYUTb KOMMbIOTEP OT NIOKanbHOM cetTn U MIHTepHeT3,
€CJIM OH K HUM ObIin NOOKMNIOYEH;

* €CNnu CUMMNTOM 3apakeHnsa COCTOUT B TOM, YTO HEBO3MOXXHO
3arpy3nTbCs C XXeCTKOro Anucka KomMnbloTepa (KoMnbroTep
BblAET OLLUNOKY, KOrga Bbl €ro BKrno4vaeTe), nonpoboBaTtb
3arpy3nTbCH B peXNMe 3aLlunTbl OT CO0EB UMK C AUCKA
aBapunHou 3arpys3km Windows;

* 3anyCTUTb aHTUBUPYCHYIO NPOrpamMmmy.



o R T BB

(CaMOKOI'II/IpO“Tg:a TP OFH ROV Konuv B

cbannbl, 3arpy304Hble CEKTOPbI ANCKOB U JOKYMEHTbI.
AKTUBM3ALMS KOMNBIOTEPHOIO BMPYCa MOXET Bbl3bIBaTb
YHUYTOXEHNE NPOrpaMmm 1 JaHHbIX.

Ha3BaHne «gupyc» rno OTHOLLUEHUIO K KOMMNbIOTEPHBLIM
nporpammam npuLLsio n3 6MosiorMm MMeHHO Mo |

CNOCOBHOCTU K CaMOPa3MHOXEHMUIO.

o «cpede o6uMaHusi» 8UPYChI MOXHO Pa3fernt g
3arpy3oyHble, dannoBblie N MaKpOBUPYCHI.




3arpy3o4Hbie BUPYChb

3a2py304YHbie eUPYChbI 3apaXatoT 3arpy304HbIN CEKTOP
MMOKOIro UNu XXecTKoro Ancka.

[MpyHUMN AeCcTBMA 3arpy304HbIX BUPYCOB OCHOBAH Ha
anropuTmax 3anycka ornepaumoHHON CUCTEMbI NPW
BKIMIOYEHUN NI Nepe3arpy3ke KoMMnbloTepa.

[1pn 3apaxeHnn OUCKOB 3arpy304Hble BUPYChbI
«NOACTaBNAT» CBOU KO BMECTO NnporpamMmeil,
nony4yatoLlen ynpasrneHue npu 3arpy3ke CUCTeMbI, U
OTAAaloT ynpaBlieHne He OpUrMHanbHOMY Koay
3arpysyuka, a kogy supyca. ['lpn nHgUUMpoBaHM gucka
BUPYC B OOMbLUMHCTBE Clly4YaeB NepeHoCUT
OpPUrMHanbHbLIN 3arpy304HbIN CEKTOP B KAKOM-NTNOO
OpPYyroun cekTop gucka.

lMpoghunakmuyeckas 3aujuma om 3a2py304HbIX
eupycoe COCTOUT B OTKa3e OT 3arpy3ku ornepaLnoHHON
CUCTEMbI C TMOKNX OMUCKOB U YyCTaHOBKE B BIOS BaLlero
KOMMblOTEepa 3aLUnTbl 3arpy304HOro cektopa oT



dannoBblie BUPYChH

dausnosbie supychbl pasnUYHbLIMN cnocobamn BHeOPSIOTCS B
ncnonHumble dpannbl 1 0ObIYHO aKTUBU3NPYIOTCS NPU UX 3anycKe.
[Tocne 3anycka 3apaXxeHHOoro anna BUpyc HaxoguTcA B
ornepaTMBHOW NaMsTU KOMNbOTEPA U ABIAETCS aKTUBHbLIM (T. €. MOXET
3apaxaTb apyrme daunrsbl) BNoTb 40 MOMEHTA BbIKITHOYEHUSA
KOMIMbIOTEPA UK rNepes3arpy3kn ornepaumnoHHON CUCTEMBI.

[MpakTnyecku Bce 3a2py304HbIe U ¢halsioeble sUpPycChl pe3udeHMHbI
(cTUpaloT gaHHble Ha AUCKaX, NU3MEHSIIOT Ha3BaHUA U Apyrue atpmubyThbl
davnos nT. 4.).

JleueHue om pe3udeHMHbIX saUpycoe 3aTPYOHEHO, TaK Kak aaxe nocre

yaaneHua sapaxeHHbIX pannos ¢ ANCKOB, BUPYC OCTAEeTCA B
onepaTtuBHOW NamsATU 1 BO3SMOXHO NOBTOPHOE 3apakeHne dpannos.

lpoghunakmuyveckas 3awuma om ¢pausioebIix 8UPYCOB COCTOUT B
TOM, YTO HE PEKOMEHAYETCA 3anyckaTb Ha UCNONHEHME dhannsbl,
NOfy4YeHHbIE U3 COMHUTESbHbIX NCTOYHUKOB N NPeaBapuUTESNbHO HE
NPOBEPEHHbIE aHTUBUPYCHLIMWU NPOrpaMmmMmamum.



MakpoBupychl

Cywecmeyrom Makposupychl 0511 UHmMe2pupo8aHHO20
ogbucHo20 npunoxeHusi Microsoft Office. MakpoBupycChbl
doakTn4eckn ABNATCA MakpoKkoMaHaamu (Makpocamu), Ha
BCTPOEHHOM A3blKe nporpammmpoBaHunsa Visual Basic for Applications,
KOTOpble NMoOMeLLalTCA B JOKYMEHT.

MakpoBupycbl cogepxaTt cTaHOapTHbIE MAaKPOChI, Bbi3bIBAKOTCSA
BMECTO HUX M 3apaxaloT KaXXabIN OTKPbIBAEMbIN UK COXPaHAEMbIN

[OKYMEHT.
Makpoeupychl sse51s5romcsi o2paHU4eHHO pe3u0eHMHbIMU.

lpocbunakmuyeckas 3auuma om Makpog8upycoe COCTOUT B
npenoTepalleHun 3anycka smpyca. ['lpy oTKpbITUX OOKYMEHTa B
npunoXxeHusix Microsoft Office coobLuaeTcst 0 NPUCYTCTBUU B HUX
MaKpOCOB (NoTeHunanbHbIX BUPYCOB) U NpeafaraeTcs 3anpeTuTb
nx 3arpysky. Belbop 3anperta Ha 3arpy3ky MakpOCOB HaZeXHO
3aLlUMTUT Ball KOMNbIOTEP OT 3apaXxeHnsa MmakpoBupycamm, ogHal

oS Vd e iIfaAERIV iV E =V a Y aaYte I B I VFatl VW ialdV4d aVaYaY Bl | oYl FaY ah N N da B R RV aYatTal ol a FaYVaiaVi V. Fatl = oaY



CeTeBble YepBU U 3aLUUTa OT HUX

CeTeBble YepBU ABNAKTCH BPeJOHOCHbIMWU NporpaMmMamMu,
KOTOPbI€ MPOHMNKAT HA KOMMNbIOTEP, NCMOSb3YS CEPBUCHI
KOMMbIOTEPHbIX CETEN. AKTUBM3ALIUS CETEBOIO YEPBA MOXKET
BbI3bIBaTb YHUYTOXEHNE NPOrpaMM N JaHHbIX, a TaKkkKe
NOXULLIEHME NEePCOHAarbHbIX AaHHbIX NONb30BATENS.

[1na cBoero pacnpocTpaHeHUs ceTeBble YePBU UCMOMNb3YIOT
pa3HoobpasHble cepBUCHI FMObarnbHbIX U TOKaNbHbIX
KOMMbIOTEPHbLIX CETEN: BCEMUPHYIO NAyTUHY, SNEKTPOHHYIO NOYTY
nT. A.

OCHOBHbIM NMPU3HaKOM, N0 KOTOPOMY TUMbI YEPBEN pa3nnu4aroTCs
Mexay cobon, sBnsieTcda crnocob pacnpoCcTpaHeEHUS YEPBA — KakK
OH nepeadaeT CBO KOMUIO Ha yaaneHHble KoMmnbloTepbl. OgHako
MHOIMe ceTeBbIE YEPBU NCNONbL3YIOT Bonee oaHoro cnocoba

pacnpocTpaHeHnA CBOUX KON no KOMMbOTEPaM JTOKaJ1IbHbIX V
rmroAANLUKIY CAOTAIN



Web-4epBWu

OTOenbHY0 KaTeropuio COCTaBMNsAT Yepeau,
ucnosib3yroujue OJis1 ceoe20 pacrpocmpaHeHuUsi web-
cepeepbl. 3apaxeHne nponcxoamT B ABa atana. CHavana
4YepBb MPOHMKAET B KOMIMbIOTEP-CEPBEP U MOaANPULMPYET
web-CTpaHuubl cepBepa. 3aTeM YepPBb «KOET»
NOCETUTENEN, KOTOPbIE 3arnpalunBaloT MHPOPMaLUMIO C
3apa)eHHOoro cepBepa (Hanpumep, OTKpbIBaOT B Opay3epe
3apaXeHHYI web-CTpaHuLly), U Takum obpasom NpoHNKaeT
Ha Opyrme KOMNbIOTEPLI CETMW.

Pa3HoBMAHOCTLIO Web-4epBen ABNAIOTCA CKpUnmMbI —
aKTUBHbIEe areMeHThbl (NporpamMmmbl) Ha A3blkax JavaScript
nnn VBScript.

lpogunakmuyeckas 3awjuma om web-4yepeeu COCTOUT B

TOM, YTO B Opay3epe MOXHO 3anpeTuTb NonyvyeHne
aKTMBHbIX 9NEeMEHTOB Ha NoKarbHbIA KOMMbIOTEP.

Ewe 6ornee adodekTnBHbl Web-aHTUBMPYCHbIE NPOrpamMmbl,
KOTOpble BKITH0YaT MEXCETEBOW 3KpaH 1 Moaysib
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Me>XceTeBou aKpaH

Me)xcemeeol akpaH (6paHOMay3p) — 3TO NPorpamMmHoOE
nnn annapaTtHoe obecnevyeHne, KOToOpoe NpoBepseT
NHdpopMaL Mo, BXOAALLYIO B KOMMNLIOTEP U3 NTOKaANIbHOW
cetu unun VIHTepHeTa, a 3atemM NMbOo OTKITOHAET ee, Nnbo
NPOMNYyCKaeT B KOMMbIOTEP, B 3aBUCUMOCTU OT NapamMeTpoB
bpaHamayapa.

MexxceTeBon akpaH obecnednBaeT NPOBEPKY BCEX web-
CTpaHuL, NOCTYyNarLWmMX Ha KOMMNbIOTEP NONbL30BaTESA.
Kaxgaa web-cTpaHuua nepexBaTbiBaeTCA U

aHanM3npyeTcsl MeXceTeBbIM 3KPaHOM Ha NPUCYTCTBUE
BPEOOHOCHOrO Koaa.

Pacno3HaBaHue BpeaOHOCHbIX NporpaMmm NponcXoauT Ha
OCHOBaHuK 6as, NCNosib3yeMbIX B paboTe MeXceTeBoro
9KpaHa, 1 C MOMOLLbIO 3BPUCTUYECKOTO anropmntma. ba3ssi
coaepxaT onncaHne Bcex N3BECTHbIX Ha HAaCTOALLNN
MOMEHT BPEAOHOCHbIX NporpaMmm 1 cnocoboB nx
obe3BpexnBaHns. JgpucmuvecKuu an2opumm



[louTOBbIE YEPBU

lToumoesbie Yepeu nnsi CBOEro pacrnpocTpaHEHMA UCMONb3YIOT
ANTIEKTPOHHYIO MOYTY.

UepBb nnbOo OTCbINaeT CBOK KOMUIKO B BUAE BNOXEHUS B
9NIEKTPOHHOE NNCLMO, NTMOO OTCLINAET CChINKY Ha cBOW (hain,
pPacnonoXeHHbIN Ha KaKkoM-ITMDo ceTeBOoM pecypce. B nepsom
cliy4yae Kof 4YepBsi akTUBU3NPYETCHA NPU OTKPbITUM (3arnycke)
3apaXeHHOro BIIOXEHUA, BO BTOPOM — MPU OTKPbLITUWN CChINKN Ha
3apaxeHHbIn dpann. B obounx crnyvasx adodpekT oguHakoB —
aKTUBU3UPYETCH KoL YepBs.

UepBb Nocne 3apaxeHns KOMMboTepa Ha4YMHaET paccbinaTb cebs
No BCEM agpecaM 3NeKTPOHHOM NOYThI, KOTOPbIe UMEIOTCS B
afpecHOW KH1re nosrb3oBaTens.

lpopunakmu4veckas 3awyuma om rnoYMoebix 4yepeeu COCTONT
B TOM, 4YTO

* He peKoMeHOYyeTCs OTKpbIBATb BIIOXEHHbLIE B NOYTOBbIE
coobLeHnsa pannbl, NONy4YeHHbIE N3 COMHUTESbHbIX
NCTOYHMKOB.

* PEeKoMeHAOyeTCs CBOEBPEMEHHO ckaymBaTtb U3 VIHTepHeTa Al
VCTAHABMVBATE OOHOBMNEHUY cucTemMbl be3onacHoCTu !



TposiHCKue nporpamMmmbl
M 3aliMTa OT HUX

TposiHckas npoa2paMma,

mposiHey, (OT aHrn. trojan) —

BpeJOHOCHas nporpamMmma,
KOoTOopas BbIMOMNHAET
HEeCaHKLIMOHNPOBAHHYO

nonb3oBaTerieM nepegadvy
yrpaBfieHNA KOMMbIOTEPOM
yaaneHHOMY NonbL30BaTento, L
TakKke OencTBud no

yaaneHuo, moandoukauymu,
cbopy 1 nepechbIsike
MHJ OPMaLUKN TPETbUM NULIAM.



TposiHCKMEe yTUNUTbl yOaneHHoro
aaMUHNCTPUPOBAHUA

TposiHCKME nporpamMmbl 3TOrO Knacca SABNATCS YTUINTaMM
yAaneHHOro agMMHUCTPUPOBaHNA KOMMNbIOTEPOB B CETMW.
YTUNuTbI CKPbITOro ynpaBneHus No3BossoT MPUHUMATb
Unn oTcbinaTtb dannbl, 3anyckaTb U YHUHMTOXATb UX,
BbIBOOUTb COOBLLEHUS, CTUPATb MHAOPMaLINIO,
nepesarpy»atb KOMMNbOTEP U T. 4.

[1pn 3anycke TPoOAHeL yCTaHaBNMBaET CeDA B CUCTEME U
3aTeM crneauT 3a HeW, Npy 3TOM NONb30BAaTENIO HE
BblJAETCHA HUKAKMX COODLLEHNIN O AENCTBUAX TPOAHCKOM
nporpammebl B cucteme. B pesynsrarte «nonb3oBarerby»
9TOU TPOAHCKOW NMporpamMmmbl MOXXET U HE 3HaATb O ee
NPUCYTCTBUU B CUCTEME, B TO BPEMSA KaK ero KOMnbioTep
OTKPbIT 4N4a yaaneHHOoro ynpasneHus.

ABnaATCA OOHMM N3 CaMblX ONacHbIX BUOOB BPEAOHOCHOIO
nporpaMmmMHoOro obecne4vyeHus.



TposiHCKne nporpammsbl - LLUMUOHbI

TposiHCcKue npo2paMMbl — WMUOHbI
OCYLLECTBNAIT 3NIEKTPOHHbLIN LLUMNUOHAaX 3a
Nnosfib3oBaTeNneM 3apaxXeHHoro KoMmnbloTepa:
BBOAMMASA C KnaBuaTypbl MHGopMaunga, CHUMKA
9KpaHa, CNNCOK aKTUBHbIX MPUNOXEHUN U
OEUNCTBUA Nonb3oBaTens C HUMU COXPaHAKOTCA B
KakoM-rnnbo dpanne Ha gucke n nepmognyeckm
OTNPAaBNAKTCS 3MTOYMbILUNEHHUKY.

TposAHCKMe nporpamMmmbl 3TOro TUMNa 4YacTo
MCMONb3YHTCA OANA KpaxXu MHopmauuu
nonb3oBaTtenen pasnnMyHbIX CUCTEM OHNANHOBbLIX
nnarexen n 6aHKOBCKUX CUCTEM.



PeknamHble nporpamMmmel

PeknamMHbie npoepamMmbl (aHrN. Adware: Advertisement —
peknama u Software — nporpammHoe obecrneveHme)
BCTpamnBalT pekiiaMmy B OCHOBHYHO NOJ1E3HYIO
nporpaMmmy U MoryT BbINONMHATL QPYHKLNIO TPOSAHCKUX
nporpamm. PeknamMmHble nporpamMmbl MOTYT CKPbITHO
cobupaTb pasnnyHyro MHpopmaLmio O Nonb3oBaTene
KOMMNbOTEpPa 1 3aTeM OTNpaBnATh €€
3TOYMbILUNEHHUKY.

3alunTa oT TPOAHCKUX nporpamMmm. TposaHckue
nporpamMmmbl HacTO U3MEHSALIOT 3anncu CUCTEMHOIO
peecTpa onepaymMoHHOU CUCTEMbI, KOTOPbIN COOEPXKNT
BCe CBeeHNSA O KOMMbITEPE N YCTAHOBIEHHOM
nporpaMmMHOM obecrnedeHun. [ns nx yoaneHus
HeobxoaMMO BOCCTAHOBIIEHNUE CUCTEMHOIO PEECTPA,
NO3TOMY KOMMOHEHT, BOCCTaHaBNMMBaOLWNN CUCTEMHbLIN
PEECTP, BXOAUT B COBPEMEHHbIE OrnepaLOHHbIE
CUCTEMBbI.



XaKepcCKue yTUNUTLI

U 3aLimMTa OT HUX

CeTeBble aTaku

Cemeeable amaku Ha yoaJsieHHble cepaepbl
peanunsyTcsa C NOMOLLbIO cneunarnbHbIX Nporpamm,
KOTOpble NocblNnakT HA HUX MHOMOYUCTIEHHbIE
3anpockbl. ITO NPUBOAUT K OTKaA3y B ODCIYKMBAHUN
(3aBMCaHUIO cepBepa), eciin pecypchbl aTakyemoro
cepBepa HeJoCTaTO4YHbI 4519 00paboTKM BCex
NoCcTynaroLmnx 3anpocos.

HeKoTopble Xxakepckue yTUnmTbl peanuaytoT
doaTanbHble CeTeBbIe aTaku. Takme yTUnmThbl
MCMONb3YHT YA3BMMOCTU B ONnepaunoHHbIX cuctemax
N MPUNOXEHNAX U OTNPAaBNAIOT cneunanbHO
opopMIeHHbIe 3anpocChbl Ha aTakyeMble KOMMbITEPDI

B ceTu. B pesynkraTe ceTeBOM 3anpoc cneumnanbHOre 4
RANA RRIRKIRAAT KNUTUURCKVIO OlIHIMBKY R AaTAkKvVeMOM !



YTUnnTbl B3rnomMma yganeHHbIX
KOMMbIOTEPOB

Ymunumebi e351oMa y0asieHHbIX KOMIMbOMepos
npegHasHadeHbl aAns NPOHNUKHOBEHUS B yaaneHHble
KOMMbIOTEPbLI C LENbI0 AanbHENLLENO yrpaBneHns UMu
(MCnonb3ysa METOAbI TPOSIHCKUX NporpaMm Tuna yTunuT
yOaneHHoro agMUHUCTPUPOBAHUS) UNW ANS BHEAPEHMUS BO
B3[TOMaHHYI0 CUCTEMY APYIMX BPEOOHOCHbIX NPOrpamMm.

YTUNuTbl B3NIoMa yaaneHHbIX KOMMNbTEPOB 0ObIYHO
MCMOMb3YHOT YSI3BMMOCTM B OMNepaLnMoHHbIX CUCTEMAX UMK
MPUNOXEHUSIX, YCTAHOBMEHHbIX HA aTakyeMOoM
KOMMbIOTEpE.

lIpoghunakmuyeckas 3awjuma om makux XxaKkepCcKux
ymuJsium COCTOUT B CBOEBPEMEHHOW 3arpy3ke m3
MHTepHeTa 06HOBNEHMN CUCTEMBI BE30NACHOCTH
onepaunoHHON CUCTEMbI U MPUNOXKEHUN.



PyTKNTbI

PyTKkUT (OT aHrn. root kit — «Habop Ansa nony4vyeHnsa npas
root») — nporpamma unm Habop nporpamm Ans
CKPbITOro B3ATUA NO4 KOHTPOSMb B3NTIOMaHHOM

CUCTEMBI.
OTO YTUMNNTbI, UCMOMNb3yeMbIE A1 COKPbITUSA

BpE€OOHOCHOW akTUBHOCTU. OHN MaCKUPYIOT

BPEOOHOCHbIE NMporpamMmbl, YTOObI N30eXaTb UX

OOHapyXeHUsa aHTUBUPYCHbLIMW NpOrpamMmvamMu.
PYyTKUTbI MOOUMPUUMPYIOT OnepaunoHHY CUCTEMY Ha
KOMMbOTEPE U 3aMEHSAKOT OCHOBHbIE €€ DYHKLINW,
YTOObI CKPbITb CBOE COOCTBEHHOE MNPUCYTCTBUE U

OENCTBUS, KOTOpble NpeanpuHMMaeT
3MTOYMbILLNEHHUK HA 3apa)KeHHOM KOMMbHOTEpPE.



3aLluTa OT XaKepCcKux artak,
CeTeBbIX YepBeWU N TPOAHCKUX
orpamMmm.

3awuma KOMﬂbfomepHBX ceémeut Unv oTaenbHbIX
KOMIMbIOTEPOB OT HECAHKLIMOHNPOBAHHOTO AOCTYMNa MOXET
OCYLLECTBNATbCS C MOMOLLIbIO MEXCETEBOIO 3KpaHa.

Mexxcemeeou 3kpaH NO3BONSET:

« OnokupoBaTb Xxakepckune DoS-aTtaku, He Nponyckasi Ha
3alMLIaeMbI KOMNbIOTEP CETEBbLIE MAKETbI C ONpeaeneHHbIX
cepBepoB (onpeaeneHHbIX IP-aapecoB UM AOMEHHbIX UMEH);

* He gonyckaTb MPOHMKHOBEHME Ha 3allmuiaeMbi KOMNbIOTEP
CeTeBbIX YepBen (no4ToBbIX, Web 1 ap.);

* NpendTcTBOBaTb TPOAHCKUM MPpOorpamMmmMmamM OoTrnpaBiiAaATb

KOHJonaeHunanbHy MHOopMaLmio O Nonb3oBartere U
KOMMblOoTEpe.



Knaccugunkaumna BupycoB
No 0CODEHHOCTAM anropmTmMa

lMpocmeliwue supychbl - NApa3snUTUYECKNE, OHU N3MEHSIIOT COAEPXKNMOE
channoB 1 cekTopoB Aucka 1 MOryT ObITb JOCTATOYHO JIErKO OOHapPYXEHbI U
YHUYTOXEHbI. MOXXHO OTMETUTb BUPYCbI-PENNMKATOPbI, Ha3blBaeMble
4YepBSAMMU, KOTOPbIE PACMPOCTPAHSOTCA NO KOMMbIOTEPHBLIM CETAM,
BbIYMCNAT agpeca CETEBbIX KOMMbIOTEPOB U 3arnnCbIBalOT N0 3TUM agpecam
CBOW KOMuu.

N3BeCTHbI sUpPYyCbI-He8UOUMKU, Ha3biBaeMble cmeJic-eaupycamu, KOTopble
OYeHb TPYAHO OBHapYXNTb U 06e3BpPeanNTb, TaK Kak OHU NepexBaTbiBalOT
obpalleHns onepaymMoHHON CUCTEMbI K MOPaXXeHHbIM ddannam u cektopam
OVUCKOB W NOACTaBMAKT BMECTO CBOEro Tefla He3apaXkeHHble y4acTKu aucka.

Haunbornee TpyaHO 0OHapYyXnTb 8UPyCbI-MymaHmMbI, COAepXxaline
anropuTMbl LU POBKMN-pacLLINdPOBKK, briarogaps KOTOPbIM KOMUU OOHOMO U
TOrO e BMpyca He UMEKT HN OIHOWN NOBTOPSAIOLLIENCA LENOYKM DANTOB.

MMeloTcs 1 Tak Ha3blBaeMble K8a3UBUPYCHbIE NN « TPOSHCKNE »
nporpamMmsbl, KOTOPbIE XOTS U HEe CNOCODOHbI K cCaMopacnpoCTPaHEHUIO, HO
O4Y€eHb OMnacHbl, Tak Kak, MacKUpYysiCb MO NOSE3HY0 NporpamMmmMy, paspyLuatoT



CINACHUBO 3A
BHNWMAHWE



