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[{enp OakanaBpCKO paOOThI

[{enpro OakaaBpCKOM pabOThl SABISETCS aHAJIM3 OCOOCHHOCTEW B3aMMOJICMCTBUS  CETEBOTO
obopymoBanus Cisco u Huawei Ha kaHaTbHOM yPOBHE, C Pa3pabOTKOW pEeKOMEHIAINH 110 HACTPOHKE U

oOecIieueHuEe B3auMOJIENCTBHUA.

B cooTBeTCTBUU C MOCTaBICHHOM 1IEJIBI0 HEOOXOAUMO PEIIUTh 3a/1a4H:
* aHaJIU3 BO3MOXKHOCTEW 000py/1I0BaHUS HAa KAHAJILHOM YPOBHE;

* QHAJIM3 M HACTPOMKA IPOTOKOIOB MOAACPKUBAEMBIX OOOMMHU IPOU3BOIUTEIISIMU;

obecnedyenue B3aumoaeicTBus Cisco 1 Huawel Ha KaHaJIbHOM YPOBHE;

pa3paboTKa PEKOMEHIAIMI 110 HACTPOIKE 000PYIOBaHUSI;

POCCHHCKHH
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AKTyaJbHOCTb MPOOIEMBI

ComIacHO TIIOCTAHOBJIEHUID B COOTBETCTBUHU C KOTOPBIM
TOCYJAPCTBEHHBIM CTPYKTypaM 3alpelleHO 3aKyllaTb WHOCTPAHHOE
I1O nipu Hamnumu poccumnckoro aHajora. B Poccuiickon denepanuu
IIPOUCXOJIUT 3aMEIEHUE MHOTHX TOBAPOB, BBO3 KOTOPBIX MPEKPATHIICA
U3 — 32 CaHKIUM HAJIOKEHHBIX Ha Poccuiickyro denepalnuo ctpaHaMu
EBpocoroza wu CIIA. Caskuum HE  TIO3BOJISIIOT  CTpaHam

SKCIIOPTUPOBATh B Poccuiickyro deaepaino 000pya0BaHUE JIBOMHOTO
HA3HAYECHMS.

ToBapamMu IBOMHOIO HA3HAYEHHUS HA3BIBAKOTCA TOBAPHBI, KOTOPHIE
HUCIIOJB3YIOTCSI B MHUPHBIX IEJIAX, HO SABIAKOIIUMCA YIPO30HU
HaIMOHAJILHBIX UHTEPECOB IOCYIapCTBA

WMMﬁ
YH . "
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CpaBHECHUE JIMHECK
Cisco Catalyst 3560 m Huawei s5720

Cisco Catalyst 3560 Huawei s5720

KosimyecTBO BCTPOEHHBIX MMOPTOB 24 — FastEthernet 28 - GigabitEthernet
4 — GigabitEthernet

Pasmep Tadmusl MAC aapecos 8192 65536

Mapumpyruzauus Crarnueckas mapupytuzanusi, RIPvl,  Crarnueckas mapmpyrtuszanus, RIP vI,
RIPv2, OSPF, IGRP, EIGRP RIP 2, RIPng, OSPF, OSPFv3, BGP,
BGP4+, ECMP
IHonaepxka cTaHIapTOB VLAN, STP, RSTP, MSTP, ACL, VLAN, STP, RSTP, MSTP, ACL,
Portsecurity, GVRP, PVST, VTP, AAA, Portsecurity, GVRP, PVST, VTP, AAA,
SSH, EtherChannel , TACACS+ SSH, EtherChannel , TACACS+
RADIUS RADIUS

POCCHHCKHHA
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be3omacHOCTD

3agada o0ecneuYeHNue HECAaHKIIMOHUPOBAHHOIO JIOCTYIIa K CErMEHTY
CETM W HACTPOMKAM KOMMYyTaropa. K BBIIIOJIHEHHUIO NPEACTABICHBI
IIPOTOKOJIbBI U TEXHOJIOTUH KaK:

* bazoBbIi PyHKIIMOHA O€30macHOCTH HA komMyTaTopax Cisco u Huawel
* Access Control List

* Authentication, Authorization, Accounting

* SSH coenuHeHue

* Port Security

6/20 =
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be30omacHOCTh - HaCTPOMKA

[Ipn noakiroO4eHWE K KOMMYTAaropy HEOOXOAMMO YCTAHOBMUTH: IApOJib Ha
ABTOPU3ALIMIO TI0 KOHCOJBHOMY MOPTY, HApOJib B MPUBUIECTUPOBAHHBIN PEXKUM,

OaHHEp aBTOPHU3ALIUHU.

1
2

3

<conf t>

<line con 0>

<password password>

<login>

<banner motd #text# >

<enable secret password>

Tabmuna 1.1

<system-view>

<user-interface console 0>

<set authentication password cipher
password>

<authentication-mode password>

<header motd information "text>

<super password simple password>

TR TET I

POCCHHCKHHA
YHWBEPCHTET TPAHCTIOPTA
(MMKT)



be30macHOCTh - HACTPOHKA

<Huawei>system-view
confiquration command oI ) ine. End wi CNTL/Z. Enter system view, return user view with Ctrl+Z.
[Huawei]

-~

user—-incterface con 0
authentication-mode password
set authentication password cipher mK7clla4x: "S/O0ORb{DzN| [

[Huawei)header s nformation “This system is part of lab environment Thi
Huawei)
nner m £Thi 7 L 3 { IN | eNVironments fay 28 2017 $:00 Huawei DS/4/DATASYN
been changed.

the maximum
environment:

Password:
This system is part of IT-TRAIN lab environment

S,

POCCHHCKHWH
YHWUBEPCHTET TPAHCNOPTA
(MMMT)




beszomacHocth AAA / SSH / ACL - HacTpoiika

HemanoBaxHbIM MOMEHTOM B O€30IMACHOCTH SIBJSIETCS aBTOPU3ALMS YIAJCHHOTO MOJIb30BaTENs.
Hcnonszyem ynanennoe SSH coennHeHune, JIOKaabHYIO0 aBTOPU3ALMIO 110 NPOTOKOIY AAA U CIMCKYU TOCTyTIA

Ha YAaJICHHOC COCANHCHHC

Taomura 1.2

9/20

<conf t>

<aaa new model>

<username name privilege number

secret password>

<aaa authentication
login name local enable>

<crypto key generate rsa>

<service password-encryption>

<line vty 0 4>

<login authentication name>

<transport input ssh>

<system-view>
<aaa>

<local — user user_name
privilege level number
password cipher password>

<local —user huawei service
type ssh>

<rsa local — key — pair create>

<user — interface vty 0 4>

<authentication — mode aaa>

<protocol inbound ssh>

10

11

<line vty 0 4> <acl number number>
<access-list number <rule permit source ip
permit ip mask> mask>

<access-class number in> <user-interface vty 0 4>
<acl number inbound>

<interface vlan number>
<ip address ip mask>
<no shutdown>

<interface vlanif number>
<ip address ip mask>

Tabnuua 1.3

TR TET I
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bezonmacuoctb AAA / SSH / ACL

vitch (config) #username cisco pr

vitch (config) #username cisco pr;vilege
Sw*tc:(co 1fig) $#2aa new-model
Switch (confiqg) #aaa authentication
Switch (config)#line <
Switch(config-line)#login authe
Switch(config-line)#login authentication

secret
login ciscovty

vty 0

18+

Switch(config)#c’ock set 00:00 23 May
Switch(confiqg) #ip domain name cisco.com
Switch(config) #crypto key generate rsa
name for the keys be: diplom
modulus

The

Willl
Choose the size of the key

Choo
Q0

]
il -

nv

1y 1

its in the modulus
3 Gene:at;:g 400 bit RSA ke
Switch (confi

Switch (config)
Switch (confi
Switch (confi
switch (confi

Switch (config

How ma [512]:

keys

vs
X<y

wi
vice password-encryption

permit 172.16.0.0

ne) #transport inpu
ne) #transport i
ne) ¥logging
lﬁe)#exec tim
ne) #exec-timeout 30 O

nput
nput

:

g
g-
g-
a-
g

Switch (confi
Switch (config-1
Switch(config-1i
Switch(config-line) #acc
Switch (config-line)#access-
Switch(config-line) #exit

1
1
<

class

ciscovty

be non

HACTPOMKA

[Huawei-aaa]local-user huawei privilege level 15
[Huawei-aaa]
:May 28 2017 01:44:41-08:00 Huawei DS/4/DATASYNC CFGCHANGE:OID 1.3.6.1.4.1.2011.5.
M25.191.3.1 configurations have been changed. The current change number is 13,
change loop count is 0, and the maximum number of records is 4095.

cisco

local enable

[Huawei-aaa]rsa local-key-pair create
he key name will be: Huawei Host
of public key size is (512 ~ 2048).
the key modulus is greater than 512,
will take a few minutes.
bits in the modulus[default

512]:

Huawei]user-interface vty 0 4
Huawei-ui-vty0O-4]Jauthentication-mode aaa
-vtyO-4]protocol inbound ssh
-ui-vty0-4]

2017 02:17:31~-08:
1.3.1 configurations

Huawei-
Huaweil

28

-exportable... 3:6.2.4.2.20

number is 20

11.S.
the

00 Huawei DS/4/DATASYNC CFGCHANGE:OID 1.
have been changed. The current change

il

255.240.0.0
<Huawei>display ssh server status
S55H wversion
S55H connection timeout
S55H server key generating interval
S5SH authentication retries
SFTP server
Stelnet server
Scp server
<Huaweiﬂ

:1.99

:60 seconds
:0 hours

:3 times
:Disable
:Disable
:Disable

e

POCCHHCKHIA
YHWUBEPCHTET TPAHCNOPTA
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be3omacHocTh Port Security - HacTpomka

Otnanka uactpymenra PortSecurity. JlanHas GyHKUMs GUIbTpyeT TpaduK Ha OCHOBE aHAJIM3a
MAC-aapeca paboueil CTaHIIMU MOJKIIOUYEHHON K TOPTY KOMMYTAaTOpa.

1
2
3

Tabnuua 1.4
o

<conf t>
<interface GigabitEthernet number>
<switchport mode access>

<switchport port-security mac-address>

<switchport port-security violation shutdown>

<interface GigabitEthernet number>
<switchport mode access>

<switchport port-security mac-address sticky>
<switchport port-security violation restrickt>
<switchport port-security maximum number>

<system-view>
<interface GigabitEthernet number >
<port-security enable >

<port — security max — mac — num number>

<port —security protect-action shutdown>

<interface GigabitEthernet number>
<port — security enable>

<port-security-action protect>
<port — security mac-address sticky>

TR TET I
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be3onacHocTh Port Security - HacTponka

[Huawei]interface GigabitEthernet 0/0/1
[Huawei-GigabitEthernet0/0/1]port-security enable

[Huawei-GigabitEthernet0/0/1]port-security max-mac-num 5
[Huawei-GigabitEthernet0/0/1]port-security protect-action shutdown
linterface GigabitEthernet0/0/1
| port-security enable

port-security protect-action shutdown
i port-security max-mac-num S5

L+

Huawei)interface GigabitEthernet 0/0/3
Huawei-GigabitEthernet0/0/3]port-security mac-address sticky

Huawei-GigabitEthernet0/0/3]port-security protect-action protect

interface GigabitEthernet0/0/3
port-security enable

port-security protect-action protect
port-security mac-address sticky

12/20 e
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B3anMoaencTBUs KOMMYTaToOpOB

3amadya 0O€CICYCHUE CTAOMIBHOCTH  B3aMMOACHCTBHUS MEXKIY
KOMMYTaTopaMH, OaJJaHCUPOBKA HAarPy3KH U OTKa30yCTOMYMBOM CBSI3H.
K paccMoTpeHuIo npeacTaBiIeHbl TPOTOKOJIHI :

* VLAN

*802.1Q

* CemeiictBO poTokosioB STP / MSTP / RSTP
* [IpoTokoel rpynmosoro Bemanus - GVRP

wuuﬁ
YHH . "

POCCHHCKHH
BEPCHTET TPAHCMOPTA
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Taomuma 1.5
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Nicisc el

1
2

B3anmonencTBus komMmyTaropoB VLAN / 802.10Q

<conf t>

<interface vlan number>
<ip address ip mask>
<no shutdown >

<interface GigabitEthernet
0/1>
<switchport mode access>

<switchport access vlan 10>

<interface GigabitEthernet
0/2>
<switchport access vlan 20>

<interface GigabitEthernet
0/3>
<switchport access vlan 10>

<system — view>

<vlan number>

<description Management>

<interface Gigabit Ethernet
0/0/1>
<description access_port>

<port link-type-access>
<port default vlan 20 >

<interface GigabitEthernet
0/0/3>
<port default vian 30>

<interface GigabitEthernet
0/0/2>
<port default vian 20>

<interface
GigabitEthernet 0/4>

<switchport mode
trunk>

<switchport trunk
allowed vlian 10,20>

<switchport trunk native
vlan 50>

<gvrp global>

< gvrp registration type>

<gvrp timer join
number>

<interface Eth-Trunk 1>

<port link-type trunk>

<port trunk allow-pass
vlan 20>
<port trunk allow-pass
vlan 30>

<port trunk pvid vian
50>

<gvrp>

<gvrp>
<gvrp registration
status>

<gvrp timer number>

Cisco mm

9
—
&

10 E
=
()
o

11

12

13

14
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B3anmonencTBus komMmyTaropoB VLAN / 802.10Q

[Huawei]vlian 10

[Huawei-vlianlO]description Managment
MAC-LRN Statistics Description

enable default enable disable VLAN 0001
enable default enable disable Managment

wei]lintexrfac abitEthernet 0/0/1
[

wei-GigabitEthernet0/0/1]description Access pox

a
awei-Gigabi tO0/0/1]lpoxrt link—-type access
awei—-Gigabitc tO0/0/1]1poxrt default vian 20

~-Type access

vlian 30

disable
Ech—-Trunikl
ink—-ctype trunk
runk pvid vian S50
runk allow—pass vian

S,
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B3zaumMoaencTBus KoMMyTaropoB STP

<display stp brief>

GE OV SE D 1
— =
==
GEEB/3 GEEQSS
SWwW1 CIsSCO SwWW 2 - HUAWVVYEL
— 1 - {CIST Global Info] [Mode MSTP]
<ShOW Spannlng tree> CIST Bridge :32769.4clf-ccc0-33bd

Config Times :Hello
Active Times tHello
CIST Root/ERPC 132768
CIST RegRoot/IRPC 132768
CIST RootPortIid 2 128.71

TC or TCN received : 6
TC count per hello :0

[Number of TC HE

Port Role :Root

<Huawei>system-view
Enter system view, return user
[Huawei]display stp brief
MSTID Port

0 GigabitEthernet0/0/1

0 GigabitEthernet0/0/2

0 GigabitEthernet0/0/3
[Huaweil]

STP Converge Mode :Normal
Time since last TC :0 days Oh:9m:36s

23 MaxAge 20s FwDly 158 MaxHop 20

2s MaxAge 20s FwDly

BPDU-Protection :Disabled

Port

view with

Role
ROOT
ALTE
ALTE

Last TC occurred :GigabitEthernet0/0/1
————[Portl (GigabitEthernet(0/0/1) ] [FORWARDING]————
Port Protocol :Enabled

Ctrl+Z.

STP State

FORWARDING
DISCARDING
DISCARDING

15s MaxHop 20

Protection
NONE
NONE
NONE

TIIETET I
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PucyHok 1.1
™
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E PucyHok 1.2
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PucyHok 1.3
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B3zaumMoaencTBus KoMMyTaropoB STP

V3meHeHue npuopumema
KoMMymamopa Huawei / <stp priority
number>

U3meHeHue ripuopumema
KommMmymamopa Cisco / spanning-tree vian
vlan-id priority value

U3meHeHue npuopumema uHmepgelica
Cisco / spanning-tree port-priority

PucyHok 1.1

[Huawei]lstp priority 4096
[Huawei]
[Huawei]system—vie
May 18 2018 23:52:58-08:00 Huawei DS/4/DATASYNC CFGCHANGE:OID 1.3.6.1.4.1.2011.9%
5.191.3.1 configurations have been changed. The current change number is 4, thd
hange loop count is 0, and the maximum number of record
[Huawei]disp stp brief
MSTID Port Role STP State Protection
o GigabitEthernet0/0/1 DESI FORWARDING NONE
o GigabitEthernet0/0/2 DESI LEARNING NONE
o GigabitEthernet0/0/3 DESTI LEARNING NONE
[Huawei]

PucyHok 1.3

TIIETET I
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B3anmopencTBus komMmyTaropoB RSTP / MSTP

192.168.1.3

i192.3168.1.2

ViLAN 2 VLAN 2

e e

\ sSwi - CIsCcCo Sw2 - HUAWEV
S —— —-—— —
- e
192.168.1.9 192.168.1.5

ViLAN 2 / \ vViLAN 3

— ~
N -

Taomuna 1.8
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1

<spanning-tree mode
rapid-pvst>

<spanning-tree mode
mst>

<name nameregion>

<instance number
vlan number>

<revision number>

<stp mode rstp>

<stp mode mstp>

<stp region-configuration>
<region-name>

<instance number vlan number>

<active region-configuration>
<stp instance number priority
number>

<number revision>

Huawei>display stp region-configuration
Oper configuration

Format selector :0

Region name :CiscoHuawel

Revision level s |

T AN

VLANs Mapped
4 to 4094

Instance

(
2

2
=]

0 1,

2 2
2
3

TIIETET I
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3aKJIFOUCHHUE

[{es1b0 BBIMYCKHON KBATM(PUKAIIMOHHOW paOOThI SABJISLICSA aHAIN3 0COOCHHOCTEH B3aMMOJICHCTBH
cereBoro ooopynoBanus Cisco u Huawel Ha KaHaJIbHOM YpPOBHE C pa3padOTKON PEKOMEHAAIWN MO
HaCTPOMKE.

* B nporiecce ObUIM paCCMOTPEHBI KaK TEXHUUYECKHUE TaK U MPOrpaMMHBIE ITapaMeTpbl 000UX
IIPOU3BOIUTEIIEN.

* [IpousBeneHbl HACTPOUKHK U aHAJTIM3 MTPOTOKOJIOB KAHAJIILHOTO YPOBHS Ha ycTrpoiicTBax Huawei u Cisco

* YCTaHOBJIEHBI U IMPOaHAJIN3UPOBAHDBI BSaHMOﬂeﬁCTBHH IO Ppa3JIMYHBIM ITPOTOKOJIAM, MCIKIY
KOMMYTaropaMu

Pazpabotanbl pekoMeHaaIuu 1o Hactporike ooopynoanus Cisco 1 Huawei Ha KaHaJIbHOM YPOBHE.

[Tony4eHHbIE pe3yabTaThl BHITYCKHOW KBATU(PUKAITMOHHOW pabOThl MOYKHO HCIOJIb30BaTh B KAUECTBE
y4eOHO-METIONYE€CKOI0 Marepuasa 1o HacTpoiike cereBoro ooopynoanus Cisco u Huawei Ha kaHaTbHOM
YPOBHE.
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