[Taparpad 1.6. OcHOBHEIE
TePMHUHBI U ITOHSITHS



ETTH

ETTH (Ethernet To The Home) — oaun u3 crioco6oB
MOCTOSHHOTO MOAKIIIOYCHNUS K MIHTepHETY 110 IPOTOKOITY
Fast Ethernet, saBasronieiics COBMECTHOM pa3padOTKOMH
koMnaHui «Teleste Corporation» u «Tratec Telecom B.V.».

Ckopocts nogakmatoueHuss — 100 Mout/c mnu 1 I'out/c. o
Ka)KJI0r0 HOAKJIF0YaeMOro J0Ma IMIPOU3BOANUTCS MPOKIaaKa
ONTHYECKOIo Kabeis. B kauecTBe COCAMHUTEIBHBIX
A0OHEHTCKUX JIMHUI, B 3aBUCUMOCTH OT BBIOOpa
poBaKiepa, OT aKTUBHOIO 000PYI0BaHUS MPOKIAbIBACTCS
BHUTas Iapa NATOM KaTeropuu, JIMOO UCTIOIb3YOTCS
ONTHYECKUE COCTUHUTEIILHBIC KaOEH.



MeasnakoHBepTeEp

MenuakoHnBepTep (Takxe mpeoopas
oBaTeJIb Cpeabl) — ITO YCTPOMCTBO,
npeoOpasyroniee cpeay
pacopoCTpaHEHHUs CUTHAJIA U3 OJHOTO
TUIA B Ipyrou. Yame Bcero cpenou
pacopoCTpaHEHHUs CUTHAJIA SIBJISTFOTCSI
MEJIHBIE ITPOBOJIA U ONITUYECKUE
kaoenu. [lox cpenoit
pacopoCTpPaHEHHUS CUTHAJIA MOXKET
MIOHUMAThCA JIF00ast cpejia repeaadu
JQHHBIX, OJTHAKO B COBPEMEHHOM
TEPMHUHOJIOTUH MEUAKOHBEPTEP
paboTaeT Kak CBA3YIOIIEE 3BEHO
TOJILKO MEXy ABYMS CpeaMHu —
ONTUYECKHUM U MEJIHBIM KaOEIsIMHU.
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D-Link SmartConsole

D-Link SmartConsole -
YTtunura, HeoOxoamumas
JUIS TOTO, YTOOBI
KOHTPOJIHUPOBATH
HEKOTOPEHIE
KOMMYTaTOPHI OT
D-Link. Bknroyaet B
ce0s MHOXXECTBO
Pa3IMYHBIX (DYHKIUM
yIIpaBIICHMS, TAKUX KaK
SNMP, BeO-
AIMUHUCTPHUPOBAHUE,
KOMaHJIHasl CTpOKa

[}]  D-Link SmartConsole Utility
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IGMP — nporoko ynpaBiieHHs TPYNIIOBOM Mepeaadeii
JTAHHBIX B CETSIX, OCHOBaHHBIX Ha mpoTokoJje [P. IGMP
HCIIOJIb3YETCs MapuIpyTu3aTtopamu u [P-y3mamu s
OpraHu3aly CETEBbIX YCTPOUCTB B IPYIIIIHL

DTOT MPOTOKOJ SBISIETCS YaCThIO CIICIU(UKAITAN
rpynmnoBoy nepenayu nakeroB B [P-cetsax. IGMP moxet
HCTIOJIb30BATHCS JIJISI MOJAJAEPAKKH MOTOKOBOTO BUEO U
OHJIAWH-UTP, JJI 3TUX TUIIOB MPUJIOKEHUI OH
ITO3BOJISECT UCIIOIH30BaTh CETEBBIC PECYPChI OosIee

s dexTruBHO.

Multicast Router

L2 Switch with
IGMP Slmooping Video Glient

Router 1 Local Multicast Router
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Multicast Traffic

IGMP

IGMP snooping — nponecc OTCie:KMBaHUSI CETEBOTO
tpaduka [GMP, KoTOpBIii TO3BOMISIET CETEBBIM YCTPONUCTBAM
KaHaJbHOTO YpOBHS (cBUTYaM) oTciexuBarb [GMP-o0men
MEXTy MMOTPEOUTENIMHU U TIOCTABIIUKAMU
(MapmpyTu3zaropamu) MHOTOaApecHoro [P-tpaduka,
(hopMaTbHO MPOUCXOASAIIHHA Ha 00JIee BEICOKOM (CETEBOM)
YpOBHE.

[Tocne Brimouenus IGMP snooping komMyTaTtop HauMHAET
aHanm3upoBarh Bce [GMP-makeTsl Mex 1y NOAKIIFOUEHHBIMU K
HEMY KOMIIBIOTEPAMU-TIOTPEOUTENSIMU U
MapuIpyTH3aTopaMHu-TiocTaBImkaMu multicast Tpaduka.
O6napy>xxuB IGMP-3anpoc notpedbuTes Ha MOAKIIOYEHUE K
multicast rpynme, koMMyTaTop BKIIFOYAET MOPT, K KOTOPOMY
TOT MOAKIIIOYEH, B CIUCOK €€ YWICHOB (A1 peTpaHCIsAuu
rpynmoBoro Tpaduka). I Hao6opot: ycnsimas 3amnpoc 'I[GMP
Leave' (MOKWHYTH), yIaaseT COOTBETCTBYIOIIHMA MTOPT U3
CIIMCKa IPYIIIBL



PoE

Power over Ethernet (PoE) — TexHomorus, mo3positoiias nepeiaBaTh
YIAJIEHHOMY YCTPOUCTBY JJIEKTPUUYECKYIO SHEPTHUIO BMECTE C JIAHHBIMH,
yepe3 CTaHIapTHYI0 BUTYIO Mmapy B ceTu Ethernet. Jlannas TexHonorus
npeanazHavaercs 14 [P-reneonun, Touek moctymna 0ecripoBOIHBIX CETEM,
[P-xamep, CETEBBIX KOHIIEHTPATOPOB U APYTUX YCTPOMCTB, K KOTOPHIM
HEKEJIATENIbHO UJIM HEBO3MOXKHO MTPOBOIAUTH OTIEIIBbHBIN JJIEKTPUUYECKUN
Ka0eb.

Texnonorus PoE ommcana crangapramu IEEE 802.3af-2003 u IEEE
802.3at-20009.

Electricity
network

Ethernet switch

WiFi AP
Internet
Power Over Ethernet HUB

——Ethernet

Ethernet IP Tolephone  Ethemnet/RS-232  dmf 5
devices converter WiFi AP




dbaHTOMHOE ITUTAHHUE

DaHTOMHOE MUTAHME — OJHOBPEMEHHAS Iepeayda 1o OAHUM IIPOBOJAAM IMUTAHUS ITOCTOSHHOTO TOKA
¥ UTHGOPMAIIMOHHBIX CUTHAJIOB.

Yaiiie Bcero UCIONIb3yeTCsl MPY MOAKIOYEHUN KOHIEHCATOPHBIX MUKPO(OHOB.

Wcrounrku paHTOMHOTO MUTAHUS YaCTO BCTPOCHBI B MUKIIIEPHBIE MYJIBTHI, MUKPO(QOHHBIE
MpEeayCUIITUTENN U T0J00HOE 000pynoBaHue. B TpaaulinOHHBIX KOHACHCATOPHBIX MUKPOGOHAX
(haHTOMHOE MTUTAHUE UCIIOJIB3YETCSI HE TOJBKO JIJIsl MUTAaHUSI CXeMbl MUKPO(OHA, HO U JIJIsT
nonsgpuzaiuu. Mukpodonsl, Tpedyronire paHTOMHOTO MUTAHUS, CETOHS Yallle BCEro MOIKII0YAI0TCS
rpu romomu pasbéma XLR.

HpCI/IMYH_ICCTBO TaKOM CXEMbI COCTOUT B DKOHOMUH MCEH, HO Ha ITPAKTUKE €CTh HCKOTOPLIC
CJIOKHOCTH.

[Tomauy 3meKTpUUECKOro MUTaHUs YCTPOMUCTBaM, MoAKIo4aeMbiM K ceTaMm Ethernet (1P-
BUJIEOKaMephl, TOUKH aoctyna, [P-renedonst u ap.) onuceiBaet cranaapt IEEE 802.3af.

u(dpoBbIe IByXKOHTAKTHBIC AJIEKTPOHHBIE KitouM ibutton ¢ mpoTokosiom 1-Wire, KOTOpbIE MOy YHIH
HIMPOKOE paclpocTpaHeHne B 1oMOGOHAaX.

KoakcuanpHbIM KabesieM cOeIMHEHBI TPUHUMAIOIIIAst aHTEHHA U MPUEMHHUK (TeeBu3op). CurHai ot
AHTEHHBI JIOCTUTAET MPUEMHHKA, OMHOBPEMEHHO C TE€M, KaK IUTAHNE MAIOLIYMSIIIETO YCUIIUTENS,
BMOHTHPOBAHOTO B aHTEHHY, ITIOAAETCS CO CTOPOHBI IPUEMHUKA.



D-Link SatfeGuard Engine

Safeguard Engine pa3pabotan ajist TOro, 4To0bl MOBBICUThH HAJEKHOCTh
HOBBIX KOMMYTAaTOPOB 1 OOIIYI0 TOCTYMHOCTb U OTKa30yCTONYHUBOCTD CETH.

D-Link Safeguard Engine mossorae T uAeHTHOMIMP OBATE

Becs 370t Tpadux sarpywaer CPU u e gaér M IPHOPUTESHPOBAT 3TOT KMHTepecHsID gma CPU

TpadMK ¢ Uempro 0TOPACKHE AHMA HEHYHBIX TAaKe TOB ATLA
eMY BOSMOXKHOCTH 06pabaTemare Homee COXpaHOHE SR aTopa.
BaKHbIE 3a7auM, TAKHMe KaK L ¥
aIMIHMCTP ATHEHBELA ZocTyT, STF, SNMP T arama obpaszom ¢ mprovieHesmen Safe guard Engine,
ompoc. SNIMP ompoc konmayTatop D-Link ByaeTt obmagars

OTK&30Y CTOMYME 0C TBEO, 0C0DeHHO MK BUpYCHBIX

: EREB K AHRp OF aHMA CeTH.

. [Taxets: BPDU npotoxoma STP
IGIVIP snooping

Hoctym x WEB
HHTepdEHC Y

Ho B coBpeMeHHBIX CETAX AOCTATOUHO MHOTO BUPYCOB ARPmmposoBelIme
[TaxeTrI ¢ Hex3EeCTHBIM [P-
M BpeA0oHOCHOTO Tpaduka. OBpIHO OHM reHePHPYIOT

aapecom HAS HAWe HHA

MHOT0 «uHTepecHoro» gna CPU tpadeka (Takoro kak IP unpoKoBe e

ARP nmp oxoEellaHMe HaIpuMep).




[TopT 802.1X

[EEE 802.1X — cranmapt UHCTUTYyTa HHKEHEPOB Authenticator Authentication server
AIIEKTPOTEXHUKH U JIEKTPOHUKH, ONTUCHIBAIOITUI
npoliecc HHKancyasauuu JaHHbeix EAP,
nepeiaBaeMbIX MEK/Ty 3alpaliiBaloliMU
ycTporcTBaMu (KIMEHTaMM ), CHCTEMaMH,
MPOBEPAIOIIMMHU MOATUHHOCTh (KOMMYTaTOpaMH,
TOYKaMH OECIIPOBOIHOIO I0CTYTa), U CepBepaMu
npoBepku noauHHoCTH (RADIUS).

Cranpgapt IEEE 802.1X onpenesnsieT npoToKoI
KOHTPOJISI JOCTYTIa ¥ ayTeHTU(PUKAIIMHU, KOTOPHIN
OrpaHUYMBACT MTPaBa HEABTOPU30BAHHBIX
KOMITHIOTEPOB, MOAKIIOYEHHBIX K KOMMYTaTOpYy.

Korna koMnbroTep NoakI04aeTcs K nopry, Internet or other LAN resources
KOMMYTATOp OIpPEAEISET, pa3peli€H Ju JOCTYII s
JTAHHOTO KOMIIbIOTEpa B ceTh. Eciiu HeT, To
nponyckaeT Toibko nakeTsl IEEE 802.1X.
CocrosiHHE MTOPTA B 3TOM CIIy4ae OCTAETCs
MIOMEUYEHHBIM KaK HEaBTOPU30BaHHOE (aHIVI.
unauthorized). Eciau kueHT ycnenHo mpoxoauT
MIPOBEPKY, TO OPT MEPEXOJIUT B ABTOPU3OBAHHOE
coctostHue (aHr. authorized).

Ecnu kommyTarop 3anpammBaeT y kiueHnTa ero ID, a
toT He noaaepxkuBaeT [EEE 802.1X, nopt octaércs
B HEaBTOPU30BAHHOM COCTOSIHUU.



BHeITHNY cepBep RADIUS

RADIUS (anm1. Remote Authentication in Dial-In User Service) — npotokoi ajis peanuzanuu
ayTeHTU(UKAIIMHK, aBTOpU3AMU U cOOpa CBEJIEHUI 00 UCIIOJIb30BAHHBIX PECypcax, pa3padoTaHHbIN
VTSI TIepeav CBEACHUIN MEXK Iy LICHTpaJIbHOM Tu1aT(opmoil 1 000pyioBaHUEM. ITOT IIPOTOKO
MPUMEHSJICS JJI CUCTEMBI TapU(PUKALIMK UCTIOIH30BAHHBIX PECYPCOB KOHKPETHBIM
noJsib3oBaresieM/aboneHToM. LlenTpansHas miargopma u obopynosanue Dial-Up nocryna.

RADIUS ucnons3yercs kak npotokon AAA:

anr1. Authentication — mpoiiecc, mo3BossIONIMN ayTeHTU(DUIIMPOBATH (TPOBEPUTDH MOATUHHOCTB )
CyObeKTa MO ero HACHTU(PUKAIMOHHBIM JaHHBIM, HAIPUMED, 10 JJOTUHY (MMS MTOJIb30BATEIs, HOMEP
TenedoHa U T. 11.) U MapoIio.

anr. Authorization — nporecc, onpeaesomui MoJTHOMOYNS UICHTU(GUIIMPOBAHHOTO CYOhEKTa Ha
JOCTYII K OTpeIeIEHHBIM 00bEKTaM HIIA CEPBUCAM.

aHr1. Accounting — npoiiecc, Mo3BOJISIONINI BECTH cOOp cBeeHni (YUETHBIX JaHHBIX ) 00
HCIIOJIb30BAaHHBIX pecypcax. [lepBUUHbIMU TaHHBIMU (TO €CTh, TPAIUIIMOHHO MEPEIaBAEMbIX 110
nporokoiy RADIUS) sBnsitoTcs BeTUYMHBI BXOASIIETO U UCXOAIIEro TpaduKoB: B OaiTax /okTeTax (c
HEJaBHUX MOp B ruradaiirax). OpHako NpOTOKOI MpeAyCMaTpuBaeT nepeiady JaHHbIX JIF0O0Tro THIIA,
yT0 peannzyercs nocpeactsom VSA (Vendor Specific Attributes).



\Users\Adninistrator> netsh advfirewall
he following commands are available:

onnands in this context:
~ Displays a list of commands.

sp.

Changes to the ‘netsh adufirewall consec’ context.
Displays a configuration script.

Exports the current i

cz to a file.

Changes to the 'netsh advfirewall firewall’ context.
Displays a list of commands.

Inports a policy file into the current policy store.
Changes to the "netsh advfirewall monitor’ context
Resets the policy to the default out—of-hox policy.
Sets the per-profile or glohal settings.

Displays profile or global properties.
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he following sub-contexts are available:
consec firewall monitor

o vie;l help for a command, type the command, followed by a space. and then
type 7.

N\Users\idninistratord




D-Link D-View 6.0

D-View 6.0 —coBpeMenHast MHOTO(yHKIIMOHANBbHAS 1aTdopma aiist SNMP-ynipasinenusi.

CranpaprtHas Bepcus noaaepxkupaet ynpasienue 10 1000 [P-y3namu u npeHazHayeHa AJis
MCITI0JIb30BaHUs Ha npeanpustusix cekropa SMB. IIpodeccrnonanbHas Bepcusi MoAIepKUBAET
ynpasienue 6osee 1000 IP-y3namu u pekoMeH10BaHa IS KCTIOIB30BAHUS HA KPYITHBIX
MPEANPUATHSIX.

CrannaptHas u npodeccuonanbHas Bepcus D-View 6.0 ucnonb3yroT pa3inyHble TUTIBI 0a3bl JaHHBIX.
Tak, ctanapTHasi Bepcusi UCMONb3YeT BCTPOEHHYI0 0a3y nanHbix Microsoft Access, a
npodeccruonaibHas - Microsoft SQL.

D-View 6.0 no3BosisieT BU3yalibHO OTOOPA3UTh CXeMY MOIKIIOUEHHUS U TOJACPKUBAET FPYIIIOBYIO
KOH(UTYpaILUIO YCTPOMCTB, YTO 1a€T BOBMOXHOCTH BBIMOJIHUTH PE3EPBHYIO KOMHIO KOH(PUTYpaIuy,
OOHOBJIEHHE MPOTrPAMMHOTO 00ECIICUCHHS U JPYTUe aHAJIOTMYHbIE IEUCTBUS Cpa3y Uil BCEX

YCTPOWCTB B IPyMIIE. R
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axis login: root

Password:

Login incorrect

axis login: root
Password:

[rootPaxis /root 1994




TriplePlay —
MAapPKETUHTOBBIN
TEJIEKOMMYHHUKAIIMOHHBIU
TEPMUH, ONUCHIBAIOIINAN
MOJI€JIb, KOT/[a ITOJIb30BaTEIISIM
10 OJTHOMY KaOeJIro
IIAPOKOIIOJIOCHOIO JOCTYMa Triple Piay
MPEIOCTABIISIETCS
OJIHOBPEMEHHO TPHU CEPBUCA
— BBICOKOCKOPOCTHOU
noctyn B UHTEpHET,
KaOeJbHOE TEJIICBUJCHHUE U
Tesie()OHHAs CBSI3b.

TriplePlay

High Speed
Internet




VLAN (a60p. ot anrn. Virtual Local Area
Network) — noruueckas («BupTyaibHas»)
JIOKaJIbHAs! KOMITBIOTEPHASI CETh, MTPEACTABIISIET
co0o¥ rpymniy XOCTOB ¢ 00IIUM HaOOpOM
TpeOOBaHUH, KOTOPbIE B3AUMOJICHCTBYIOT TaK,
Kak ecyy ObI OHM OBLIH ITOIKIFOYEHBI K
HIMPOKOBENIATEIIbHOMY JJOMEHY, HE3aBUCHMO
OT UX ¢pu3udeckoro mecronaxoxaenus. VLAN
HMMEET T€ K€ CBOMCTBA, UTO U (hu3nvecKas
JIOKaJIbHAS CETh, HO MO3BOJISIET KOHEYHBIM
CTaHIIUSIM TPYIIIHPOBATHCS BMECTE, HAXKE €CIIH
OHM HE HaXOJATCS B OJHON (PM3UIECKOM CETH.
Taxast peopranuszaiys MOKeT ObITh CJeIaHa Ha
OCHOBE MPOTPaMMHOTO 00€CTICUEHHSI BMECTO
(bu3HUeCcKOro nepemMenieHus: yCTponcTB.
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SIS

I VLAN 1
CJVLAN 2
CJVLAN 3




