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Step 1. Stage 1: an article in the RIA
news
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Py6puka: 3 KOHOMMKA

Mpumopckas «obHanuuka»

B Mprsopcrom Kpae npeceyexa
LEATENBHOCTE OPraHU30BAHHOM NPECT YNHOM
rpynmnbl, CneuManu3upoBaBIIEH A Ha
HE3AKOHHbIX ONEPAUMAX N0 OBHANMY MEAHHIO
AeHer. Kak coofmn COTPYAHMK npecc-
cnyxéol Y MBZ Poccuu no  peruony,
LEMbIH rog  ABEH3AUaTb  HMTENEH
Mpumopckoro Kpas 3aHWMANMCE
HE3aKOHHbIM EM3HECOM no
NPELOCTABNEHMIO YCNYr W ONEpauuit no
MHKACCHPOEAHMIO M NEPEBOAY GE3HANMUHDIX
LEHEXHLIX CPEACTE B HANMYHBIE.

33 BpEeMA NPECTYNHOM AEATENLHOCTH YEPES CYETA (DUPM-OAHOAHEEOK MMM BbiNO NPOBEAEHO
Gonee 7 mapa pybaei. Yonyramu OBHANMUYHMKOE NONb30BANMCE PA3NMUHLIE KOMMEPUYECKHE
CTPYKTYpbl BnagueocToka, YccypuicKa W paga Apyrux ropogoe [pUMOpPCKOro Kpas,
CKPbIEAIOWHE AOXOAbI, NOANEHAWME HANOrOOBNOKEHHIO.

B xoae 06bICKOB M3BATHI NeyaTH 22 OMPM-OAHOAHEBOK, YEKOBLIE KHMHKM, KAMEHTCKAa 6asa
[aHHbIX, BYXTANTEPCKME AOKYMEHTbI. TPOE HauBONEE aKTHBHBLIX YNEHOE NPECTYNHOM MPynnbi,
CpEeaM KOTOPbIX M 43-NETHWI OPraHu3aTop, #uTENt Yccypuitcka Konelkub Axgpen Cepreeeny,
3ajep#atbl 7 AEKabpA, PEWAETCA BONPOC 06 apecTe. 3aMOpOXEHbl CYETA YNEHOB JAHHOM
NPECTYNHOM rpynnbi. B OTHO WeHKK OPraHM3aTopa BLIACHEHD, YTO OH TAKKE ABNAETCA OAHWM M3
pykosogutencit upm: 000 «MHTepéusHeckoncanturrs u 000 «Moctaeka-AB-, a TaKkwe
BXOAMT B coBeT gupekropoe 000 «[poexkTHoe 6iopo-IT=. B AganHoe BpemMa MAET NpOBEpKa
(hMHAHOOBOM OTYETHOCTH 3THX Opraku3auui. Mo aKTy HE3AKOHHOM BAHKOBCKOW ASATENLHOCTH
BO3BY#AEHO Y ronOBHOE 4EN0.

Teru: 3KOHOMHKA, OTMbIEAHHE AEHET

15:48 9/12/2011 ®oro: PHA HosocTu




Step 1. Stage 2: two hypotheses

Evidence / Red flags Hypothesis

Information

Requested

Information
Received

«43-1eTHUI Opra”Hu3arop, “Kopeykin”
JKUTEJIb YCCypUICKa

Koneriknn Annpen

CepreeBuu»

«TaKXe SIBJISIETCS] OJTHUM U3 “Shell firms”
pykoBoautenen pupm: OO0
«HTEepOM3HECKOH-CANITUHT» U

00O «Ilocra-Bka-IB», OO0
«IIpoexTHoe Gropo-IT»

Data from
EGRUL
database

Data from
EGRUL and
FBD RFM

databases

Nothing have
been found

Information
about
“Postavka-DV”
and its
contractors




Step 1. Stage 3: search in the DBs

EGRUL Database

INN_FL  NAME ADR POSITION  NAIMEN_ORG
253681329765 TUXOHOB MABEN NETPOBMY r.Bnanveoctok. Okearckwit no«r. 178 YUPEOWTENL 00O "MOCTABKA-OB"

FBD_ RFM Database

-—

'DATA SMV  DESCR NAMEU_PL NAMEU_POL
| 10102010 90000000 BELAEAEHME CYBCHAMM COTAACHO I Péor31.12.2009 N1158 | YK no Mpimopckoy xpao 00O "TIOCTABKA-AB"
15.10.2010 90000000 3AKYTIKA MEAOBOPYAOBAHMS MPT/MRI 750w 00O "TIOCTABKA-AB" HEALTH-TECH DV.LTD
] 10.112010 15000000 OAHON 13 CTOPOH SBASETCS AMLIO, BAAAEIOMEE CUETOM | Emprise Services plc XMPHOB AAEKCAHAP BUKTOPOBIY




Step 1. Stage 4: hypotheses testing

Hypotheses Testing

Hypotheses
Evidence
“Kopeykin” “Shell firms”
The article C C
The information from the database I C*
Confirmed? NO YES

* We have found the records only about 1 of 3 firms: “Postavka-DV”




Step 2. Stage 1: analysis of initial

documents
FBD RFM Database

DATA CODVAL SM NAMEU_PL DESCR NAMEU_POL
000

10.10. g10 | 900000 YK o BbIJENEHWE CYECUONM COMMACHO MMM ' OCTABKA.

2010 00 MprmopckoMy Kpato P®0131.12.2009 N1158 0B’

EGRUL Database
INNFL  NAME ADR POSITION ~ NAIMEN_ORG

253681328765 TUXOHOB MABEN NETROBMY r Brameocrox, Okeanckwinpxr, 178 YUPEOWTENG 000 "NOCTABKA-OB"
253602064581 XVPHOB AMEKCAHIIP BUKTOPOBUY  r Bramsocrok, Okearoxminpr, 176 PYKOBOZMTENb Ynpasnetie Peaenansioro kasHavesicrsa no Mpamopckomy kpaio




Step 2. Stage 2: new objects and

$3m. from fed. budget

relationships
3

@
N A
FT Primorskij kraj OQOO Postavka-DV

Head of FT Founder of
“Postavka-DV”’




hypotheses

Step 2. Stage 3: construction of new

Evidence / Red

flags

Federal
Treasury gave a
huge sum of

money to
Postavka-DV

Hypothesis

Affiliation of the founder
“Postavka-DV” and head of
the Federal Treasury

No affiliation of the founder
“Postavka-DV” and head of
the Federal Treasury

Information
Requested

Data on joint
flights

Data on joint
flights

Information
Received

Response from
Transport
Police

Response from
Transport
Police




Step 2. Stage 4: response from Transport
Police

VA301 (VVO) —(AER)

V2N

CoaepxaHue oTBeTa Ploagi
ITo zampocy nmposepkH Xz HamHuHA (axTa aPPHIHPOBAHHOCTH Hepes COBMECTHEIE | 22.02.2007 |\ 25012085383
nepenéTsl (pH3HYecKHX JHL, KHpHOro Anexcanpa Bakropoerda B Txoroea [Taena [Terpoerya \
OBLI0 BEMBJIEHO CISAVIOMEE: =
1) 22.02.2007 r. Texoroe [Taeex [Terpoeny, macmopr 2501 2085383, ocymecTenan nepenér -~
COBMECTHO ¢ KHPROBEIM AneKcarapoM BrKTopoBHYeM, nacnopt 2546 9034219, peiicom Taxomoe ILI]
VA301 Baagmeoctok (VVO)-Coun(AER) aBHakoMmaHHH «BIaJHBOCTOK aBHA». ol

DporHpoBaHHe H MOKYNKa OHIeTOB, OQOPMICHHBX Ha YKa3aHHEIE MAacmopra,
OCYIIECTBILTHCH ¢ ogroro IP —ampeca.
2) 9.03.2007 anEBME (H3IHYECKHMHE JHIIAMH OCYINECTBALICA 0OPATHEN Mepenér pefcoM
VA302 Coun(AER) - Bramreoctok (VVO) aBrakoMnaBHE «BIaJHEOCTOK aBHAY.
[To pesyasTataM MpOBEJCHHOH MPOBEPKH, MPEICTABICHHBIM Ha DHCYHKaX1-2, MOXHO
11071araTh 0 HATHYHH apPHIHPOBAHHOCTE MEATY 3aMpalIHBaeMBIMH QHIHISCKHME JTHIIAMH.

VA302 (AER) —(VVO)

B,

Xuproe A B Tuxonoe ITIIL

Pucysox 2




Step 2. Stage 5: new objects and
relationships

Head of FT rounder
“Postavka-DV”

Friends




Step 2. Stage 6: hypotheses testing

Hypotheses Testing

Hypotheses

No affiliation of the

Evidence/Red Flags Affiliation of the founder founder
“Postavka-DV” and head “Postavka-DV” and
of the Federal Treasury head of the Federal

Treasury
Initial documents C C
Request additional documents C I
Confirmed? YES NO




Step 3. Stage 1: construction of new
hypotheses

Evidence / Red | Hypothesis Information Information

flags Requested Received

Federal Treasury Postavka-DV and HealthTech-DV Operations of  Response from
gave a huge sum  are suspicious intermediary HealthTech-DV  FIU of USA
of money to companies that launders money for

Postavka-DV, the supply of medical equipment

th.elr headsare  pogiavka-DV and HealthTech-DV Operations of  Response from
friends are not suspicious intermediary HealthTech-DV  FIU of USA
companies that launders money for
the supply of medical equipment




USA

Step 3. Stage 2: Response from FIU of

Content of the response

Health Tech-DV LTD is registered on September 9, 2010
in Detroit, state Michigan, USA. The founder of the company
1s Catherine Zhirnova, born on 08.15.1988 in Russia,
Vladivostok. Mrs. Catherine Zhirnova has dual citizenship:
Russian and American.

Russian passport: 2508 30467 American passport:

854127984 issued by department of Michigan

Health Tech-DV LTD is a company which supplies medical
equipment from USA to Russian Federation.
10/15/2010 received $3,000,000 from “O0OO0O “Postavka-DV”
for 2 MRIs
10/22/2010 paid $1,100,000 to Health-Tech LTD for 2 MRIs
10/30/2010 paid $1,650,000 to British Services LTD for
informational services
10/30/2010 paid $§ 250,000 to
informational services

“O00 “Postavka-DV” for

Invoice

Soama- oV
£S0092, Viachosok,
&

Health Tech-DV.LTD

SOUTL
ERQOIRCOTARR. FAst, 2314
7 423 324-87-65

+-27-86

QUANTITY

OCRIPTION

2

Marks & Nos.

Postanka

DV
VLADIVOSTOK
1-2

Magnetic resonance imaging

2 of "MRI Discovery™ MR750w 3.0T
Ex-work price:

MRI Discovery™ MR750w 3.0T'
$1500000 each

All freight charges and

export packing

Insurance from warehouse to
warehouse

c.i.f. Viadivostok Total

4 cardboard cartons
& par carton

Import License No. BAX 55 2010

Per pro
Health Tech-DV.LTD

Zhula

$ 3000000

$ 700

$ 200

$ 3000900




Step 3. Stage 3: visualization of the
relations

EA

Postavka-DV %

Me

HealthTech-DV
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7 | Step 3. Stage 4: hypotheses testing
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Hypotheses Testing
Hypotheses
Postavka-DV and

Postavka-DV and
HealthTech-DV are

4 W
e

Evidence/Red Flags
HealthTech-DV are
suspicious not suspicious
Initial documents - -
Request additional documents C I
Yes No

Confirmed?




Step 3. Stage 5: construction of new
hypotheses

Hypothesis Information Information Received
Requested
HealthTech 1s Financial transactions  Response from FIU of
suspicious intermediary of HealthTech USA
company that launders
money for the supply of

medical equipment

HealthTech 1s not a Financial transactions  Response from FIU of
suspicious company of HealthTech USA




Step 3. Stage 6: request for residency
required information

Content of the response

Health Tech LTD 1s registered on September 28, 2001 in Detroit, state
Michigan, USA. The founder of the company is Jim Hendrix, born on
06.08.1964 in USA, Portland.

American passport: 358457107 issued by department of Oregon

Health Tech LTD 1s an official supplier of medical equipment from
General Electric.
10/22/2010 received $1,100,000 from HealthTech-DV. LTD for 2 MRIs
10/30/2010 paid $1,000,000 to GE office in Detroit for 2 MRIs




Step 3. Stage 7: hypotheses testing

Hypotheses Testing

Hypotheses
HealthTech is
. suspicious intermediary :
Evidence/Red Flags company that launders it el 1y ol

money for the supply of suspicious company

medical equipment

Initial documents - -

Request additional documents I C
Confirmed? NO YES




Step 4. Stage 1: new objects and
relationships
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Step 4. Stage 2: construction of new
hypotheses

Evidence / Red | Hypothesis Information Information
flags Requested Received
Zhirnov 1s a Zhirnova and Zhirnov are ~ Operations of Response from
head of Federal relatives and have a British Services, FIU of UK
Treasury. conspiracy operations of it’s
Zhirnova is a contractors
head of Zhirnova and Zhirnov are ~ Operations of Response from
HealthTech-DV not connected British Services, FIU of UK
operations of it’s
contractors

21



Step 4. Stage 3: response on required
information
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Content of the response

British Services LTD is registered on May 05, .

<...>

Mr. Pavel Tikhonov manages the bank account of British Services LTD.This account is opened in FirstBank
Virgin Islands (SWIFT CODE: FBPRPRSJ ).Mr.Tikhonov was born in, on 12.25.1972

<...>

10/30/2010 received $1,650,000 from Health Tech-DV LTD for informational services

10/31/2010 sent $ 500,000 to the account in Russian Bank INTEGRO (SWIFT CODE: COBIRUMM) , which

owner is Zhirnov Alexander

11/01/2010 sent $250,000 to the account in Swiss bank Hindujabank.LTD (SWIFT CODE: ABSGCHGG),

which owner is Zhirnova Catherine

[1/01/2010 sent $ 850,000 to the account in Swiss bank Hindujabank.LTD (SWIFT CODE:ABSGCHGG),

which owner is Zhirnov Alexander

22



Step 4. Stage 4: hypotheses testing

Hypotheses Testing

Evidence/Red Flags Hypotheses
Zhirnova and Zhirnov are  Zhirnova and Zhirnov are
relatives and have a not connected
conspiracy

1. The same surname C C

2. Federal Treasury and C C

HealthTech-DV are connected

through Postavka-DV

3. British Services transferred C C

money to Zhirnov’s and Zhirnova’s

accounts

23



Step 4. Stage 5: new relationships
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Zhirnov a Zhirnov
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Step 4. Stage 6: new evidence

Evidence / Red | Hypothesis

Information

Requested

Information
Received

British Services Zhirnova and Zhirnov are

transferred relatives and have a
money to conspiracy

Zhimov’s and  7pi10va and Zhirmov are
Zhirnova’s

not connected
accounts

Information about
their accounts in
Hindujabank.LTD

Information about
their accounts in
Hindujabank.LTD

Response from
FIU of
Switzerland

Response from
FIU of
Switzerland

25



09;\

S
[=]
| =
>

]

$

¥

Step 4. Stage 7: request for required
information

Content of the response

In accordance with the Federal Act of 10 October 1997 on Combating Money

Laundering and Terrorist Financing in the Financial Sector (Anti-Money Laundering Act,
AMLA) we send you information about request person.

Alexander Zhirnov was born on 01.01.1972 in,.

He opened bank account on August 29, Hinduja bank.LTD (SWIFT CODE: ABSGCHGG)
Besides, his daughter, Catherine Zhirnova, born on 08.15.1988 in ,, owns bank

account in Hinduja bank.LTD. Mrs. Zhirnova has dual citizenship: Russian and American.
<...>

26




Step 4. Stage 8: hypotheses testing

Hypotheses Testing

Evidence/Red Flags Hypotheses
Zhirnova and Zhirnov are  Zhirnova and Zhirnov are
relatives and have a not connected
conspiracy

1. The same surname C C

2. Federal Treasury and C C

HealthTech-DV are connected

through Postavka-DV

3. British Services transferred C C

money to Zhirnov’s and Zhirnova’s

accounts

4. Zhirnova 1s a daughter of Zhirnov C I

Confirmed? YES NO

27



Conclusion

$1,Im.

N $3m.
$3m. from fed. budget —
’ m. | Ty

> D |Equipment&$0,25

Uy
i i :
UFK Primorskij kraj OOO Postavka-DV

Equipment
@
Ly

Equipment

€
Health Tech-DV LTD

3

Health Tech LTD
/ Equipment * * $1,Im.

N $1,65 m. N
Integro Bank General Electric
A Rusy USA /
/ I $0,5 m. to ZhirnoV’s acc. ¢ Gﬂ ﬁwitzerland \

$0,5 m.

$0,25 m. to Zhirnova’s acc.

——

$0,85 m. to Zhirnov’s acc.

British Services LTD ) K Hindija Bank )

S
=D
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Case Review

1. Well-prepared and interesting case

2. All the necessary information

3. Timely responses
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