SInlr
CISCO

[naBa 2.
HacTpouka ceteBou

onepavunoHHOMU
CUCTEMBbI

BBeaeHue B ceTeBble TEXHOSOMMMU

Cisco | Networking Academy”®
Mind Wide Open”



naBa 2. 3agaum

Ob6bsICHUTL Ha3HadeHne onepauynoHHoun cuctemsl Cisco 10S.

O6bACHUTL NpUHUMNLI gocTyna n Haesurauum B cucteme Cisco 10S, a Takxke
HaCTPOMKN NapamMeTpOB CETEBbLIX YCTPOWUCTB.

OnuncaTtb CTPYKTYpY KOMaHA nporpammHoro obecneveHna Cisco 10S.

HacTponTb MeHa y3noB Ha YCTPOMUCTBE C onepaunoHHomn cuctemomn Cisco
|OS, ncnonbaya nHtepdenc komaHgHou ctpokn (CLI).

Hayuntbca ncnonb3oBatb koMaHAbl Cisco 10S, 4Tobbl orpaHNYnTbL AOCTYN K
KOH(pUrypaumm yctpomncTtea.

Hayuntbca ncnonb3oBatb koMaHAabl Cisco 10S, 4TOOblI COXpPaHUTb TEKYLLYHO
KOHJourypauuio.

O6bACHUTL NpUHUMN 0OMEHa AaHHBIMUM B cpede nepeaavn gaHHbIX.
HacTpouTb y3noBoe ycTponcTeo ¢ |IP-agpecom.

[TpoBEPUTL Ka4eCTBO COeaMHEHNA MeXaY ABYMS OKOHEYHbIMU
yCTponcTBamu.
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naBa 2

2.1 TpeHuHr-ueHTp no OC 10S
2.2 OCHOBHBbIE MPUHLMMbI
2.3 Cxembl agpecauunm

2.4 3akntodeHune
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Cisco I0S
OnepaunoHHblIe CUCTEMBI

Bcé ceTeBoe obopyaoBaHue, 3aBuUcsiLLIEE OT
onepaumoHHbIX CUCTEM

= KoHeuvHble nonb3oBaTenu (MK, HOyTOykn, cMapT@OHbI, NfaHWETHbIE
KOMMbIOTEPbI)

KommyTaTopsl
MapLipyTtnsaTtopbl

Toukn BecnpoBogHOro goctyna
MexceTeBble 3KpaHbl

OnepaLnoOHHaA cucTema ceTeBoro B3auMoaenucTBus
Cisco (10S)

= ObLUee HavMeHOBaHWE PasNNYHbIX BAPUAHTOB CETEBLIX
onepaLMOHHbIX CUCTEM, UCMONb3yeMblX Ha ycTporcTBax Cisco



Cisco I0S
OnepaunoHHbIe CUCTEMDbI

Operating System

CLI
Shell
Kernel
Hardware GuUl

User Interface

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Hardware: The physical part of a computer including underlying electronics.
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Cisco IO0S
Ha3zHaueHue OC

= OnepaunoHHble cuctemsl MK (Windows 8 n OS X) BbinonHAwoT
TexHn4eckne oyHKUUN, 3a CHET KOTOPbIX NPeOCTaBMAKTCS
cnegyrouime BO3MOXHOCTN.

* cnonb3oBaHue MbiLUN
* [1poCcMOTp BbIXOAHbIX AaHHbIX
- BBop TekcTa

= OnepauunoHHas cuctema |OS Ha KommyTaTope nnn MapLupyTusaTope
NO3BOSIAET BbINOMNHATD:

* HaACTPOMKY MHTePJdENCOB;
° BKITHOMEHME (PYHKUMW MapLlpyTU3aumm n KoMmmyTtauun.

= Bce ceTteBble ycTponcTea rno ymosndaxHuto nocrasenstotca ¢ OC I0S

= MoxxHO 06HOBUTL BEPCUIO NN Habop pyHKunn I0S



Cisco IOS
PacnonoxeHue Cisco I0S

OC 10S, xpaHsuwascs Bo chnew-namaTun

= OHeproHesaBucuMas ornepaTuBHas: 6e3 noTepb NPU OTKITHOYEHUN
ONeKTPonuUTaHus

[Tp HEOOXOOMMOCTM €€ MOXXHO N3MEHUTbL UMK nepesanncaTb
MOoXXHO ncnonb3oBaTb AN XpaHEHNS HECKOSbKNX Bepcumn 10S
|OS, ckonupoBaHHaa U3 dorew-naMmaT Ha aHeprosasnucumoe O3Y

O6bem dnew-namaTn n namaTn O3Y onpenenaet oobem |0S,
OOCTYMHbIW ANs1 NCNOMb30BaHUS




Cisco I0S

PyHKunm 10S

Haunbonee 3Ha4YnMbie OYHKLINU, KOTOPbLIE BbIMNOMHATCS UK
NpefoCcTaBnAalTCAa MapLLpyTu3atopaMmm nnnm KomMmytaTtopamu
Cisco, BKSO4YalT B cebs:

Mapuwpyrusayus Kauectso
obcnyxuBaHus
(QoS)

Apnpecauusi Wurepdenc




HOoctyn Kk yctpouctBy CISCO I0S
MeToAa AocTyna K KOHCONu
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Haunbonee pacnpocTpaH&HHble MEeToAbl AOCTYNa K UHTEpdeicy

KOMaHOHOW CTPOKN
= KoHcOonb

= Telnet unn SSH
= MNopTt AUX

alia]n
Cisco

< A

A PREL L TR A R L TR A R e e

-

—

aSaoameaw -
- — - N
——

-

S — e




HocTtyn K ycTtpouctey CISCO I0S
MeToa oocTtyna K KOHCONU

KoHconbHbIN nopT

= [loCTyn K yCTPOWCTBY BO3MOXEH Aaxe Npu OTCYTCTBUN CETEBbIX
YCTPOWUCTB (BHEMOSOCHbLIN JOCTYI)

= TpebyeTcs cneunarnbHbIn KOHCOMNbHbINM Kabernb
= ObecneuymBaeT BO3MOXHOCTb BBOAA KOMaHA, KOHdUrypauum

= TpebyeT HaCTPOMKKM C NCMNOSb30BaHNEM Naposid BO n3dbexaHue
HeCaHKLMOHMPOBAHHOIo AoCcTyna

= YCTPONCTBO HEOOXOAMMO NOMECTUTb B HAAEKHOM MOMELLEHUN,
4TOObI HENb3S ObINO NErko Nony4YnTb AOCTYMN K KOHCONbHOMY MOPTY
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HocTtyn K yctpouctBy Cisco 10S

MeToAabl Aoctyna ¢ uncnonb3osaHuem Telnet,
SSH n noptoB AUX

Telnet

= MeTog ynanéHHoro goctyna K nutepdency komaHgHom ctpoku (CLI) no cetu

= TpebytoTcA aKkTUBHbIE CETEBbIE CMY>KObl N OAWH aKTUBHbLIN HACTPOEHHbIN
nHTepdoenc

Secure Shell (SSH)

= YOaneHHbl BXo4 B CUCTEMY aHanornyeH Bxoay ¢ ncrnonb3oBaHnem Telnet,
OfHaKO npeaycmaTtpuBaeT bonee BbICOKMN YPOBEHb BE30NacHOCTH

= bornee HagéxHasa ayTeHTUdMKauma ¢ UCrosib30BaHNEM Naposngd
= McnonbayeT wndposaHue npu nepenade gaHHbIX

MopTt AUX
= BHenonocHoe nogknwo4yeHune -
= Vcnonb3yeTt TenedOoHHYI0 NMMHNIO [ ‘disco *‘! -

= MoxHo nucnonb3oBarb 0-1 PR e o, . <
KaK KOHCOIbHbIV NOPT e N 1 L TN 1 [ e e
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HocTtyn Kk ycTtpouctBy Cisco I10S

[Mporpammbl aIMynsiLuM TepMMUHana

PuTTY

[TlporpammHoe obecneveHue,
OOCTYNHOE AnS
NOOKNIOYEHUST K CETEBOMY
YCTPOWUCTBY

PuTTY

Tera Term
SecureCRT
HyperTerminal
OS X Terminal

& PuTTY Configuration

Category:
[=- Session
- Logging
[=- Terminal
i Keyboard
i Bel
... Features
[=1- Window
... Appearance
i-. Behaviour
i-.. Translation
. Selection
‘- Colours
[z Connection
i Data
i Proxy
- Telnet
i Rlogin
- SSH
.. Sedal

L2 oS

Basic options for your PUTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port
22
Connection type
| Raw Telhet ) Riogn @ SSH Senal

Load, save or delete a3 storad session

Saved Sessions
Default Settings Ll
| Save |
Delete |
Cose window on ext
) Mhways Never @ Only on clean ext
| | Open Cancel




sl
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HaBurauusa B 10S

Pexxumbl padotbl Cisco I0S

Mepapxunyeckan CTpyKTypa pexumma nitepdgenca KomaHagHON CTPOKHU

Komanga EXEC B nonb3oBaTtenbLCKOM pexume - Router>

ping
show ()
enable

uT.Aa.

Komanabl EXEC B npuBunernpoBaHHoM pexume - Router#

Bce komaHgbt EXEC B nonb3oBaTenbCKkom pexmume
debug KomaHgbl ' :

relogd hostname
configure enable secrect
nT.Aa. ip route

interface ethernet
serial
dsl
nT.A.

router rip
ospf
eigrp
uT.O.

line vty
console
uT.A.

KomaHgbl rmobanbHOW HACTPOUKN ~ Router('config)#

KomaHgb! uHTepdenca -
Router (config-if) #
ip address

ipvé address
encapsulation
shutdown/no shutdown
uT.A.

Komanabl o6paboTunka maplipyTusauum
- Router (config-router) #

network

version

autec summary

uT.a.

KomaHab! NUHUKM -
Router (config-line) #
password

login

modem KomaHab!

uT.4.




Cisco.

HaBurauusa B 10S

OCHOBHbIe peXUMbI

5 NMonb3oBaTenbCKU PeXum
Monb3oBaTensLCKUM pexum paspellaeT BbiNOSHATL OrpaHU4YeHHbI

Kpyr BasoBbix KOMaHa Ans MOHWUTOPUHra.

OrpaHuyeHHas nposepka Takke ero 4acTo Ha3blBalOT PEXMMOM
MapLupyTusaTopa. Y aaneHHbin «TONbKO ANS NPOCMOTPA».
AoCTyn.

Switch>
Router> I

MpuBUnerMpoBaHHbLIN PEXUM

Mny6okasn npoBepka mapLupyTu3aTopa.
YcTpaHeHue Henonagok v TeCTUpoBaHue.
Onepauun ¢ hannamu. Y ganéHHbin

AOCTYyN.

B NpuBunernpoBaHHOM pexume
O YMOMYaHUo MOXHO BbINOMHATL
BCE KOMaHabl Anst MOHUTOPUHTa,
yrpasneHns u n3MeHeHus

KOHdurypauuu. Switch#

Router#
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HaBurauusa B 10S

Pexxum rmob6anbHon KoHdUrypauumm u ero
AOMNOSIHUTESIbHbIE PEXUMbI

MpuBUNernpoBaHHbLIN PeXUM Pexum rnobanbHomn KoHdurypauum n
AONOJIHUTElIbHbI€ PEXNMbI
MpuBUNernpoBaHHbIN pPexum CrpykTypa 3anpoca |OS
ny6okas npoBepka MapLupyTu3aTopa, ycTpaHeHue
Hernonanok u rectuposaHue. Onepauuu ¢ hannamu. Router>ping 192.168.10.5
YaanéHHblin goctyn.
Switch# Router#show running-config
Router#

Router (config) #Interface FastEthernet 0/0

+ Router (config-if)#ip address 192.168.10.1 255.255.255.0
Pexum rnobanbHon KoHduUrypauum

Komarael rnobarnsHon KoHurypaumm.

Switch (config) # 3anpoc n3MeHsieTes Ana HasHauYeHus TekyLlero uHtepdeica komaHaHon ctpoku (CLI).
Router (config) #
Switch>ping 192.168.10.9
¢ Switch#fshow running-config
npyrue peXuMbl Koud)urypau"“ Switch(config)#Interface FastEthernet 0/1
OnpefenéxHble cepBuUchl Unn KoHUrypauum
uHTEpdenca. Switch(config-if)#Description connection to WEST LAN4

Switch (config-mode) #

Router (config-mode) #




HaBurauusa B 10S

[MepeknioyeHue mexay pexumamm I0S

Switch con0O is now available.

Press RETURN to get started.

User Access Verification
Password:
Switch> KOMaHﬂHaH CTPOKa nosnb3oBaTesibCKoro pexmumMma
Switch>enable
Password:
Switch# KomMmaHgHas cTpoka npuBMnernpoBaHHoOro pexuma
Switch#disable
Switch>
Switch>exit

KomaHgHas CTPOKa Nosnb30oBaTtesfibCKOoro pexmma

Il

KommyTaTtop
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HaBurauusa B 10S

[MepekntovyeHune mexay pexumamum lIOS
(npoaonx.)

Switch>enable

switchfconfigure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Switch{config) finterface vlan 1
switch{config-if) fexit
switch{confiqg) fexit
Switch switchfconfigure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Switch{config)fvlan 1
switch{config-vlan) fend
Switchg

switchfconfigure terminal

Enter configuration cormands, one per line.
End with CNTL/Z.

Switch{config)}fline vty 0 4
switch{config-line) finterface fastethernet 0/1
switch{config-if) tend

switchg¢




CTpyKTypa KomMmaHp,

CTpyktypa komaHpg |I0S

Switch>ping 192.168.10.5

s ]-[

Knwoyeroe crnoeo
Unu napamerTp

Switch>show ip protocols




CTpyKTypa KOMaHAbI

CnpaBo4yHoe pykoBoacTBo no komaHgam Cisco 10S

HaBuraums no cnpaBo4yHoMmy pykoBoacTBy Cisco Ansi noucka
KOHKPEeTHOM KOMaHAb!:

N o 0ok~ bd =

[MepenagnTe Ha BEG-caUT WWW.CISCO.com

[lepengnTe Ha BKNnagky «llogaepxka».

Buibepute «CeteBoe nporpammHoe obecneveHune (I0S n NX-OS)».
Buibepute «15.2M&T» (B kKadecTBe npumepa).

Beibepute «CnpaBo4Hble pyKOBOACTBAY.

Bibepute «CnpaBoyHble pyKOBOACTBA MO KOMaHOaM»

BbibepuTe KOHKPETHYIO TEXHOMOIMNIO, KOTOpasi CoOAePXXUT KoMaHay, Ha
KOTOPYIO Bbl CCbINaeTech.

BbibepuTe cchinky cneea, COOTBETCTBYHOLLYO andaBUTHOMY
yKasaTero KOMaHabl, Ha KOTOPYHO Bbl CCbIfaeTeCh.

Haxmute Ha CCbIJ1KY 9TOW KOMaHAb!.
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Cisco.

CTpyKkTypa KOMaHAbI

KoHTekCcTHaA cnpaBKa

KoHTekcTHas cnpaBka

Switch#ecl? MapameTpbl KOMaH:

clear clock e oTobpaxarT CrUCoK KomaHa
WK KIHYEBbIX CIoB,
KOTOpbIE HaYMHAKTCH C

cumeornoe cl
Switch#clock set ? O6bsicHeHune komaHa: |0S
hh:mm:ss Current Time - oTobpaxaeT cnmcok

nocriegyroumnx napameTpos
W nNepemMeHHbIX U
npuBoaAnUT K HAM MNOACHEHUE.

e J

Switch#clock set 19:50:00 ?
<1-31> Day of the month & |
MONTH Month of the year

O6bsicHeHne komaHf ¢
HECKOJTbKMMW NapameTpamu
Unv nepemMeHHbIMK

Switch#clock set 19:50:00 25 June 2012
Switch#




CTpyKTypa KOMaHAbI

[TfpoBepka CMHTaKcuca KoMmaHAabl

Switch#>clock set
% Incomplete command.

Switch#clock set 19:50:00
% Incomplete command.

IOS oTkpbIBaeT coobLueHne crnpaBku,
B KOTOPOM YKa3aHO, YTO B KOHLE
KOMaHAbl HET HeoBXoaNMBIX

| KNKYEBbIX CIOB UMK NapameTpos.

Switch#e
% Ambiguous command: 'c'
A

IOS oTkpbiBaeT cooblueHue cnpaBku,
Korga KoMaHAHbIV npoueccop He
MOXET NPOoYUTaTb HEMNPABUITLHO
BBE1EHHYIO KOMaHAY .

marker.

Switch#clock set 19:50:00 25 6

% Invalid input detected at '*'

A

IOS nokaabiBaeT 3HakK

A

, YTOBLI yKa3aTb MecTo,

' KOTOpOE He MOXET NpoYnTaTh KOMaHAHbIN npoLeccop.




CTpyKTypa KOMaHAbI

[opsiune KnaBuULLU U KNaBULLU ObICTPOro BbIi3OBa

= Tab: 3anonHAeT ocTaBLIYOCA YaCTb YaCTUYHO BBEAEHHOM
KOMaHObl N KITKOYEeBOro CroBsa

= Ctrl-R: noBTOpHO OTODOpaXkaet CTPOKY
= Ctrl-A: nepemellaeT Kypcop B Ha4arno CTPOKK

= Ctrl-Z: BbINONHAET BbIXO4 U3 peXxnma KoHdurypaumm n Bo3spar B
NONb30BaTENBCKUN PEXUM

= CTPEJIKA BHWU3: no3songeT nonb3oBaTern BbIMOMHATb
NPOKPYTKY BNEPE No nocrneaHnmM KomaHgam

= CTPEJIKA BHU3: no3songeT nonb3oBaTern BbIMOHATb
NPOKPYTKY BNEpE no nocrieaHnmM KomaHgam

= Ctrl-Shift-6: no3songaeT nonb3oBaTtento npepsaTtb npouecc [0S
(Hanpumep, ping unu traceroute).

= Ctrl-C: npepblBaeT TeKkyLLy0 KOMaHAy U BbIMOMHAET BbiXod U3
pexuma KoHurypaumm
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CTpyKkTypa KOMaHAbI

KomaHnabl ona nayyvyenumsa 10S

Switch# show version Switch# show flash Switch# show interfaces
|
o3y NVRAM Gnein
namMaTb
OnepauunoHHas cucTema ceTeBoro
B3aWMOEenCcTBUsA
PesepBHbiit
d)gﬁn O”%‘:’i;‘:a“:'b'e UnTepdeiich
Mporpammsl ®aiin Tabnmubi u | koHdurypaLum L
KOHMWrypauum 6ydepsbl
Switch# show processes Switch# show arp
Switch# show cdp neighbors Switch# show mac-address-table
Switch# show vlan
Switch# show running-config Switch# show startup-config

KomaHgb! IOS show npegoctasnaioT MHOpMaLUK O KOHpUIypaLmm, 3KkcnyaTauun n
COCTOSIHUM KOMIMOHEHTOB KOMMYTaTopa Ui MapLupytudatopa Cisco.
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CTpyKTypa KOMaHAbI

KomaHoa «show version»

Router{show version

Cisco ICS Software, Cl900 Software (CL900-UNIVERSALKS-M), Version
15.2(4)M1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright {c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 26-Jul-12 19:34 by prod rel team

ROM: System Bootstrap, Version 15.0(1r)M15, RELEASE SOFTWARE (fcl)

cigcol%4]l uptime is 41 minutes

System returned to ROM by powsr-on

System image £ile iz ""flash0:¢c1900-universalk%-mz.SPA.152-
4.Ml.bin""

Last reload type: Normzl Reload

Last reload reason: power-on

This product contains cryptographic features and is subject to
United

States and local country laws governing import, export, transfer
ana

use, Delivery of Cisco cryptographic products does not imply
third-party asuthority to import, export, distribute or use
encryption,

Router$show version
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2.2 OCHOBHbI€ NPUHUUNbI
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UmeHa y3nosB

Ha3HavyeHue KommyTaTopa

OCHOBHOE BHMUMaHWe OydeT yaeneHo crieayoLwmnm
MyHKTaM.

= Cospanue cetn n3 asyx K, coeanHEHHbIX NOCPEaCTBOM
KOMMYyTaTopa

= HacTtpownka nmeHn kommyTtaTtopa

= OrpaHn4yeHne OocTyna K KoHdurypaumm ycTponucTea
= HacTtpounka 6aHHepHbIX cOObLLIEHNNI

= CoxpaHeHne KoHdurypaumm




UmeHa y3noB

MMmeHa ycTpoUCTB

B cooTBeTcTBUM C pyKoOBOACTBaMW MO 0603Ha4YeHN0 NMEHA

OOMKHbI:

HauYMHaTbLCSA C OYKBbI;
He cogepXaTb Npobesnos;

OoKaH4MBaTbCA Ha OYKBY nnun uudpy;

coaepxaTb TONbKO OYKBbI, UM pbI U TUpPE;

COCTOATb He bonee 4yemM 3 64 cMMBOJOB.

besbIMAHHbIE CeTEBbLIE
YCTPOMCTBA CIIOXKHee
pacrno3HaTtb Ass
nocrnegytoulen
HaCTPOWKN.

KommyTtaTtop




UmeHa y3noB

UmeHa y3noB

CeTteBble
agMUHNCTpaTOpP
bl pacrnosHatoT
YCTpPOMUCTBA MNo
CETN UINnN Yyepes
NHTepHeT
MMEHHO C
NOMOLLIbIO UMEH
y3r0B.

HacTtponka UMEH yCTPOUCTB

KommyTtaTop, 3 atax

KommyTaTop, 2 atax

KommyTtaTop, 1 atax




UmeHa y3noB

HacTponka uMeH y3noB

HacTpouka nmeHu yana

3apanTte uma yana kommyrtaropa B Buae "Sw-Floor-1".
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #hostname Sw-Floor-1
Sw-Flcor-1(confiqg) #

Mms y3ana KoMMyTaTopa HaCTPOEHO.




OrpaHunyeHue goctyna K KOH(uUrypauumsam ycTpomucTs

3awuTa gocTyna K yCTPOUCTBY

HuXe npuBedeHbl TUMNbI Naponew.

= Enable password: orpaHnynBaet 4oCTyn K
NPUBUSIETMPOBAHHOMY PEXUMY

= Enable secret: c LunposaHmnem, orpaHnynBaeT 4OCTyN K
NPUBUSIETMPOBAHHOMY PEXUMY

= Console password: orpaHnymMBaeT 4OCTYN K YCTPOUCTBY,
NCNoMb3ys KOHCOMbHOE CoegNHEeHne

= VTY password: orpaHM4nBaeT 4OCTYN K YCTPOUCTBY MO
npotokony Telnet

NMpumeyvaHue. B 6bonblunHCTBE NabopaTopHbIX paboT B pamkax
OAaHHOro Kypca Mbl UCMoSib3yeM NpOoCTble naponuv (Hanpumep
cisco nnu class).




OrpaHu4yeHune foctyna K KoHhUrypaumsam yCTpomucTB

3awmTta gocTtyna K npuBUNErmnpoBaHHOMY pexumy

= ncnonb3dymnte komaHay enable secret, a He Dornee
PaHHIO Bepcuio kKomaHabl enable password

= enable secret obecneumBaeT NOBbILLEHHbIN
ypOBEHb De30MacHOCTHN, NMOCKOSbKY ANs1 Naporsis
ncnonb3yeTcs WwugposaHue

Sw-Floor-1>enable

Sw-Floor-1#

Sw-Floor-1l¥conf terminal
Sw-Floor-1(config) fenable secret class
Sw-Floor-1(config) #exit

Sw-Floor-1#%

Sw-Floor-l4¥disable

Sw-Floor-1>enable

Password:

Sw-Floor-1#



OrpaHuyeHune aoctyna K KOH¢urypaumsm ycTpoucTB

3awuTa A0oCTyna K Nosfib30BaTeSfIbCKOMY pPeXumy

Sw-Floor-1(config) fline console 0
Sw-Floor-1(config-line) fpassword cisco
Sw-Floor-1(config-line) #login
Sw-Floor-1(config-line) fexit
Sw-Floor-1(config) #
Sw-Floor-1(config) fline vty 0 15
Sw-Floor-1(config-line) fpassword cisco
Sw-Floor-1(config-line) #login
Sw-Floor-1(config-line) #

= Heobxogmmo obecrneuntb 6€30MacHOCTb KOHCOMbLHOMo NopTa
* CHWXaeT BEPOATHOCTb ON3NYECKOIO NOAKIOYEHNST Kabens
K YCTPOUCTBY U NOSy4YeHUs OOCTyna K yCTPOUCTBY
HenpPaBOMOYHbLIMUW NONb30BaTENSAMU

= viy-nnuHumn obecnevnBatoT AocTyn K yctponcty Cisco no
npotokony Telnet
* KOMIMYECTBO NnogaepXmBaembix vty-nmmMHUN BapbUPYETCS B
3aBMUCMMOCTM OT TUNa ycTpomnctea n sepcun [0S
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Cisco.

OrpaHunyeHune gocTtyna K KOHcUrypaumsim ycTpomcTBa

LLindppoBaHue naponeun npu BbIBOAE Ha IKpaH

HacTtponka wudgpoBaHus napons service _
password-encryption

- = Onokupyet
Beeaurte komaHay ana wudpoBaHusa naponen B Buae HesawugpoBaHHOro Tekcra.

Switch(config) fservice password-encryptiocn

Beeaute komaHay ans wudpoBaHus naponen B Buae HesawnpoBaHHOro Tekcra.
Switch (config) fexit

Switch# show running-config
I

<BbIXOAHbIE AaHHble ONYyLlEeHbI=
|

line con 0

password 7 094F471A1A0A

login

|
line vty 0 4

password 7 03095A0F034F38435B49150A1819
login

oTobpaxkeHne naponen
B BUAe obblYHOro
TEeKCTa Npu NpocMoTpe
KOHpurypaumm

Ha3Ha4yeHue aTomn
KOMaHObl —
BGrnokMpoBaTb NPOCMOTP
HernpaBoOMO4YHbLIMU
nosib3oBaTensaMm
naposien B panne
KOHdourypaumm

rnocne Toro, Kak aTa
KOMaHAa BbIMOSIHEHA,
nNpwn yaaneHun cnyxoéol
LnMdopoBaHUS
LndopoBaHue He
OTMEHSAETCS



OrpaHunyeHune goctyna K KOH(uUrypauumsam yctpomucTea

BaHHepHbIe coobLleHus

= BaXHad 4acCTb Cyﬂ,e6Ho|7| OrpaHuyeHune goctyna K ycTpoumctesam — coolLlieHue
npouenypsl B cryyae TeéKyliero AHA
cy,u,e6Horo swl-Floor-1(config) #banner motd #\\This is a secure system. Authorized Access omyu_!{ .
npecriegosaHna nuy, N A
COBepLL”/IBLUMX ﬂaHHaﬂ KOH(bmrypaumsz | | PaspenurernsHblie CUMBOILI HE BXOAAT B 3TO

{ coobLieHue. ‘

He3aKOHHb||7| AOCTyn K NPUBOAUT K NMOSIBNEHUIO

- [laHHOro COOBLLEHMS.
yCTpOVICTBy \ .
doopmMynupoBKa,

Swl-Floor-1 con0 is now available

nogpasymeBatoLlas, YTo
BXO[, B CUCTEMY ABNAETCSH

Press RETURN to get started.

«KenaTtenbHbIMY, T ORI KA S RECEER ayEDen. Sachaviemd
HeanMeHMMa User Access Verification
3a4acTylo MCnonb3yeTc password:

ons cyaeOHbIX Swl-Floor-I>enable

N3BELLEHNIN, MOCKOSIbKY
oTobpaxaeTtcs Ansi Bcex
NOOKIMTHOYEHHbIX
TEepMUHaNoOB

Password:

Swl-Floor-1#




CoxpaHeHune KoHUrypauummn

daunbl KOHUrypauum

CoxpaHeHue u yaaneHue KoHdurypaumm

[Switch#show running-config

A
A

7

AemoHcTpUpyeT Bce \UTC Mon Mar 1 1993
napameTpsbl n |
KOH(bepa}MV‘ B O3Y N | lversion 15.0

; Ha TeKywrn MOMEHT. {no service pad

Texywyto L
KOHUrypauu MOXHO
CKonupoBarthb B
NVRAM.

''''''
W

| <BbIXOAHbIE AaHHble OnyLeHbI>

'Switch#show running-config
{Building configuration...
|Current configuration :

2904 bytes

! Last configuration change at 00:02:32

|service timestamps debug datetime msec
;service timestamps log datetime msec
Ino service password-encryption

[Switch#copy running-config startup-config

= Switch# reload

System configuration has
been modified. Save?
[yes/no]: n

Proceed with reload?
[confirm]

= Startup configuration is
removed by using
the erase startup-config

Switch# erase startup-config

= On a switch you must
also issue the delete
vian.dat
Switch# delete vlan.dat
Delete filename [vlan.dat]?

Delete flash:vlan.dat?
[confirm]
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CoxpaHeHune KoHUrypauummn

3axBaT TekcTa

HyperTerminal: coxpaHeHue AaHHbIX B TEKCTOBbLIN Tera Term: coxpaHeHWe JaHHbIX B TEKCTOBbIN hann
c¢hann

S Tora Term Web 3.1 (=]
[l B8t Setp Wed Contod Window Help
Newconnecson... Aol 41 Goftware (C1041-1PDASERI-N), Version 12 4(11)7, RELEASE A

b 7/vwv cisco. con/techsupport
Send J6 by Cisco Systeas, Inc

- -~ 5 15:20 by prod_rel_teas
Tranafer ’

==  Receive Fie... Charge drectory Version 12 3(8r)T8. RELEASE SOFTVARE (fcl)

-~
_' Pt Axe?  inutes

4 by reload at 01:34:15 UTC Fri Ag

Send Text Fe Dacoest *tlash c1841-1pbasekd-nz 124-11 T (R
e Bt AreQ o [DWlomes eSO 0
i Resume This product comtains cryptographic festures and is sulf (o ey

IStates and local country lavs governing iaport. export
use. Delivery of Cisco cryptographic products does not | %®
third-party suthority to iaport, export. distribute or My Musc
Inporters. exporters. distributors and users are respod My Pcrres

Interface Seri

vt med 4 p— . jconpliance vith U.S. and local country levs. By using § Videos
description rface on the RTA router agree to comply vith applicable lavs and regulations Defadtrdy
ip address ) .255.2585.255.240 to coaply vith U S, and local lavs, return this product
no ip directed-br rqd ast A sunsary of U S lavs governing Cisco cryptographic pd
—-More—- Fie rame W'— Opans
L

alias exec stop relcad
alias exec ¢ copy run stare
'

line con O
password cisco
legin

B ceaHce paboThl ¢ TepMUHaNom:

B ceaHce paboTbl C TepMUHANOM:

1. HauyHuTe npouecc 3axsarta TekcTa

2. Beegute komaHay show running-config
3. OcraHoBuWTE npouecc 3axsaTa TekcTa

4. CoxpaHuTe TEKCTOBbLIV haiirn.

1. Bovgute B cucremy
2. Beegute komaHay show running-config
3. BakpoiTe KOMaHAHYK CTPOKY



2.3 CxeMbl agpecauunm
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NMopTbl M appeca

IP-agpecaunsa B OonbLINX ceTAX

= Bce okOHeYHble YCTponCTBa 2 x|
B CETU Heobxoammo General |
HaCTPOUTb C
ucronb3oBaHveM IP-agpeca %“;:‘&.Po‘:@f‘m;ﬁ;“ﬂ s idisgaibysa v

- CTpykTypa IPv4-agpeca N
Ha3blBaeTca 0ecssmuyHou ¢ C Obtain an IP address automaticaly
pasoernumeribHbIMU @ Use the folowing IP address
mo4yKamu IP addvess: | 12 168 . 1 1

= |P-agpec, oTobpakaembin B Subnet mask | 255.255. 2%, 0
NEeCATUYHON HOTaLUW, Defauk gateway [V 168 1 . 99
COOEPXKNUT YeTbIpe
OECATUYHbIX Y1Cna B e O
ananasoHe ot 0 go 255 (& Use the folowing DNS server addesses

. Hapﬂny c IP-agpecom Takxke Prefesred DNS seever | 17216 . 55 . 150
TpebyeTca ykasaTb MacKy Altemate DNS secver | 17216 . 55 . 200
NOaCETH

- |P-agpeca MOXHO Ha3HaYUTb |
N pnanyeckum rnoprtam, u
BMPTYarnbHbIM MHTEpdencam = Ca




NMopTbl M agpeca

UHTepdhencobl n nopThl

CeTeBoi 06MeH AaHHbIX onpeaensaeTca nHTepdencamm oKOHEYHbIX
NoNb30BaTENbCKUX YCTPOWMCTB, MHTEpdencaMmn ceTeBbiX YCTPOMUCTB 1 Kabensamun, npu
MOMOLLM KOTOPbIX OHN COEANHSAOTCS

CyLecTByeT HeCKOMbKO TUMOB CPef Nepedayn AaHHbIX: MedHble kabenn Ha ocHoBe
BMUTOW Napbl, ONTOBOIOKOHHbIE Kabenn, KoakcuarnbHble kabenun nnu 6ecnpoBoaHble
coenHEeHus

PasHble Tunbl cpen nepegayvn aaHHbIX OTINYAKOTCA XapaKTepHbIMUA beHKLI,VIFIMI/I 7
npenmMmyLlecTtBamMu.

Cetb Ethernet aBnsieTca Hanbonee pacnpocTpaHEHHbIM TUNOM fiokanbHon ceth (LAN)

[NopTkl Ethernet pasmellieHbl Ha OKOHEYHbIX NOMb30BATENBCKUX YCTPOUCTBAX,
YCTPONCTBaxX KOMMYyTaLMN U OPYrnMX CETEBbLIX YCTPOMCTBAX

KommyTatopsl Cisco I0OS ocHalleHbl (ou3ndeckumm noptTamu Ans NOAKNI0YEHUs K
YCTPOUCTBAM, HO TaKXe UMEKT OOMH UMM HECKONBbKO BUPTYanbHbIX MHTEPGENCOB
KoMmmyTatopa (MHTepdgencel SVI — 6e3 dmsndeckoro annapatHoro obecnevyeHunst Ha
CBsI3aHHOM YCTPOMCTBE; CO30atl0TCs B paMKax nporpamMmMHoro obecneyeHms)

NHTepdencol SVI npegoctaBnaoT cnocob yaanéHHOro yrnpaeneHns KOMMyTaTopoOM Mo
cetu




Appecauus ycTtpoucTB

HacTtpouka BuptyanbHOro nHtepgenca kKommyrtaropa

Switch#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Switch (config) #interface VLAN 1

Switch(config-if)#ip address 192.168.10.2 255.255.255.0
Switch (config-if) #no shutdown

= |P-agpec: Hapsay C MacKom noaceTn BbINOMHAET POrb YHUKANbHOIO
naoeHTndmnkaTopa OKOHEYHOro YCTPOMCTBA B paMKax CETEBOrO B3anMOAENCTBUS

= Macka noaceTu: onpegensert YacTb bonee KpynHom ceTn, kotopast byaet
ncnonb3oBaTtbcs |IP-agpecom

= interface VLAN 1: pexxum KoHdurypauum nHtepgenca

= ip address 192.168.10.2 255.255.255.0: BbINONHAET HAcTpounky IP-agpeca u
MacKun nogceTn KommyTartopa

= no shutdown: BkntoyYeHne nHTepderica c npaBamMmu agMMHUCTpaTopa

= Ha kommyTaTope no-npexHemy TpebyeTtcsa HacTpouTb dpusndeckne noptbl n VTY-
NNHUN, YTOBLI BKNIOYUTL PYHKLMN yOanEHHOIo ynpaBneHus



Appecauumsa yCTPOUCTB

HacTtpouka IP-agpecoB Bpy4HYI O5151 OKOHEYHbIX
YyCTPOUCTB

Appecauusi OKOHEeYHbIX YCTPOUCTB

Local Area Connection Properties :
Genesal |

2ix

Conrect uting:
| B IntellR) PRO/100VE Network Connection

Components checked ae used by ths connection:
¥ B Chont foe Micsosolt Netwosks

i o File and Printer Shating for Mictosoft Networks
v

—— =

Beeaute criegyolme agpeca ans
PYYHBIX CTATUYECKUX HA3HAYEHWUIA:

Internet Protocol (TCP/IP) Properties  ET Y|
Genesal I

You can get IP seltings sssigned sealy # your netwodk support
this capability. Otherwese, pou need to ask your network administrator for
the appropiiate IP seltings.

IP-afpec < ——
Macka nofceTy <=
LUIMH03 N0 YMONUaHUK <=

" Obtain &n IP addiess automatically
(% Usa the followng P addess
IP address: 192 .168 . 1 1 l

Subret mask: | 255 .255.2%. 0

Dolauk gateway. 192.168. 1 . 99
€ Oblain ONG server addess 55 -
(5 Use the following DNS server addresses
Prefesrad DNS server |172 16 . 55 . 150
Alternate DNS server '172 16 .55 . 200

[ ok ] oo |

e




Aapecauma yCTpOUCTB
ABTOMaTM4yeckana HacTtpouka IP-agpecoB ans
OKOHEYHbIX YCTPOUCTB

Ha3zHa4yeHue guHaMu4eckKkux agpecoB

Genecal | Ahemate Configusation

You can get IP settngs assigned automatically f your nebtwork supports
this capabilty Dtharwise, you need to stk pour natwork. adminislator foo
the appropaate IP settngs

Internet Protocol (TCP/IP) Proper ties B2%]

® Dbtain an IP addess atomaticaly <
() Use the lcliowng IP address

(5) Obtan DNS server addess sutomatically
(O Use the lollowng DNS server addresses

ok __J[ cancel |

|
|

OTO CBOWCTBO HACTPOUT
YCTPOWCTBO AS151 aBTOMATU4ECKOro
nonyyenus IP-agpeca.




Aapecauua yctpoucTB

KoHdnukrtbl IP-agpecoB

Network Error | x|

Windows has detected an IP address conflict

Another computer on this network has the same IP address as this computer. Contact your network
administrator for help resolving this issue. More details are available in the Windows System event log.

Close




NMpoBepka NnoaKmn4YeHUs

MpoBepKa agpeca o6paTHOU CBA3U HA
OKOHEYHOM YyCTPOMUCTBE

NMpoeepka nokansHoro TCP/IP-cTeka

IOxo-TecTupoBaHune
NoKasbHOro yana
NOATBEPXKAAET, YTO NPOTOKOS
TCP/IP ycraHoBneH u
UCrpaBHO PYHKUMOHUPYET Ha
afiantepe nokarnbHOWn ceTu.

© L Local Area Connection Properties

§ C:>ping 127.0.0.1

OtnpagBka axo-3anpoca no IP-
agpecy 127.0.0.1 npuBenér K
TOMY, YTO YCTPOWCTBO
CaMOCTOSITENbHO BbIMOMHUT
3X0-TeCTUpOBaHMe.

%]

General | Authentication | Advanced

Connect using

B9 VIA Rhine Il Fast Ethemet Adapter _

This connection uses the following items

W %™ Network Monitor Driver
| %= Intemet Protocol (TCPAP) | L

< >

__losal. J |

| [ Unnstal

¥ B 005 Packet Scheduler 7 |~

Properties |

Description

Allows your computer to access resources on a Mictosolt
network.

[¥] Showt icon in notification area when connected
[¥] Notify me when this connection has limited of no connectivity

[ ok ][ Ccancel

]
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NMpoBepka noaKn4YeHUs

[poBepka Ha3Ha4YeHUs UHTepdgenca

Sl¥show ip interface brief

Interface 1p-rddress OK? Method status Protocol
FastEthernet0/1 unassigned YES manual up up
FastEthernet0/2 unassigned YES manual up up
<output omitted>

wlanl 1%92.168.10.2 YES manual up up

S2¢show ip interface brief

Interface 1p-Address 0OK? Method status Protacol
FastEthernetD/1 unassigned YES manual up up
FastEthernet0/2 unassigned YES manual up up
<output omitted>

wlanl 1%2.168.10.3 YES manual up up
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NpoBepka noaKn4YeHUs

[lpoBepkKka CKBO3HOro nogkno4veHus

C:\>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.
Reply from 192.168.10.
Reply from 192.168.10.

Reply from 192.168.10.

2: bytes=32 time-838ms
2: bytes=32 time-820ms
Z: bytes=32 time~883ms
2: bytes=32 time-828ms

Ping statistics for 192.168.10.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
spproximate round trip times in milli-seconds:
Minimum = 820ms, Maximum = 883ms, Average = 842ms

C:\>ping 192.168.10.11

Pinging 192.168.10.11
Reply from 192.168.10.
Reply from 192.168.10.
Reply from 192.168.10.
Reply from 192.168.10.

with 32 bytes of data:

11: bytes=32 tire-838ms
11: bytes=32 time=-820ms
11: bytes=32 tire-~883ms
11: bytes=32 tire=-828ms

Ping statistics for 192.168.10.11:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
spproximate round trip times in milli-seconds:
Minimum = 820ms, Maximum = 883ms, Average = 842ms

Cry>

TTL=35
TTL=35
TTL=36
TTL=36€

TTL=35
TTL=35
TTL=36
TTL=36
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HacTtpouka onepauMoHHON CUCTEMbIl CETEBOro B3aMmmMmoaencTBus

'maBa 2. 3aknr4veHue

= [loctyn Kk cnyxbam, npegoctasnsembim Cisco 10S, ¢ nomoLubo nHTepdenca
komaHaHou cTpoku (CLI)

* [OOCTYMN OCYLLECTBNAETCHA NOCPEeaCTBOM KOHCOMbHOro nopta, nopta AUX
nnun no npotokony telnet nnn SSH

*  MOXET BHOCUTb U3BMEHEHUSI B KOH(Urypauum yCTPOUCTB Nog
ynpasneHunem Cisco 10S

°  CETEeBOW crneumannct JOIMKEH OCYLLECTBNATbL HABUraLmio rno
pasnnyHbiM nepapxuyeckum pexmmam 10S

= KoMMyTaTopbl U mapuwpyTtusaTtopbl Cisco IOS nogaepxmBatoT aHanNoOrmyYHyro
onepaumoHHYI0 CUCTEMY

= [NpencrasreHbl CXo4HbIE HACTPOMKK ycTpoucTBa kommyTaunm Cisco 10S
* HacTpoWKa MMeHM
* OrpaHu4veHne OocTyna K KoHurypauum ycTpomcrea
* HacTpouka 6aHHEpPHbLIX COODLLEHNI
* COXpaHeHue KoHpUurypaumm



HacTpounka onepauMOHHOU CUCTEMbI CETEeBOro B3aumMoaeucTBusA

'maBa 2. 3aknr4veHue

.

\

User EXEC Command-Router>

ping

show (limited)
enable

eto.
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HacTpounka onepauMOHHOU CUCTEMbI CETEeBOro B3aumMoaeucTBusA

'maBa 2. 3aknr4veHue

Privileged EXEC Commands-Routerf
all User EXEC commands
debug cormanas

reload Global configuration Commands-Router (config) #
configure hostname
etc. enable secrect

ip route

interface ethernet . Interface Commands-Router (config-if)#

serial ip addreas
asl ipvt address
etc. encapsulation
shutdown/ no shutdown
etc.
router rip Routing Engine Commands-Router (config-router)#
ospf network
eigro Version
enc. auto SummsEry
etc.
line vty Line Cammands-Router (config-line)#
console password
etc. login

modem commanads
eto.
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