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* PUCKM BTOPXXEHUN B CETb
* ICTOYHNKN BTOP>KEHUWU B CETb

» CounoTexHmka n ULLINHF



Pucku BTOp>XeHUU B CeTb

KomnbloTepHble CETU — KaK NPOBOAHbIE, TaK U OeCnpoBOAHbIE — CTPEMUTENBHO
NPUXOASAT B MOBCEAHEBHYIO W3Hb. IHAMBMAYanbHbIE NoNb3oBaTenu u
opraHusauun B paBHOW Mepe 3aBUCAT OT HaZleXXHOM paboTbl KOMMbIOTEPOB U
ceTel B TaKMX 3aJadvax, Kak areKkTpoHHas no4Ta, y4eT, opraHn3aLnoHHoe
yrnpasneHue un pabota ¢ dpannamu. HecaHKLMOHMPOBAHHOE BTOPXXEHME B CETb
MOXET NMPUBECTU K Ype3BblyaliHO 3aTpaTHbIM NepebosiM 1 noTepe LeHHbIX
pe3ynbTaTtoB paboThl. ATaka Ha CeTb MOXET UMETb pa3pyLUMTENbHbIE
NocneacTBus C NOTEpeln BPEMEHU N AeHer B pe3ynbrate NoBpeXaeHUs unm
XULLIEHUS BaXXHOW MHAOpMaLMK U pecypcoB.

3J'IOYMbILUJ'IeHHVIKM MOTYT NOJTY4UTb AOCTYN B CETb, SKCMIyatnpysa yA3sBMuMOCTU B
Mo, dTaKky4 o6opy,q03aHV|e UIin gaxxe UCnosb3yd Takme n3sdlliHble NMpmueMbl, Kak
yragbiBaHne 4y>oro MMeHu nosb3oBaTtend 1 napon4. 3ﬂ0yMbILLIJ'IeHHVIKVI, KOTOpPbIE
nony4yarT OOCTYMN, USMEHAA nporpaMmmMmHoe obecne4yeHue nnm SKCrnyatTnpys
yA3BMMOCTU B rnporpaMmmHOM obecneyeHun, 4acTo MMEHYIOTCA XaKepaMMn.

Xakep, nony4ymBLUINK OOCTYN B CETb, CPa3y CTAHOBUTCS MCTOYHUKOM YETbIPEX
BWOOB yrpoa3:

XULleHne nHgopmaumu;

XULLEHNE NUYHBIX OaHHbIX;

YHNUTOXEHNE/M3MEHEHNE OaHHbIX;

HapyweHne paboTbl.



XuweHue nHhopmMmaumnu

[TPOHMKHOBEHME B KOMIMbBIOTEP A5 MONyvYeHnd
KOH(puaeHUumnanLHon nHpopmaumu.

OTa nHdopmauusa MOXeT ObITb MCNONbL30BaHa Unu
npofdaHa C pasnuyHbIMU LEensamu.

[Mpumep:

XuLlieHne KoHuaeHummanbHON NMHdopmaLmu,
npuHagnexalien opraHmsauum, Hanpumep,
CBEOEHNN O HAay4YHO-TEXHUYECKMX pa3paboTkax.



[MToTeps AaHHbIX 1 MAHUNYNALUN C

HHMIM)BGHVIG B KOMMbIOTEP C LESIb0 YHUYTOXEHUS
NN N3MeHeHns 3anmcen gaHHblX. lNpumepsl notepn
OaHHbIX:
nepenadva supyca, popmMaTUpyOLLLEro XXeCTKUN OUCK
KOMMbloTEpa.

[MpMepbl MaHUNYNAUMA C AaHHLIMW: MPOHUKHOBEHNE B
CUCTEMY XPaHEHMA MHJOPMAaLMN C LieSTblo NU3SMEHEHUS
Kakux-nnmbo OaHHbIX, Hanpumep, LUeHbl n3genvs.



XUlleHune nepcoHanbHbIX AaHHbIX

Bug xmweHunsa nHgpopmauum, npu KOTOPOM KpagyTcd
NMNYHbIE OaHHble A9 UCNOMNb30BaHUS 3TUX AAHHbIX
C uenbto obmaHa. C ncnonb3oBaHMEM 3TOMN
NHPOPMaLNKM HYeSToBEK MOXET MONy4nTb
lopuanyeckne JOKYMEHTbI, NogaTth 3adBfieHMe Ha
KpeauT 1 coBepluaTb HeCaHKLMOHNUPOBaHHbIE
nokynku vyepes VHTepHerT. [Npobnema xuLieHnd
NepCcoHarnbHbIX AaHHbIX NPOAOIHKAET 00OCTPATLCS,
a (pMHaHCOBbLIE NOTEPM COCTABNAT MUNNMapabl
O0onnapos B rof.



OTKas B
Nuwesue saperncrQGILY MM B MU

BO3MOXHOCTHU OOCTYMNa K ycJiyram, KOTOpbIMAN OHU
MMEKOT MNMpPaBo MNMOJIb30BATbCA.



BHelwHMe yrposbl

BHeLUHWe yrpo3bl UICXOAAT OT NULL, HaxXoOsLWMXCs 3a npeaenamMmm opraHn3aumm u
He obnagaroLLnX CaHKLMOHUPOBAHHBIM AOCTYNOM K KOMMNbIOTEPHBIM CUCTEMAM Y
cetaMm. B aTom cnyyae ataku coBepluatoTcsl rmaBHbIM 06pa3om u3 MIHTepHeTa,
no 6ecnpoBOAHbLIM CETSM UIK Yepe3 CepBeEPbl KOMMYTUPYEMOrO AOCTYnNa.



BHyTpeHHUe yrposbl

BHyTpeHHMe yrpo3bl UICXOLAT OT Nnosfib3oBartenemn, MMerLwmx oomumarnbHO paspeLleHHbIn 4OCTYN B
CETb C YYETHOW 3annCbI0 U PU3NYECKNIA OOCTYN K ceTeBoMy 060pya0oBaHMI0. 30YMbILLIIEHHUKN,
aTakylLme CeTb N3HYTPU, 3HAKOMbI C BHYTPEHHEN NOMNTUKON K nepcoHanom. Kpome Toro, oHu
0ObI4YHO 3HAIOT, Kakast UHGopMaUKns NpeacTaBnseT LEHHOCTbL U Hanbonee ya3BMMa, a Takke — Kak
NONy4YNTb K HEW OOCTYnN.

OpHako He Bce aTaku ABMAKTCS NpeaHaMepeHHbIMU. B HEKOTOPbLIX Criyyasix, BHYTPEHHSS yrpo3a
NCXoanUT OT JOBPOCOBECTHOIO COTPYAHUKA, KOTOPLIN, HAXOAACH 3a NpeAenaMy KoMnaHum, cTan
XXepPTBOW BMpYyCa UMK HapyLLeHus 6e30nacHOCTU U, BNOCNEACTBMM, HEOCO3HAHHO NPUHEC 3Ty
Yrpo3y BO BHYTPEHHIOK CETb.

MHorne KomnaHun 3aTpavymMBaloT 3HaYUTENbHbIE PECYPChl Ha 3aLUNTY OT BHELLUHUX aTak, XOTS
OONbLUMHCTBO aTak UCXOAUT U3 BHYTPEHHUX NCTOYHUMKOB. CornacHo gaHHbIM PBP, BHYTpEHHUN
OOCTYN N HapyLleHne pernameHTa nofib3oBaHNA KOMMNbOTEPHbIMU cucTeMamMmn — npudnHa 70%
N3BECTHbIX HapyLleHu B 0brnactn nHdopMaunoHHoU 6e30nacHOCTH.



CounotexHuka n (oULLINHr

MaHunynsaumnsa gpyrumm niogbMmn octaeTcs Ans 3NnoyMbILUIIEHHUKOB OAHUM M3 NPOCTENLLMX cnocoboB
noslydeHna OocTyna Kak U3HyTpu, Tak 1 n3sHe. LLIMpoko pacnpocTpaHeHa npakTuka akcniyarayum
NMCUXONTIOrMYEeCcKnx crabocten, Ha3biBaemMasi COLMOTEXHUKOMN.

CoumnoTexHuka
CoumoTexHMKa — UCMNosb3oBaHMe BHELWHUX (hakTOpOB 4S5 BINAHUSA Ha NoBeaeHue rpynnbl niogen. B KoHTekcTe
KOMMNbIOTEPHON U ceTeBon 6e30MacHOCTM NOA COLIMOTEXHUKON NOHMMAOTCS pasfiMyHble NpUeMbl BBEAEHUS B
3abny>xaeHne BHyTPEHHUX Nofib3oBaTterien ¢ nogTankMBaHMEM K BbIMOMHEHWNIO onpeaeneHHbIX 4eACTBUN Unun
pasrralleHnio KOHpuaeHUMansHou NHopmaumn.

B pe3ynbrarte 3J1I0yMblLLUTEHHUK Yepe3 Henogo3peBatoLlnXx BHYTPEHHUX nonb3oBartenemn noJsiydaeT AOCTYyn K
BHYTPEHHUM pecypcCaM 1 JIMYHbIM JaHHbIM, HAQrpuMep, OaHKOBCKNM peEKBU3NTaM 1 NapoJiaMm.

ATaKkn C NpUMEHEHNEM COLMOTEXHUKM
BO3MOXHbI Briarogapsi Tomy, 4YTo
Nonb30BaTENM 4YacTo ABMAKTCA CaMbIiM
cnabbliM 3BEHOM B CUCTEME
6e30nacHOCTU. 3M0YMbILLNEHHUKN,
NPUMEHSIIOLLME COLMOTEXHUKY, MOTYT
HaxoAUTbCA Kak BHYTPW, TaK 1 3a
npegenamMmm opraHMsauum, 0gHaKko 4yalle
BCEro OHWN HE KOHTAKTUPYIOT C XKepTBaMu
NNLOM K fnLy.

Tpu Hanbonee pacnpocTpaHeHHbIX
npMeMa CoLMOTEeXHUKN:
BbIMbILNEHHbIXA Npeanor, hULWKHI 1
BULLMHTF.



CounotexHuka n (oULLINHr

BbIMbILWNEeHHbIW Npeanor

OgHon 13 popm COLMOTEXHUKN SBAAETCHA NCMNOSIb30BaHME BbIMbILLIIEHHOMO npeanora,
no0yXxaaroLLero XepTay pasrinacutb MHOPMaLMIO U BbINOMHUTL OnpeaesieHHoe
aencteue. KoHTakT ¢ kepTBon 0ObIYHO ocylecTBNseTcs no tenedoHy. [laHHbIn Npuem
apdeKkTMBEH B TOM Crlyyae, eCrnn 3royMbILUSIEHHUKY YOaeTCcs 3aBageTb 40BEPUEM
CBOEW Lesin Unu XepTBbl. 31TI0YMbILLNEHHUK BO MHOTUX CIlydasix U3HadarbHO AOIKEH
pacnonaraTb HEKOTOPbIMU 3HAHUSAMU U HabngeHnaMmn. Hanpumep, ecnu emy
N3BECTEH HOMEP CYETA XEePTBbl, OH CMOXET BOCMNONb30BaTbCA 3TON MHG OpMaunen ans
BXOXOEHUSA B [OBepUE K xXepTBe. [ocre aToro BblyauTb JOMNOSTHUTENBHY MHpOopMauuIo
byneT npotue.

PuUnHr

dunwimHr npeacrasnaeT cobom dopmy COLUMOTEXHUKN, B KOTOPOU 310YMbILLITEHHUK
MacKupyeTc4a nog NIErMTUMHYI BHELLHIO opraHu3auunto. KOHTakT ¢ XXepTBon oULLIMHIa
OObIYHO MPOUCXOOMNT NO IMEKTPOHHOM NMoyTe. 3I0YMbILLIIEHHUK MOXET 00paTUTbLCS C
NpoCcbLOON YTOYHUTL OnpeaerieHHble PEKBU3UTDLI, HAaNpuUMep naponu nim nmeHa
nonb3oBaTtenen, BO n3bexaHne KpamHe HexernarteribHbIX NOCNeacTBun.

BuwuHr / tenecoHHbIN pULLINHT

BuwunHr — HoBaga oopmMa COLMOTEXHUKN, OCHOBaHHaA Ha ucnosnb3oBaHun IP-tenedoHnu
(VolP). HenopospeBatowmn nosib3oBaTenb nonyvaeT coodbLleHne ronocoBon NoYThl C
yKa3aHueM rnepe3BoHUTb Ha HOMeEpP, NpuHagnexawmm nermTMMHoOn cny>xde 6aHKOBCKOro
camoobcnyxumBaHus. OgHaKo pasroBop nepexsaTbiBaeTCA MOLLUEHHMKOM, BO BradeHuUn
KOTOPOro okasblBatoTCs HOMepa 6aHKOBCKMX CYETOB M Naposiv, coodbLlaemMble no
TenedoHy Ona NpoBepPKN.



CouunorexHunka n (OULLNHI
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