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TexHonormn nepegayv gaHHbIX B
rnobanbHbIX CETAX

MeTyxoB AHApen
petand@Ilvk.cs.msu.su
AHTOHEHKo Butanmnmu
anvial®@lvk.cs.msu.su
KOMHaTa 247
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TunnYHbIE NPOTOKOJ1bl KaHA/IbHOIo
ypoBHA B WAN

PPP, HDLC
Leased Line: _a - %

Frame Relay, X.25, ATM
Telco
Packet Switching: —@L I;Q‘ri"\)’l'dcgr 1@
PPP, HDLC
POTS or ISDN
Circuit Switching: Service
- Provider.

Ethernet

Telco
Metro Ethernet: _ Service _@
N Prowder

PPPoE, PPPoA, Ethernet

3 dband (I:DSbIT Internet "
roadband: Foie Servi
. Provider —L P;C/i:;:_eer ) ’
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O630p Frame Relay

KommyTaTtop
Frame Relay

F@— CSU/DSU

<

|
ICND20GR_87

Frame Relay pa6otaet 3aech

- CepBM1C, OPUEHTUPOBAHHbIM Ha COeAUHEHME
- CoeauHeHMe - BUPTYaJibHbIM KaHan
3
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CteK Frame Relay

Mopaenb OSI Frame Relay
MpunoxeHuwn
e BUT-OpMeHTMpPOBaHHbIN
« be3 KoHTpons owmnbok | TPeACTaBneHus
« NBMA Ceccum
TpaHCNOPTHLIN
CeTeBOM IP/IPX/AppleTalk, etc.
KaHanbHbIN
EIA/TIA-232,
dusnyecknu EIA/TIA-449, V.35,
X.21, EIA/TIA-530
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TepmuHonormna Frame Relay
PVC

MapuwpyTusatop A

DLCI: 100 MapuwpyTtusatop B

. CIR T DLCI: 200

100 = Active
« FECN =1 400 = Active 2t
e BECN : —_—
e DE Cbﬂar DLCI: 400 ' NokanbHas

netnda =

64Koutic

JlokanbHanA
neTna =
T1
PVC ) )
" NokanbHas
DLCI: 500 e
. 64Koutic ,

ICND20GR_88

MapuwpyTtusatop C
5
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OTtobparkeHne Frame Relay agpecos B IP

< >
DLCI: 500 PVC = 10.1.1.1
CSU/DSU ol
Inverse ARP or
v y Frame Relay Map
Frame IP ?6'
Relay | PLC!(500) (10.1.1.1) :

- LMI ucnonbsyetca ana nonyvyeHma DLCI oT noKasnbHOro KOMMyTaTopa
Frame Relay

- Inverse ARP ucnonb3yetca gnsa otobpaxeHua nokaaoHoro DLCI Ha IP
aZpec yaaneHHoro MapLipyrtmsartopa 6
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CurHanbHbiM NnpoTokon Frame Relay

DLCI: 500 PVC ) 10.1.1.1

CSU/DSU
LMI
500 = Active \
400 = Inactive

DLCI: 400 PVC
Keepalive g
OyHKUMM LMI:

e [loaaeprkka cocTosaHMA coeanHeHna Yyepes keep-alive coobLueHms
e Inverse ARP
e Co3pgaHune SVC
7
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Inverse ARP u LMI (1 13 2)
o " Frame Relay
DLCI'100 i E%
172.168.5.5 172.168.5.7
e MpoBepka cTaTyca > < MpoBepka cTaTyca e

Local DLCI 100=Active Local DLCI 400=Active
—0 © >
o Mpueet! A -172.168.5.5 >

001G_094
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Inverse ARP u LMI (2 13 2)

, DLCI=100 _I DLCI—400
172.168.5.5 172.168.5.7

anBeT' FI - 172 168 5.7

Frame Relay Map o
172.168.5.5 [DLCI 400 |Active

Frame Relay

e Frame Relay Map

172.168.5.7 |DLCI 100 |Active
Mpuset! A -172.168.5.5

6 2 >

o Keepalives ’| |<Keepalives o

9
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KommyTauma Frame Relay
Bua co ctopoHbl npoBamaepa

CeTb npoBaiigepa

\_TOK1.3.4=MEL1.2.9

Cuatein SYD9.4.75KY05.3.2

% . MEL1.2.9=TOK1.3.4

MenbOypH

TOKHO

_/KY05.3.2=SYD9.4.7 %

Kuoto

ICND20GR_96
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KommyTauma Frame Relay

Bua co cTOpOHbI aboHEHTa

\ e ——

# CeTb npos_qﬁggga
Cunxen DLCI 112/ //,~“ ‘ﬁaax,_

,«""7._7‘ !
.,". \\

DLCI 114

"DLC|411'IiiiiI|

Toxuo

Menbﬁyp#%

DLCI 211 @

Kunoto

001G_097
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ba3oBaa HacTpomka Frame Relay

Cisco IOS Release Cisco IOS Release
12.0 Router Prior to 11.2

Q000000000000
CIOCOCCCIOICCICIC)
Q00000000000
OOOOOCICICIOOCI0

| DDDDDl\
CICICICIC]

interface Seriall interface Seriall

ip address 10.16.0.1 255.255.255.0 || ip address 10.16.0.2 255.255.255.0
encapsulation frame-relay encapsulation frame-relay
bandwidth 64 bandwidth 64

frame-relay lmi-type ansi

001G_099
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HacTponKa cTaTM4EeCKOro oTobpaXKeHMS
aJlpecos

DLCI = 110

DLCI =100
IP Address = 10.16.0.2/24

interface Seriall

ip address 10.16.0.1 255.255.255.0
encapsulation frame-relay

bandwidth 64

frame-relay map ip 10.16.0.2 110 broadcast

001G_101

13
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HacTtpomnKa sub-uHTepdemncos

- Point-to-point
o Sub-uHTEpdEUCHI BeayT cebs Kak Point-to-Point.

« Kaxkabim point-to-point sub-uHTEpdENC AoNKEH BbITb B OTAENBHOM
noaceTw.

e Point-to-point ucnonb3yetca B Tonosaornax tMna «3se3ga.
- Multipoint
o Sub-uHTEpdEUCHI BeayT cebst Kak NBMA.

o DKOHOMAT aApeCcHOEe NPOCTPAHCTBO, TaK KaK HaxoAATCA B OHOM
noaceTu.

o Multipoint ucnonb3yeTtcs B TONoNOrMsax TMna «noJHOCBSA3HbIX rpad»
UM «4aCTUYHO CBA3HbIU rpad>.

14
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HacTtpomnka sub-uHtepdemncos
Tun Point-to-Point

10.17.0.1

interface Serial0
no ip address
encapsulation frame-relay
!

interface Serial0.110 point-to-point
ip address 10.17.0.1 255.255.255.0
bandwidth 64

frame-relay interface-dlci 110

!

interface Serial0.120 point-to-point
ip address 10.18.0.1 255.255.255.0

bandwidth 64
frame-relay interface-dlci 120

ey |
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HacTtpomnka sub-uHtepdemncos
Tun Multipoint

interface Serial2
no ip address
encapsulation frame-relay s2.1=10.17.0.4/24
!
interface Serial2.2 multipoint
ip address 10.17.0.1 255.255.255.0
bandwidth 64
frame-relay map ip 10.17.0.2 120 broadcast
frame-relay map ip 10.17.0.3 130 broadcast
frame-relay map ip 10.17.0.4 140 broadcast

001G_105
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[lpoBepKa pa6oTbl FR (1 13 5)

Router# show interfaces type number

MoKka3sbiBaeT MHPopmayuto o Frame Relay DLCI u LMI

Router# show interfaces s0
Serial0 is up, line protocol is up
Hardware is HD64570
Internet address is 10.140.1.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation FRAME-RELAY, loopback not set, keepalive set (10 sec)
IMI enq sent 19, LMI stat recvd 20, LMI upd recvd 0, DTE LMI up
IMI enq recvd 0, LMI stat sent 0, LMI upd sent O
IMI DLCI 1023 1IMI type is CISCO frame relay DTE
FR SVC disabled, LAPF state down
Broadcast queue 0/64, broadcasts sent/dropped 8/0, interface broadcasts

Last input 00:00:02, output 00:00:02, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo

Output queue 0/40, 0 drops; input queue 0/75, 0 drops
<Output omitted>

17

e 1 HNEwE 1 IRUE 0 1 IR Y ! IEWE | HEUE

l



iy | 1 | | LIS J | BEI

BN

[ipoBepKa pa6oTbl FR (2 13 5)

e

Router# show frame-relay lmi [type number]

OTo6paxkaeT cTaTUCTUKY LMI

Router# show frame-relay
1mi

LMI Statistics for
interface Serial0 (Frame
Relay DTE) LMI TYPE = CISCO
Invalid Unnumbered info O
Invalid Prot Disc O
Invalid dummy Call Ref O
Invalid Msg Type O
L Inualid Status Massage 0

Invalid Lock Shift 0
Invalid Information ID O
Invalid Report IE Len O
Invalid Report Request 0
Invalid Keep IE Len O

1§ ||| jum| StgkusEng. Senfy | IRUE 0 1 IR
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[lpoBepKa pa6oTbl FR (3 13 5)

Router# show frame-relay pvc [type number [dlci]]

OTo6parkaeTt coctoaHue PVC

Serial0

input pkts 28
out bytes 1198

in BECN pkts 0

in DE pkts O

out bcast pkts 10

iy ! Ny |

DLCI = 100, DLCI USAGE

pvc create time 00:03:46, last time pvc status changed 00:03:47

118 |
|

Router# show frame-relay pvc 100
PVC Statistics for interface Serial0 (Frame Relay DTE)

LOCAL, PVC STATUS = ACTIVE, INTERFACE =

output pkts 10
dropped pkts 0

out FECN pkts 0

out DE pkts 0

out bcast bytes 1198

in bytes 8398
in FECN pkts 0
out BECN pkts 0

IRUE 0 1 IR e ! MEWLY
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[ipoBepKa paboTbl FR (4 13 5)

Router# show frame-relay map

OTo6paxkaeT MHdopmMaumio U3 Tabamubl agpecos FR

Router# clear frame-relay inarp

OuumwaeT TabamLy AMHAMMYECKUX afpecoB, co3ZaHHYlo Inverse
ARP

Router# show frame-relay map

Serial0 (up): ip 10.140.1.1 dlci 100(0x64,0x1840) , dynamic,
broadcast,, status defined, active

Router# clear frame-relay inarp

Router# show frame map

Router#

20
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[lpoBepKa paboTtbl FR (5 13 5)

Router# debug frame-relay 1lmi

Frame Relay LMI debugging is on

Displaying all Frame Relay LMI data

Router#

lw2d: SerialO (out): StEng, myseq 140, yourseen 139, DTE up
lw2d: datagramstart = OxEOO8EC, datagramsize = 13
lw2d: FR encap = 0xFCF10309

lw2d: 00 75 01 01 01 03 02 8C 8B

lw2d:

lw2d: SerialO(in): Status, myseq 140

lw2d: RT IE 1, length 1, type 1

lw2d: KA IE 3, length 2, yourseq 140, myseq 140
lw2d: SerialO (out): StEng, myseq 141, yourseen 140, DTE up
lw2d: datagramstart = OxEOO8EC, datagramsize = 13
lw2d: FR encap = 0xFCF10309

lw2d: 00 75 01 01 01 03 02 8D 8C

lw2d:

lw2d: SerialO(in): Status, myseq 142

lw2d: RT IE 1, length 1, type O

lw2d: KA IE 3, length 2, yourseq 142, myseq 142
lw2d: PVC IE 0x7 , length 0x6 , dlci 100, status 0x2

bw 0

OTo6paxkaeT oTnag04HYI0 MHopmMaumio o FR LMI

e
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O630p PPP

g Multiple Protocol
Encapsulations Using
-~ NCPs in PPP
: d
\\ TCP/IP
— Novell IPX
/ AppleTalk
|
Link Setup and Control
¢ Using LCP in PPP

&

PPP Encapsulation

& et

~
7

Loy

g
o
3

PPP MOXeT ncnonb3oBaTbCA C OCHOBHLIMW CETEBLIMW NPOTOKOMNaMu, 3a
310 otBeyaeT NCP

PPP MOXeT ncnonb3oBaTbCA Ha BCEX OCHOBHbIX TUNMax dU3nyecknx
coeanHeHun, 3a aTto oreevyaet LCP
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YcTaHoBKa ceccum B PPP

(@]
[}
v’
o
-
(=}
(9]

-—

1. YcTtaHOoBKa forM4eckoro coeanHeHus
2. AyTeHTudumkauyma (onymoHarsrbHO)
BapuaHtbl: PAP unn CHAP

3. KoHdurypaumns ceteBoro ypoBHs
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AyTeHTUdHKauma B PPP : PAP

Remote Router PAP Central-Site Router
(Santa Cruz) TWO-Way Handshake (HQ)
“santacruz, boardwalk”
’ @
Accept or Reject
<

Host Name: santacruz Username: santacruz
Password: boardwalk Password: boardwalk !

301P_082

[Maponb nepeckiniaeTcs B OTKPbITOM BUAE
[MpoBOOUTCS TONBKO BO BPEMSA MHMLMANU3aL MU CECCUN
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AyteHTUdHKauma B PPP: CHAP

>

Remote Router CHAP
(Santa Cruz) Three-Way Handshake
Challenge
<
Username: HQ Accept or Reject
Host Name: santacruz
Password: boardwalk L

Central-Site Router
(HQ)

Username: santacruz
Host Name: SantaCruz
Password: boardwalk

[Mpmep ayTeHTUdmKaumm Mmapipytmsaropa Santa Cruz y HQ
[lepecbinaloTcs cooOLWEHNS, OCHOBaHHbIE Ha NApPOSIsiX, @ HE caMu

naposnu

| AU B | A1 R R | | 41N

301P_083

npOBOD,VITCFl TOJIbKO BO BpeMAa nHnunanm3aumnm cecCnMn n 3atemM 4epes

paBHbIE NMPOMEXYTKN BPpEMEHU
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Hactpounka PPP

RouterX(config-if)# encapsulation ppp

BkntoyaeTt Ha nHtepddence npotokon PPP

RouterX(config)# hostname name

HasHavaeT mapLupyTnsaTtopy nms

RouterX(config)# username name password password

3agaeT naposib Ansa ayTeHTUdmKauum nogxknoyaroLerocs
MapLipyTusartopa (MMs nonb3oBaTens — UMs MapLupyTusaTtopa)

RouterX(config-if)# ppp authentication
{chap | chap pap | pap chap | pap}

BkritovaeT ayTeHTUdMKaLNUIo
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[Tpumep HacTpomku PPP

&

RouterX

=

RouterY

327P_110

|| BEIN U |

hosthame RouterX

username RouterY password sameone
|

int serial O

ip address 10.0.1.1 255.255.255.0
encapsulation ppp

ppp authentication chap

hosthname RouterY

username RouterX password sameone

!
int serial 0

ip address 10.0.1.2 255.255.255.0

encapsulation ppp

ppp authentication chap
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[TpoBepka PPP Ha nHTepdence

RouterX# show interface s0
Serial0 is up, line protocol is up
Hardware is HD64570
Internet address is 10.140.1.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation PPP, loopback not set, keepalive set (10 sec)
LCP Open
Open: IPCP, CDPCP
Last input 00:00:05, output 00:00:05, output hang never
Last clearing of "show interface"” counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
38021 packets input, 5656110 bytes, 0 no buffer
Received 23488 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
38097 packets output, 2135697 bytes, 0 underruns
0 output errors, 0 collisions, 6045 interface resets
0 output buffer failures, 0 output buffers swapped out
482 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up
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[IpoBepKa ayTeHTUdUKaumm B PPP

RouterX RouterY

RouterX# debug ppp authentication

4d20h: %LINK-3-UPDOWN: Interface Serial0, changed state to up
4d20h: Se0 PPP: Treating connection as a dedicated line

4d20h: Se0 PPP: Phase is AUTHENTICATING, by both

4d20h: Se0 CHAP: O CHALLENGE id 2 len 28 from "’left"

4d20h: Se0 CHAP: | CHALLENGE id 3 len 28 from "right"

4d20h: Se0 CHAP: O RESPONSE id 3 len 28 from "’left"

4d20h: Se0 CHAP: | RESPONSE id 2 len 28 from "right"

4d20h: Se0 CHAP: O SUCCESS id 2 len 4

4d20h: Se0 CHAP: | SUCCESS id 3 len 4

4d20h: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0, changed state to up
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OTtnaaka dasbl yctaHOBKU ceccum B PPP

RouterX# debug ppp negotiation
PPP protocol negotiation debugging is on
RouterX#

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

1 00:06:36.645:
1 00:06:36.661:
1 00:06:36.665:
1 00:06:36.669:
1 00:06:37.034:
1 00:06:37.038:
1 00:06:37.042:
1 00:06:37.046:
1 00:06:37.054:
1 00:06:37.058:
1 00:06:37.062:
1 00:06:37.066:
1 00:06:37.070:
1 00:06:37.098:
1 00:06:37.102:
1 00:06:37.106:
1 00:06:37.114:
1 00:06:37.117:
1 00:06:37.121:

%LINK-3-U
BRO0:1 PPP
BRO0:1 PPP
BRO:1 LCP
BRO0:1 LCP

BRO:1 LCP:
BRO:1 LCP:
BRO:1 LCP:

BRO0:1 LCP

BRO:1 LCP:
BRO:1 LCP:

BRO0:1 LCP

BRO:1 LCP:

BRO0:1 LCP

BRO:1 LCP:
BRO:1 LCP:

BRO0:1 LCP

BRO:1 LCP:
BRO:1 LCP:

PDOWN: Interface BRI0:1, changed state to up

: Treating connection as a callin

: Phase is ESTABLISHING, Passive Open

: State is Listen

: | CONFREQ [Listen] id 7 len 17

AuthProto PAP (0x0304C023)

MagicNumber 0x507A214D (0x0506507A214D)
Callback 0 (0x0D0300)

: O CONFREQ [Listen] id 4 len 15

AuthProto CHAP (0x0305C22305)
MagicNumber 0x1081E7E1 (0x05061081E7E1)
: O CONFREJ [Listen] id 7 len 7

Callback 0 (0x0D0300)

: | CONFACK [REQsent] id 4 len 15

AuthProto CHAP (0x0305C22305)
MagicNumber 0x1081E7E1 (0x05061081E7E1)
: | CONFREQ [ACKrcvd] id 8 len 14

AuthProto PAP (0x0304C023)

MagicNumber 0x507A214D (0x0506507A214D)
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Bonpochbli?
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